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ABSTRACT
The paper demonstrates how a layered reference architecture for
software agents provides a framework for a dependability model
that allows to associate the sources of failures and the ensuing er-
ror handling with a specific layer, thus integrating dependability
directly into the design of agents.

Categories and Subject Descriptors
C.4 [Performance of Systems]: Fault Tolerance; Reliability, Avail-
ability, and Serviceability; I.2.11 [Artificial Intelligence]: Distrib-
uted Artificial Intelligence—multiagent systems, intelligent agents;
D.2.11 [Software Engineering]: Software Architectures

General Terms
Design, Reliability

Keywords
Multiagent System, Layered Software Architecture, Dependability

1. INTRODUCTION
Ideally, agents never fail. Practically, though, disturbances may

occur that are outside the control of the agent system. We call a
multiagent system dependable if it or its constituent agents include
internal mechanisms that guarantee that all services are rendered
according to specification even in the presence of disturbances.

The main thesis of this short paper is that if the design of agents
and multiagent systems follows the principle of levels of abstrac-
tion resulting in a layered architecture, the principle will also de-
termine the design of dependability by associating a specific failure
and its remedies with an individual layer. In this way one can de-
velop a well-structured dependability model where each kind of
error handling can be isolated and localized.

2. REFERENCE ARCHITECTURE
Let us first introduce a layered reference architecture as the frame-

work within which to integrate dependability in a systematic fash-
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Figure 1: Agent implementation architecture for a multi-agent system
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Figure 1: Reference architecture for a multi-agent system

ion and thus prove our thesis. The architecture as shown in Fig. 1
was developed in [2] where it is explained in detail. The layers are
based on the properties of intelligent software agents as listed by
Wooldridge [7]. The lower two layers provide the basis for situ-
atedness, autonomy, reactivity and proactivity, layer L3 for utility
and goal-orientation. Layer L4 realizes agent behavior encompass-
ing utility, reactivity and goal deliberation, while layer L5 adds so-
ciability.

Sociability includes agent interaction. Since a multiagent sys-
tem is a distributed system where system control is distributed and
agents are loosely coupled, information exchange above the phys-
ical layer must be incorporated within the individual agents. Mod-
ern message exchange software follows a layers pattern as well,
referred to as a protocol stack. Fig. 1 includes the protocol stack.
While interaction is primarily reflected on layer L5, layer L2 must
account for the sequence of message exchanges between the agents,
and layer L3 for the common understanding among the agents.

3. A DEPENDABILITY MODEL

3.1 Failures and dependability
We base our a dependability model on (some of) the definitions

of Laprie [1]. Computer system dependability is the quality of the
delivered service such that reliance can justifiably be placed on this
service. The service delivered by a system is the system behav-
ior as it is perceived by another special system(s) interacting with
the considered system: its user(s). The service specification is an
agreed description of the expected service. A system failure occurs
when the delivered service deviates from the specified service.

The cause—in its phenomenological sense—of any failure is a
(unintentional) fault. We should make sure that only very few
faults occur in an agent. We speak of fault avoidance as the col-
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lection of all measures that reduce the number of faults. Upon oc-
currence, a fault creates a latent error. A latent error becomes an
effective error when it is activated in the course of providing a ser-
vice. Effective errors can be subject to treatment. If left untreated
they are observed as failures.

3.2 Dependability model for a layer
A dependability model describes the service, the effective errors

occurring within the system, which ones are dealt with and how
(error processing), and what the ensuing failures are. Although we
only consider faults endogenous to a multiagent system, from the
perspective of the individual agent some may be due to exogenous
failures, henceforth called external faults. The other faults are inter-
nal. An internal fault may be due to a programming fault or faulty
parameter settings. External faults are either infrastructure fail-
ures, i.e., failures of the hardware and software the agent depends
on to function (basically layers L1 and L2), or peer failures, i.e.,
agents on the same level of service that fail to deliver on a request
due to connection loss, their own total failure, or inability to reach
the desired objective due to unfavorable conditions (unfavorable
outcome).

Error processing may at best mask the fault, i.e., the state reached
after servicing the request is identical to the regular state. Next
to best, the state is still the old state, i.e., the fault simply causes
the request to be ignored. A bit worse, servicing the request may
reach a state that while no longer meeting the specification may
still allow the service requestor a suitable continuation of its work
(sustainable state). At worst, the outcome may be a state that is
plainly incorrect if not outright disastrous.

Our goal is to relate the dependability model to the layered ref-
erence architecture. Fig. 2 shows two layers where the lower layer
provides a service requested by the upper layer. The figure sum-
marizes which faults may occur, what kind of error processing may
take care of them, which ones must be passed up to the next higher
layer and which of these can receive special treatment there.

4. LAYERED DEPENDABILITY MODEL

4.1 Compressed model
Fig. 2 demonstrates that error processing cannot always be con-

fined to a single layer. Instead it must often be spread to higher
layers where a wider context is available, e.g., a sequence of state-
ments rather than a single one, or a larger database. Consequently,
a layered architecture should help to organize and localize the vari-
ous dependability issues. We use the layered reference architecture
of Fig. 1 for organizing the dependability of agents.

The result is shown in Fig. 3. It uses an abstraction of the de-
pendability model of Fig. 2. A layer can be in one of two operation
modes. During normal activity the component receives service re-
quests from layers higher up, eventually accomplishes them using
the services of the next lower layer components and returns normal
responses. It may also draw on the services of other components on
the same layer or receive service requests from such components.

If the lower layer fails to service the request, this can be in-
terpreted on the current layer as the occurrence of a fault. The
mode changes to abnormal activity where the fault is analyzed and
processed along the model of Fig. 2. Propagated errors are signaled
as a failure to the next higher layer. Otherwise the layer returns to
normal mode and tries to resume normal operation.

Abnormal activity mode may also be entered due to abnormal
events on the same layer. One such event is a malfunction within
the same component—an internal fault. A typical mechanism for
signaling such an event is (in Java terminology) by throwing ex-

error processing

Figure 2: Dependability model: Faults, error processing and responsibilities
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Figure 2: Dependability model: Faults, error processing and
responsibilities

ceptions. Exceptions can also be used to model a situation where
a fault was not activated further down and thus remains unrecog-
nized while crossing a layer in normal mode and moving upwards
as a normal service response. Only on a layer higher up the fault is
detected as such. Another kind of abnormal event is peer failures.
If they are recognized as such they are being dealt with, otherwise
they propagate upwards as part of a normal service response only
to induce an exception higher up.

For the rest of this section we give a structured overview of the
various faults that may occur on each layer, and short summaries of
some of the approaches to cope with them (Fig. 3).

4.2 Layered model
All failures occurring on Layer L1 are infrastructure failures.

The individual agent is affected by hardware, operating system,
and data transmission failures. Operating systems have a built-
in dependability so that only a fraction of faults such as exces-
sive waiting or an unsuccessful disk operation are propagated up-
wards with a detailed description of the cause. Similarly, many
of the faults typical for classical data communication are inter-
nally resolved by any of the numerous protocols so that only few
failures are propagated upwards, such as network delays, connec-
tion loss, non-correctable transmission failures, unreachable des-
tination. Some faults may cause a catastrophic failure, though. It
cannot be recognized by the affected agent but will only be detected
by collaborating agents (“node is down!”).

Layer L2 covers specialized infrastructure services that are usu-
ally provided by agent frameworks or middleware. Typical interop-
erability services concern message handling and exchange, trading
and naming, or agent mobility. For example, if an uncorrectable
data transmission failure occurs on layer L1 resulting in a message
loss, layer L2 may observe a time-out before the expected message
has been received, and an exception method may invoke a retry by
requesting a resend of the original message. A fault internal to layer
L2 may be an invalid agent registration which is best be treated by
notifying the upper layers of the failure to execute the needed agent
service, where most probably the coordination layer (L5) would
have to handle it by finding an alternative peer.

Layers L3 and L4 are tailored towards the domain semantics,
with L3 dealing foremost with static aspects and layer L4 with the
dynamics. Consequently, layer L3 mostly deals with peer failures
in connection with ontologies, e.g., a mismatch in the meaning at-
tributed to a certain term, or different coding into and decoding
from the transport syntax.

Layer 4 deals with agent behavior and is in the best position to

  1102



e.g. faulty message sequences,
out-dated service registrations

(L2) agent-specific
infrastructure services:

normal service operation

(L2) fault tolerance by platform
mechanisms, like active directories

or transactional recovery  
service
request

normal 
service
response non-catastrophic failures, e.g.

message losses,
connection breakdowns,…

e.g. ontology 
mismatches,
(de)coding 

failures

(L3) ontology-based
domain model:

normal service operation

(L3) fault tolerance by
ontology term

meaning negotiation
service
request

normal 
service resp.

(failures from infrastructure 
layers are passed through L3 
directly to L4 or L5 resp.)

(L4) agent behavior:
normal service operation

(L4) fault tolerance by 
recovery management and/or 

uncertainty management
service
request

normal 
service resp.

catastrophic run-time 
environment failures 
(from L1/L2)

(L5) agent interaction:
normal service operation

service
request

normal 
service resp.

undependable
peers

(L5) fault avoidance/resilience by
verifiable protocol design models,
robust mechanisms, trust mgmt

uncorrectable interop. 
failures, e.g. network split (from L1),
unconvertible ontology 
semantics (from L3)

hw failures, e.g. unsuccessful disk operations
data transmission failures, e.g. by package losses

(L1) system environment
base services:

normal service operation

(L1) fault tolerance by 
redundant hardware,

robust data comm. protocols,…

interfering
autonomous
peer action

recovered

recovered

recovered

recovered

recovered

Figure 3: Dependability in the layered agent architecture

process the errors exposed from below. More precisely, L4 should
be the layer of choice for all faults whose handling requires knowl-
edge on the domain, the goals and the past interaction history. Con-
sequently, most of the error processing will fall under the heading
of fault resilience. This is true even for catastrophic infrastructure
failures. Suppose the agent temporarily loses control when its plat-
form goes down, but regains it when the platform is restarted. Re-
covery from catastrophic failure is usually by backward recovery
on the platform layer. The resulting fault containment should now
be interpreted in light of the agent’s prior activities.

Layer L5 must ensure the dependable performance of the en-
tire multiagent system. We refer to the coordinated interaction of
agents as a conversation. Conversations follow a—usually prede-
fined—conversation protocol. At runtime conversations are threat-
ened by failures that are passed upwards from the lower layers.
The infrastructure layers may pass up network splits and unreach-
able peers, the ontology layer semantic disagreements, the agent
behavior layer unforeseen behavior of peer agents. Layer L5 may
itself discover that peers respond in mutually incompatible ways.
Techniques of fault resilience seem essential if the user is not to
be burdened. For example, the agents may search for alternative
services that are either very similar to the one originally needed,
or they may attempt to agree on a new protocol with different peer
roles or peers. A careful design should identify which errors should
be left to the user and be passed as failures to what one could con-
ceptually see as an additional “user” layer.

5. SPECIAL TECHNIQUES
Our group has extensively experimented with dependability is-

sues in software agents. Below we give a few examples.
An abstraction of behavior that includes recovery is the trans-

action. The transactional abstraction of a conversation is the dis-

tributed transaction. Fault containment by recovery is then imple-
mented via a 2-Phase-Commit (2PC) protocol, with a single co-
ordinator as the initiator and any number of clients [6]. Hence,
conversations spawn local transactions in the participating agents,
that are coordinated by the initiating agent. (For technical details
see [5]). The drawback is that 2PC robs the agents of some of their
autonomy. Since 2PC ignores any transaction semantics, transac-
tional conversations are a layer L2 technique.

Autonomy is preserved if only the individual agents are transac-
tional but not the conversation as a whole. Hence, after recovery
the agents are uncertain of the state of the conversation, they just
carry beliefs. We modeled individual beliefs as fuzzy propositions
over a discrete set of values and introduce a gradual consistency
degree [3]. An agent can dynamically adapt its consistency degree
over time. Fuzzified versions of belief revision operators allow to
modify belief sets while observing a consistency prescribed degree.
Fault mitigation by belief revision is a compensation technique for
layers L3 and L4.

If one associates compensation with an entire conversation and,
hence, an entire group of agents, the conversation must be under-
stood to some detail. Consequently, such an approach is located
on layers L4 and L5. Nested transactions for the agents fit the bill.
They include diversified error processing such as local or global
abort, backward recovery and retry, forward recovery and com-
pensation. The synchronization that comes with a conversation is
directly built into the nested transactions for the agents [4]. The
drawback of this layer L4/L5 approach is the missing separation
between agent behavior and conversation.

6. CONCLUSIONS
The paper demonstrates that a layered reference architecture for

agents offers a framework for systematically allocating failure oc-
currences and the ensuing dependability mechanisms. Thus the ar-
chitecture provides the means to include in the design of multiagent
systems dependability right from the beginning. Our own work
(funded by Deutsche Forschungsgemeinschaft) seems to suggest
that the approach is indeed viable, but also indicates that depend-
ability techniques for agents still raise intricate issues.
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