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ABSTRACT

This paper presents a new multi-agent system platform that
takes advantage of XMPP. Among the new message trans-
port protocols that have been recently developed, Jabber
(XMPP) is a protocol that is based on Instant Messaging
networks that use real-time messaging between applications.
This platform is fully FIPA compliant and provides a sim-
ple interface to create agents using this new communication
concept.

1. INTRODUCTION

In this paper we introduce a new multiagent-system plat-
form (called SPADE) that takes advantages of a new com-
munication model and that provides a simple interface to
create agents using this new communication concept. This
communication model is based on Instant Messaging pro-
tocols that use real-time messaging between applications.
Agent communication is improved by using this protocol
due to its new features, such as the Contact List manage-
ment for agents, the ability to receive a notification when-
ever any other known agent (included in its Contact List)
comes online or the possibility of engaging a simultaneous
multi-conference with many agents.

This new platform is fully FIPA compliant to allow inter-
operability with other platforms. Its main objective is to
provide good performance while retaining strong scalability
options and to provide an open design that allows the im-
plementation of platform components in several high-level
programming languages.

Our proposal provides a human-like framework to commu-
nicate agents. It allows them to have a conversation (with
all the meta-information required in a real conversation in-
cluded) with any other ’entity’. This platform is described
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in depth in the following section.

2. SPADE

SPADE (a Smart Python multi-Agent Development Envi-
ronment) is a new platform aimed at solving the drawbacks
of the communication models from other platforms. The
multi-agent system platform SPADE is built around a new
communication framework (Jabber[1]) which provides new
and powerful capabilities to the communication layer. The
platform core is designed over this layer, which communi-
cates the platform elements with one another.

2.1 The Communication Model

Communications in SPADE are handled by means of the
Jabber protocol. Jabber is the Internet standard protocol
for instant messaging and presence communication[1, 2]. Its
base technology is the Extensible Messaging and Presence
Protocol (XMPP) standard, a set of streaming XML pro-
tocols and technologies that enable any two entities on the
Internet to exchange messages, presence, and other struc-
tured information in close to real-time.

Presence notification is one of the most useful Jabber
features that SPADE provides. It is a system by which an
entity involved in a Jabber communication can know at any
time what the current status of any of the other entities in-
volved is. Jabber entities can declare what their current sta-
tus is and all other entities who share a bond with them will
automatically be notified. An entity status usually indicates
its availability and readiness to engage in a communication
(e.g. ’Awailable’, 'Busy’, ’Don’t disturb’, ...), but it is not
closed to a short predefined list. Entities can define their
own status and their meanings. Two or more Jabber enti-
ties can be bonded (or subscribed) to each other. Entities
that share a bond may make use of presence notification as
described above.

Another interesting SPADE feature is Multi-user Con-
ference (MUC). MUC features can be used to create forums
for agents to connect to when performing a multi-agent ac-
tivity. For instance, in a virtual auction scenario performed
by agents, an agent playing the role of the auctioneer can
create a password-protected channel and give the password
only to previously certified agents. Then, in the channel, the
auctioner can give the right to speak only to agents who are
going to play the bidder role, leaving the rest of the agents
in spectator mode. Once the auction starts, every time a
bidder wants to place a bid, the agent only needs to ’speak’
in the channel, and all the other bidders and the auctioneer
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will know the bid at the same time. MUC channels can also
be used for broadcasting announcements, public platform
information, selected distribution lists, etc.

2.2 The Platform Model

The SPADE platform is modeled according to the FIPA
standard proposal for a multi-agent platform [3]. It features
standard basic services (such as an Agent Management Sys-
tem and a Directory Facilitator) that are designed as Jabber
server components (or add-ins). Although the core commu-
nication system relies on the Jabber technology, other mes-
sage transport protocols, such as the HT'TP protocol[4], are
also supported.

A brief schema of the SPADE Platform can be viewed in
Figure 1.
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Figure 1: Platform Model

The main platform element is the XML Router, which
the rest of the platform components and agents are con-
nected to. It is a standard XMPP server[1] that routes all
the messages from its sender to the specified receiver with
no user intervention. This XML Router acts as the Mes-
sage Transport System (MTS) and is the only ’third-party’
component of the platform. One of this components con-
nected to the router is the SPADE Agent Communi-
cation Channel (ACC), which manages all the communi-
cation within the platform. It receives the FIPA-ACL'[5]
messages that arrive to the platform and it redirects them
to the correct destination element. This destination can be
either an agent or another component.

2.2.1 Security Concerns

The SPADE framework provides some built-in security
mechanisms that help to maintain the system’s integrity.
These mechanisms are developed in different security levels:

& Logging to the XML Router requires a username and
a password. This mechanism prevents an unautho-
rized connection to the platform if it is not approved
by the platform administrator.

#& A connection to the XML Router can be encoded with
a symmetric cryptographic algorithm using SSL (Se-
cure Socket Layer). SSL provides data cyphering,
server authentication, message integrity and, op-
tionally, client authentication for TCP-IP connections.

'FIPA Agent Communication Language

HMPP Server

gl

XMPP
Connection

message dispatcher

Task 1 Tisg 2 Task 3

\ agent@server.com /

Figure 2: SPADE Agent Model

& To ensure the authentication of a message, the XML
Router provides another mechanism to avoid identity
theft. The platform prevents identity spoofing by over-
riding a ’from’ field that does not match the sender’s.

2.2.2  Platform Inter-operability

The Message Transport System can manage as many MTPs
as there are plugged to the platform. If the protocol is
XMPP (Jabber protocol), the MTS delivers the message
directly to the receiver agent. This feature allows SPADE
to communicate with any kind of FIPA compliant platform
that supports the XMPP Message Transport Protocol.

We have also developed a new JADE plug-in that provides
a MTP implementing the XMPP protocol. This plug-in
has been accepted by the JADE Team and is published in
[6]. Thanks to this new MTP, a SPADE platform and a
JADE platform can communicate with each other using the
Jabber protocol. Actually, two JADE platforms can use this
new XMPP plug-in to communicate their agents and take
advantage of this new proposed Transport Protocol.

2.3 The Agent Model

Every component inside the platform is built as an agent.
SPADE agents are elements that are connected to the MTS
that can send messages to each other and to other platforms.

The Agent Model is basically composed of a connection
mechanism to the platform, a message dispatcher, and a set
of different tasks that the dispatcher gives the messages to
(-see Figure 2). Every agent needs an identifier called Jab-
ber ID (JID) and a valid password to establish a connection
with the platform. If the platform registration process is
disabled, then the platform administrator should define the
registration policies. An agent can run serveral tasks simul-
taneously. A task is a process that an agent can execute
using repeating patterns. SPADE provides some predefined
task types: Cyclic, One-Shot, Periodic, Time-Out, and Fi-
nite State Machine Task. Those task types help to imple-
ment different the tasks that an agent can perform. Every
agent can have as many tasks as desired. When a message
arrives to the agent, the message dispatcher redirects it to
the correct task queue (—see Figure 2).
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2.4 The Main Features
The main features of SPADE are the following:

1. The SPADE platform has already covered the FIPA
standard. AMS and DF ontology is supported.

2. SPADE supports two Message Transport Protocols:
HTTP and XMPP. This feature allows different plat-
forms to communicate using this new communication
model or even older platforms that make use of the
wide-spread HTTP protocol.

3. SPADE supports two different content languages: FIPA-

SL and RDF, which are the two main options for con-
tent language used in today’s agent communication.

4. Another feature defined by FIPA that SPADE sup-
ports is agent mobility. A SPADE agent can move
from one platform to another authorized platform and
continue it’s execution in the new target.

5. As we stated in Section 2.3, SPADE agents do reach
their goals by running one or more tasks.

6. SPADE has a special agent to provide a user-friendly
view of the platform. This GUI provides a mechanism
to load and unload agents in the platform. It allows
the user to search for agents and services and send
messages to any agent.

7. SPADE was developed in Python. This allows the ex-
ecution of the platform in several architectures and
operating systems such as Windows, Linux, MacOS,

Windows Mobile, PalmOS, SymbianOS for mobile phones,

etc. Python also allows using some performance char-
acteristics lile stackless threads or the psyco module
to massively speed up the execution.

8. One of the new and powerful feature of SPADE is
the possibility to use Presence Notification between
components. This allows the system to determine the
current state of the components that are connected to
the platform in real-time.

9. Managing a conversation with more than one agent is
possible thanks to a Jabber mechanism. This mecha-
nism (called multi-user conference) is based on chat
rooms where an agent can join and share messages with
a group of agents.

10. The Protocol used to send messages is a distributed
client-server protocol. The servers that route the Jab-
ber messages are designed to support a very large num-
ber of users and messages. This feature helps to im-
prove the SPADE performance and scalability.

11. The platform provides a user and password authenti-
cation to improve security as well as a cyphered con-
nection to the platform to perform confidentiality.

3. CONCLUSIONS AND FUTURE WORK

One of the main drawback on multi-agent platforms is the
use of an inappropiate message transport protocol to com-
municate agents. To solve this, we have presented a new
communication model using the Jabber Instant Messaging
Protocol and we have developed a new agent platform using

this technology. The new platform, called SPADE; is a fully
FIPA compliant platform that supports all the required fea-
tures. It has been developed in a modern language that in-
creases the productivity of the programmer. The main char-
acteristic of SPADE is the support of the new communica-
tion protocol between agents. This protocol, which is based
on Instant Messaging systems, uses a distributed network to
route messages from one agent to another. It also provides
new mechanisms that improve the communicative acts, such
as Presence Notification or Multi-User Conference. These
characteristics, which are not present in any other agent
platform, provide new communication capabilities between
agents, which make agents more versatile. SPADE also has
some security properties which provide confidentiality and
authentication systems to the platform.

SPADE is released under the General Public License (GPL)
and can be downloaded and tested at [7]. The plug-in for
the JADE multi-agent platform that enables communication
through XMPP is also available for download at [7] and [6].
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