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ABSTRACT
We present actorNet, a mobile agent platform for wireless

sensor networks (WSNs). WSNs are well-suited to multi-

agent systems: agent autonomy reduces the need for com-

munication, saving precious energy. Mobile agents are also

an intuitive technique for remotely reprogramming sensors

deployed in the field. However, implementing agent pro-

grams directly on a WSN is complicated by the many limita-

tions of sensor nodes, including limited memory, slow proces-

sors, low bandwidth and finite energy. ActorNet eases devel-

opment by providing an abstract environment for lightweight

concurrent object-oriented mobile code on WSNs. As such,

it enables a wide range of new dynamic applications, includ-

ing fully customizable queries and aggregation functions,

in-network interactive debugging and high-level concurrent

programming on the inherently parallel sensor network plat-

form. Moreover, actorNet cleanly integrates all of these fea-

tures into a fine-tuned, multi-threaded embedded Scheme in-

terpreter that supports compact, maintainable programs—a

significant advantage over primitive stack-based virtual ma-

chines.

1. INTRODUCTION
A wireless sensor network is a system of autonomous sen-

sor nodes which interact via wireless communication chan-

nels. Canonical WSN applications include environment mon-

itoring, target tracking and structural health monitoring [9,

3, 2]. These applications are enabled by the unique features

of WSNs: independent energy sources, wireless communi-

cation and large-scale deployment of inexpensive devices.

Unfortunately, these features also impose severe constraints

on WSNs, including limited energy and network bandwidth,

small memory sizes and low processing power.

Agent systems are one promising solution to such prob-

lems. For example, an autonomous agent can make intel-
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ligent decisions on the spot without consulting a central

base station, saving energy and bandwidth. Indeed, existing

WSN applications such as real-time target tracking already

use an agent-based approach [8]. Several challenges become

apparent when building agent programs for WSN platforms.

Some wireless sensor nodes have only 4KB of SRAM—a se-

vere constraint for even moderately complex applications.

Furthermore, sensor node operating systems typically sup-

port only non-blocking I/O for performance reasons, compli-

cating application development. The tight coupling between

applications and the operating system makes cross-platform

interoperability and code migration difficult. In addition,

WSN in-network storage services [10], while similar to agent

coordination services such as tuple spaces [4], cannot meet

their full potential without a supporting agent platform.

ActorNet is an agent platform that addresses these is-

sues, making the development of agent-based solutions to

sensing problems significantly easier. Specifically, actorNet

provides services such as virtual memory, context switching

and multi-tasking to support a highly-expressive yet efficient

agent language for WSNs. Several agent primitives can be

implemented on top of actorNet. For example, actorNet sup-

ports coordination among agents in the asynchronous com-

munication model, typically employed in WSNs due to the

gap between communication and computation speeds. Syn-

chronization between concurrent agents in an asynchronous

setting can be performed via synchronizers or join contin-

uations, which have previously been defined in an Actor

language similar to actorNet [1].

2. ACTOR LANGUAGE
The top layer of the actorNet platform is an actor lan-

guage interpreter. The actor language uses the well-known

S-expression syntax. Notable primitive operators include

par, send, msgq and callcc, which are used extensively in

this paper.

The actorNet language is based on the syntax and seman-

tics of Scheme, with extensions specific to actor computa-

tion. The par, send and msgq operators are not found in

Scheme. Par creates separate actors to evaluate each ar-

gument expression in parallel and returns a list of the cre-

ated actors’ identifiers. While these actors remain on the

same actorNet platform, they share parts of their environ-

ments, allowing them to communicate efficiently. If an actor

migrate to another platform, it can communicate back via

message passing. The send operator provides a simple, ab-

stract mechanism to send messages to an actor. A deep copy

is made of the message data to prevent any dependence on
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the source host. For example, (send (list 100 x)) sends

all data reachable from variable x to an actor with id 100.

An actor can access its message queue by calling the msgq

operator, which returns the list of messages the actor has

received.

The callcc operator accesses the current continuation

(CC)—an abstraction of the rest of the program remain-

ing to execute. For example, the CC of the expression

(add 1 (mul 2 ↓ 3)) at the ↓ mark can be regarded as

a single-parameter function c1: (lambda (x) (c2 (mul 2

x))), where c2 is an another single-parameter function (lambda

(x) (add 1 x)). In general, the CC can be regarded as a

stack of single-parameter functions. The operand of callcc

is a single-parameter function: when callcc is called the

CC is passed to the operand function.

In actorNet, the CC and the value that will be passed to

it form the state of an actor. Because an actor can read its

current continuation, it can duplicate itself or migrate to an-

other platform voluntarily by sending its continuation–value

pair to another actor. The other actor simply evaluates the

continuation on the value to duplicate the sender’s behavior.

Using these primitives we can easily and intuitively define

the agent migration function of Section 3.

3. EXAMPLE
ActorNet is an implementation of the actor model of dis-

tributed computing [1] for wireless sensor networks. We

present an example application that demonstrates the util-

ity of mobile agents in a sensor network setting. actorNet’s

support for coordination amongst mobile agents. Our ex-

ample consists of an actor migrating through the WSN, in

search of a local maximal temperature when the temper-

ature is assumed to be continuously changing in space—a

typical environment monitoring task. The actor in this ex-

ample autonomously selects it migration path based on envi-

ronmental information and reports the final result to a base

station.An outline of the application follows.

1. An actor A broadcasts to its neighbors a small actor

that measures the temperature at a node and sends

back the result.

2. Actor A determines the local maximum temperature

and migrates itself to the corresponding node. When

it migrates to another node, A records its point of ori-

gin so that it can forward the maximum temperature

reading back along the path it followed.

3. When it arrives at a point of maximal temperature, A

migrates back to the base station. Upon arrival at the

base station it prints out the temperature value.

Note that in this example we do not need any support for

message routing. An actor locally broadcasts and moves

itself to its neighbor with the greatest temperature, and the

return path is constructed as it migrates from node to node.

Let us first construct a migrate function that makes an

actor migrate to another node and continue its execution.

The state of an actor can be considered as a pair of a con-

tinuation and a value to be passed to the continuation. Us-

ing this explicit representation, an actor can easily migrate

itself to a neighboring node by sending its current continua-

tion as obtained via callcc. Each actorNet platform hosts

1 (rec (move path temp) ;;return path, max temp
2 (seq
3 ;;broadcast measure actors to neighbors
4 (send (list 0 measure (id)))
5 (delay 100) ;;wait for 10 sec
6 ( (lambda (maxt)
7 (par
8 ;;if it arrives at an maximal point
9 (cond (le (car maxt) temp)
10 ;;then return the temp along the path
11 (return migrate path temp)
12 ;;else move to the highest temp. node
13 (move
14 (cond (equal path nil)
15 (cons launch path)
16 (cons (io 0) path))
17 (migrate
18 (cadr maxt) ;;node id
19 (car maxt)))) ;;temp
20 (setcdr (msgq) nil))) ;;reset msgq
21 ;;find the max temp. and the node
22 (max (cdr (msgq)) (list 0 0)))))

Figure 1: An example actor program that migrates

to a point of maximal temperature in a WSN and

returns the temperature back to the base station

a launcher actor which regards messages sent to it as pro-

grams and evaluates them. More precisely, migrate can be

defined as follows:

1 (lambda (adrs val) ;; migrate
2 (callcc
3 (lambda (cc)
4 (send (list adrs cc (list quote val))))))

Figure 1 shows the code for our temperature-search ex-

ample. The program first broadcasts a measure actor that

reads a temperature at a remote node and sends back the

reading. The sender then waits for 10 seconds and subse-

quently checks its message queue, msgq, for the measure-

ment. No other work is needed for synchronization. The

measure actor can be encoded simply as

1 (lambda (ret) ;;measure
2 (send (list ret (io 1) (io 0)))).

The (io 1) call returns a temperature reading and the call

(io 0) returns the node identifier. The launcher actor of

a remote platform will evaluate this function with the re-

turn address, which is the id function call of the 4
th

line

of Figure 1. Although the measure actor in this application

is simple, it could potentially be any arbitrarily complex

function. That is, one can easily distribute complex sub-

processes to other nodes and later collect the results in the

form of messages. This simple example demonstrates how

actorNet facilitates multi-agent computation in sensor net-

works.

Returning to Figure 1, the move function takes as argu-

ments a return path and the current maximum tempera-

ture reading. Migration occurs after evaluating the second

parameter. Line 13 shows how the actor migrates to an-

other node: it first appends its node id—(io 0)—to the re-

turn path and then migrates to the node where the greatest

temperature was read. When it arrives at a point of maxi-

mal temperature, it returns the temperature value using the

return function, listed below.
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Figure 2: Architecture of the actorNet platform

(Mica2 node)

1 (rec (return migrate path temp)
2 (cond (equal path nil)
3 (print temp)
4 (return migrate (cdr path)
5 (migrate (car path) temp))))

The return function is similar to move: it migrates across

the nodes along the return path. Incidentally, the move and

return operations can be used to implement a variety of

ant-based routing algorithms [6].

4. ACTORNET PLATFORM DESIGN
An actorNet is a collection of actorNet platforms running

on sensor nodes or PCs. Platforms are networked via lo-

cal wireless channels and the Internet. Each platform hosts

several computing elements, called actors, which are able to

interact with each other both locally and over the network.

Like other virtual machines, the actorNet platform provides

a uniform computing environment for all actors, regardless

of hardware or operating system differences.

Figure 2 depicts the layered architecture of a sensor node

actorNet platform. Actors only use the interpreter module

directly; thus implementation details are hidden from actor

programs. Lower-level services are necessary to reconcile the

desired properties of simplicity and platform-independence

in the high-level language with the specifics of the wireless

sensor network environment. The layered architecture al-

leviates some of the complexity of application development

for sensor networks, which currently involves a significant

amount of low-level programming due to the tight coupling

between the application and the operating system. ActorNet

aims to provide a stricter decoupling of applications from the

operating system, enabling a sensor node to safely load and

execute multiple agents, while at the same time simplifying

application development. In the same vein, actorNet’s sup-

port for application-level multitasking makes available such

intuitive techniques as blocking I/O, which are usually sac-

rificed for the sake of efficiency by low-level WSN operating

systems such as TinyOS. ActorNet maintains this efficiency

by introducing threads which are preempted when blocking

on I/O.

Several other limitations of present-generation WSN plat-

forms are significant when designing a high-level agent lan-

guage in this setting, particularly limited memory sizes. We

examine representative hardware and software WSN plat-

forms and develop services needed to overcome these limi-

tations.

4.1 WSN Environment
Currently, the sensor node actorNet platform is specifi-

cally designed for Mica2 hardware. The Mica2 has an 8

MHz 8-bit ATmega 128L CPU with 4 KB of SRAM, 128

KB of program flash memory and 512 KB of serial flash [5].

The 4 KB SRAM space is shared by the stack, heap, and

all TinyOS components’ static variables. Limited memory

heavily constrains applications requiring several coordina-

tion services. Application code, large constant tables and

logged data are loaded in the flash memory units. ActorNet

uses the serial flash as a virtual memory space. Flash read

operations are fast, but writes are slow—it takes ∼15ms to

write a 128-byte page.

TinyOS is a lightweight operating system for sensor nodes

written primarily in NesC [7]. The system is structured

as a collection of modules which are statically linked to-

gether based on a component specification. Modules consist

of statically-allocated variables and three kinds of program

blocks: commands, events, and tasks. Service requests are

typically split-phase: a caller invokes a command, which re-

turns quickly; once the request is satisfied, the service noti-

fies a corresponding event procedure in the caller. This tech-

nique enables higher application throughput as compared to

single-threaded blocking I/O. Long-running procedures are

explicitly executed as tasks, which are scheduled in series

and run to completion. Since only interrupts can preempt

tasks or lower-priority interrupt handlers, processes must be

segmented into sequences of tasks if they are to run concur-

rently.

4.2 Platform Services
In response to the challenges presented by the WSN en-

vironment, we have designed platform services allowing effi-

cient memory management and blocking I/O operations.

Virtual Memory. Since the 4 KB SRAM space on the Mica2

is insufficient for many applications, actorNet provides a vir-

tual memory (VM) subsystem. We build a page structure on

the serial flash area of the Mica2 and use an inverted page

table to access pages stored in an LRU cache in SRAM.

The current implementation of the VM driver does not per-

form memory compaction, because the actorNet platform

does not frequently allocate large chunks of memory; the

primary data types are small: bytes, integers, single preci-

sion floating point numbers, and pairs of 16-bit addresses

(cons cells).

Application-Level Context Switching. The non-blocking

command-event I/O model employed by TinyOS is infeasible

to support directly in actorNet, since every virtual memory

access potentially involves split-phase flash memory I/O. For

example, let us consider the code in Figure 3. The code on

the left assumes blocking I/O: bar calls foo and foo calls

read, which performs I/O. Without blocking I/O, we must

resort to something like the right hand side of Figure 3:

the read and its callers must be divided into two parts. The

problem is that every time read is called, the functions along

the call chain must be divided into two parts. Furthermore,

one cannot use automatic local variables: all data must now

be declared as static variables outside of the function def-
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foo() {
int a;
...
read();
...

}
bar() {

int a;
...
foo();
...

}

int foo a;
int bar a;
prefoo() {

...
preread();

}
postfoo() {

postread();
...

}

prebar() {
...
prefoo();

}
postbar() {

postfoo();
...

}

Figure 3: Example program with blocking I/O (left)

and without (right)

inition. This makes programs unnecessarily complicated,

and also results in inefficient memory usage: local variables

must be exclusively allocated as static data rather than as

temporary values on a shared stack.

We have devised an application-level context switching

mechanism that allows efficient blocking I/O. To explore the

utility of the context switching mechanism, consider the fol-

lowing NesC program for read(). Note that there is a spin-

loop in the read() function waiting for isFlashReadDone to

become true.

read() {
...
while(!isFlashReadDone)

yield();
return flashData;

}

task loop() {
resume();
post loop();

}

With our context switching mechanism, the yield() call

in read() causes control to exit from the resume() call of

the loop task. Thus, TinyOS can schedule other tasks and

process pending events. Later, when the loop task is sched-

uled again and resume() is called, control continues follow-

ing the yield() call in read() as if it had just returned

from yield(). Note that we do not need to divide the ap-

plication program into two phases as in Figure 3. Hence

the yield–resume mechanism eases development of maintain-

able applications. To preserve portability and modularity,

the context switching mechanism is implemented purely as

an application-level service; we do not modify the TinyOS

scheduler.

Multi-Phase Garbage Collector. The actorNet platform

provides a mark and sweep garbage collection (GC) mecha-

nism. System-level support for garbage collection has many

benefits: it eases application development, eliminates the

chance of memory leaks, protects other applications from

misbehaving actors, and reduces the actor code size. How-

ever, for embedded applications it also has one serious draw-

back: GC may not always occur at the most opportune mo-

ment. This problem becomes especially severe for the actor-

Net platform, because it takes a significant amount of time

to write pages to the flash memory. When virtual mem-

ory is lightly loaded, the marking step can be done quickly.

However, the sweep step must check and restore all pages.

In order to solve this problem, we divide the sweep step

into many short phases. Combined with the context switch-

ing functionality, this greatly reduces the impact of garbage

collection on application performance.

5. CONCLUSIONS
We have developed actorNet, a mobile agent platform for

WSNs. ActorNet provides high-level abstractions for coordi-

nation in distributed systems, and a set of essential features

to develop agent systems on WSNs. Though the current im-

plementation is fully functional, it still has some limitations.

One of the biggest remaining challenges is fault tolerence: as

message transmission in WSNs is via local broadcast, using

a simple message acknowledgement mechanism is infeasi-

ble since it requires that each node knows all its neighbor

ids’. We are currently investigating techniques to imple-

ment a negative-acknowledgement-based rebroadcast mech-

anism while maintaining as much performance as possible.

The virtual memory and multi-tasking environments pro-

vided by actorNet open the possibility for more advanced

coordination mechanisms such as tuple spaces, which can

be built on top of existing distributed storage services for

sensor networks. Despite the current limitations, actorNet

provides powerful, efficient high-level services for developing

agent systems on WSNs.
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