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ABSTRACT

The size and complexity of enterprise computer systems are
growing rapidly. As a result, system management has become
increasingly difficult and expensive. In fact, management costs are
typically estimated at 50%-70% of the total cost of ownership.
Despite large investments in management software and personnel,
enterprise computer systems are usually managed sub-optimally.
This situation calls for a fundamental change in the way systems
are managed.

Recent studies suggest that systems manage themselves
autonomously. Initial studies towards that goal reside in the fields
of Autonomic Computing and Self* Systems. Many of those
studies devise mechanisms for system monitoring, data filtering,
problem determination, problem fixing and system adjustment and
reconfiguration. The mechanisms are based, in large part, on
methods from Artificial Intelligence, Statistics, Operations
Research and Software Engineering.

Current enterprise system management solutions — theoretical and
practical — are centralized. However, the typical enterprise system
is distributed. We claim that a centralized solution presents
several risks. For instance, it introduces a management bottleneck,
it incurs communication overheads, etc. We hence advocate that
enterprise system management should be addressed in a
distributed manner. Combining distribution and Al, we believe
that an agent-based solution is appropriate. In this paper we
present in more detail the suggested approach.

Categories and Subject Descriptors
C.4 [Performance of Systems]
1.2.11 [Distributed Artificial Intelligence]

General Terms
Management, Performance, Reliability.
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1. INTRODUCTION

The size and complexity of enterprise computer systems are
growing rapidly. Contemporary enterprise systems typically
include thousands of hardware and software components
distributed across networks and geographies. These components
are heterogeneous in their functionality, their interface with other
components and with human users, and their manufacturers.
Additionally, management practices and tools, when provided
with the components, vary considerably in their capabilities. For
instance, some tools merely monitor a small set of operational
parameters and provide a report on their values, whereas others
may be collecting a large and diverse set of parameters and
provide complex analysis such as trending, prediction and
bottleneck analysis. Note however that, even had all of the
components been provided with the best management tool each,
the management of the entire enterprise system will not
instantaneously be resolved.

In managing an enterprise computer system, one needs to manage
not only its components, but the relationships between them as
well. Theoretically, this introduces a combinatorial problem, as
any combination of components should be considered in the
solution. Indeed, in recent years system management has become
increasingly difficult and expensive. The costs of management are
typically estimated at 50%-70% of the total cost of ownership, as
can be inferred from multiple market studies (see e.g. [12]). Large
investments in management software have not yet produced good
solutions. Apparently, as many system administrators admit,
enterprise computer systems are usually managed sub-optimally.
This situation calls for a fundamental change in the way systems
are managed. We advocate that this change will require a
combination of Distributed Systems [9] and Artificial Intelligence
techniques. The discipline that combines such techniques is
Distributed Al—the parent discipline of agents and multi-agent
systems.

Recent studies suggest that systems manage themselves
autonomously [5]. Initial studies towards that goal reside in the
fields of Autonomic Computing [3][6] and Self-* Systems [8].
The idea of systems that manage themselves is not new, though.
Computer scientists have envisioned such systems since the era of
Turing and von-Neumann [10][11]. Attention to these ideas has
returned only in the last few years. Research in the area studies,
among others, self-diagnosis, self-organization, self-configuration,
self-awareness, self-management, etc. Many of these studies
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devise mechanisms for system monitoring, data filtering, problem
determination, problem fixing and system adjustment and
reconfiguration (e.g., [2]). The mechanisms are based, in large
part, on methods from Artificial Intelligence, Statistics,
Operations Research and Software Engineering. Notably however,
techniques for addressing distribution-related other than
networking aspects of self-management are rarely employed.
Further, the extent to which solutions address heterogeneity is
limited.

Current enterprise system management solutions — theoretical and
practical — are mostly centralized, although the typical enterprise
system is distributed. Management solutions require human
intervention and they are far from being autonomous. We argue
that a centralized solution presents several limitations and risks.
For instance, it introduces a management bottleneck, it incurs
communication overheads, etc. We hence advocate that enterprise
system management should be addressed in a distributed manner.
We also argue that increased autonomy of the management system
should reduce its TCO. As suggested above, we believe that an
agent-based solution is appropriate. In this paper we present in
more detail the suggested approach.

2. CURRENT SOLUTIONS

The goal of an enterprise computer system is to provide the
enterprise with services of data processing, data communication
and data storage. These services should be provided at a certain
quality, to support the business operations and goals of the
organization. The goal of system management is to assure that the
system indeed provides the services expected, at the quality
expected.

For instance, consider an organization whose business is graphical
design. One goal of the system may be the retrieval of graphical
files at a maximum delay of one second, regardless of the location
of the file and its requestor. Of course, one should expect the
initial system configuration to support this requirement. However,
since data volumes and usage patterns change over time, and since
system components may fail or degrade, the system might, in
times, fail to address the required retrieval time. The major means
for reducing the rate of occurrence of such problems is high-
quality system management.

As stated above, the ultimate goal of system management is to
assure service provision at a certain quality. Had management
solutions fully addressed this goal, there would be no other
requirement from these solutions. However, since no solution
fully addresses the management goal, other requirements are
typically set. These include the following:

e  Reports on the system status: are the goals set for the system
satisfied? What are the deviations from these goals?

e  Trending and prediction: what are the system's patterns of
operation? What system status would they lead to?

. System analysis, e.g.:

o Dependency analysis: which application or
component depends on which, and in what ways?

o Root-cause analysis: what is the root-cause of a
reported problem?

o Bottleneck analysis: which components in the
system experience the highest load, and which ones
will fail first as a result of a high load?

. Remediation: what can be reconfigured or fixed, and how, to
resolve reported problems, and to avoid problem build-up?

The requirements listed above are addressed to a limited extent by
existing solutions. Fielded solutions, and in particular enterprise
system management tools, mainly address the reporting and
trending requirements. That is, such tools perform the following:

e Monitor the system — its components and applications — and
store the collected data (possibly after some filtering and
processing).

e Generate reports from the stored data
e Detect abnormal system and component status
e  Compute simple trends

. Support a restricted set of component and system
reconfiguration actions, including automated component
replacement

The management functions listed above are not supported by all
of the management tools. In practice, many tools offer a rather
limited management function: they usually monitor the system
and report on system status and trends, detect some types of
abnormal behaviour, and, in some cases, they allow for (partial)
automated reconfiguration of the system to address detected
problems, commonly in a human-in-the-loop manner.

Solutions to the system management problem performed in
research labs and published in the literature provide a variety of
functions which are not yet part of fielded solutions. In particular,
analyses such as dependency analysis, root-cause analysis,
bottleneck analysis and prediction are addressed (e.g., [1][4][7]).
Additionally, system re-configuration and a few self-healing
functions are also resolved. However, research-grade solutions
have several limitations, as follows:

. They usually solve a single, isolated problem, and do not
provide a comprehensive solution as a management tool
should.

e  They tend to be theoretical, in the sense that they typically
make assumptions that do not hold in the field.

e Commonly, they do not attempt to reduce the computational
complexity of the suggested solution

Despite these limitations, it is expected that research solutions
will eventually move into fielded tools. Note however that
research solutions, although more advanced than tools, are far
from addressing all of the requirements listed above. This invites
additional research, and as stated above, agents and multi-agent
systems could be the right discipline for this research.

3. TYPICAL ARCHITECTURES

In this section we describe the common architectural properties of
enterprise system management tools. Although typical enterprise
systems are distributed systems, both the fielded and the research
solutions to the management problem are mostly centralized.
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A management tool consists of five major layers: monitoring
infrastructure, a database, an analysis layer, an activation layer
and a user interface. An illustration of a typical architecture is
depicted in Figure 1, where the management tool appears in grey.
Typically, the monitoring infrastructure is not monolithic. Rather,
it is comprised from multiple monitoring elements. Each such
element (in times referred to as an agent) may be located on, or
near, the component(s) it monitors. It collects data from the
components it is assigned to using standard protocols such as
SNMP and CIM/WEBM. The monitoring elements send the
collected data, in some cases after some simple filtering, to a
central management point to be stored in the database and
analyzed as found appropriate.
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Figure 1. Management tools: a typical architecture

The analysis layer is typically located at the central management
point. It may be implemented as a single monolithic software
component, or as a collection of such components each
specialized in a specific type of analysis. The analysis layer
retrieves from the database data collected and filtered by the
monitoring layer. The results of the analysis are sent either to the
user interface as reports, or to the activation layer, for policy
updates, planning and action firing.

The activation layer, located at the central management point as
well, consists of an action firing component. It usually consists of
means for representing management policies and activation rules
too. Action firing is performed either by the user, or automatically
via activation rules, following management policies. Actions are
performed directly on system components and may include
parameter setting, component and system reconfiguration,
component replacement, and others.

The user interface usually runs at the central management point,
however web access to the user interface is becoming increasingly
common. The user interface provides the user with access to an
array of management functions. These include systems
visualization, reporting and trending, analysis activation and

results, action firing (see details above), and management of the
management tool itself.

The architecture described here does not cover all types of
management tools, however it represents well many of them. One
of the prominent common properties of these tools is their
centralization. Typically, such tools will be running on a server
dedicated to system management. The advantages of this approach
are the computational efficiency of data retrieval and analysis, and
the high reliability of the servers on which the management
software runs. However, the centralized solution has several
weaknesses, as follows:

e  Communication overloads: Frequent monitoring of
multiple components across the managed system generates
large data streams. These are sent to the central management
server, possibly overloading the server and the network.
Contemporary centralized management tools address this
problem by reducing the frequency of their monitoring. As a
result, the quality of management may be compromised.

e  Computation overloads: When multiple analysis methods
are activated concurrently to analyze a large number of
components and their operational parameters, a central
server might exhibit computation overloads, which will in
turn result in slow analysis and delayed response to
problems detected in the managed system.

. Single point of failure: A widely known problem of
centralized solutions is them being a single point of failure.
In this respect, system management tools are not an
exception. A failure of the management tool may result in
degradation in the quality of services provided by the
managed system, and may lead to its failure.

The weaknesses discussed above call for a change in the way
management tools are designed and deployed. In particular,
distribution could provide some remedy to all issues raised.
However, distribution may introduce new problems, as follows:

. Synchronization and consistency: Once the management of
a system 1is distributed, the widely known clock
synchronization problem arises. Additionally, when data is
distributed  across  multiple = management  points,
inconsistency among them may arise. These problems may
in turn result in errors in data analysis and reporting, and in
action firing.

e  Communication overhead: The distribution of management
across the managed system requires coordination among the
managing points. This in turn results in increased levels of
communication traffic and may impose a communication
overload. Careful design of the coordination can minimize
this risk.

It appears that, although distribution could provide significant
advantages to system management tools, there is a need for a
careful design to reduce the risks introduced by distribution. In
the following we propose a possible approach to the distributed
design of enterprise system management tools.

4. AN AGENT-BASED APPROACH

Given the requirements for data collection, filtering and analysis,
and for action firing, across a distributed heterogeneous system,
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we believe that an agent-based solution is adequate. Our proposed
solution approach is as follows:

. Data collection: In current solutions, data is collected and
sent to a central management point. We suggest that
collection will be performed by agents that implement some
intelligence. In particular, they should intelligently filter the
data collected, and transmit, either to a central point or to
other management entities, a small subset of the collected
raw data. This should resolve the communication overhead
present in current solutions.

. Data analysis: In current solutions, analysis is performed at
a single central point. We suggest that each type of analysis
be performed by a specialized component or agent, possibly
located on a separate machine. This should resolve the
computation overhead present in current solutions.

e  Action firing: In current solutions, management policies are
maintained at, and actions are fired from, a single central
point. We suggest that some policy maintenance and action
firing will be moved to the agents residing next to the
managed components. In particular, some policies and
actions are relevant only to a small subset of the system, and
it should be efficient to maintain the former, and fire the
latter, in vicinity to their target components. By this,
communication overhead will be reduced and timeliness of
management actions will be improved.

. Coordination and collaboration: In current solutions, due
to their central approach, no coordination or collaboration
are implemented. In a distributed solution where data
collection, filtering and analysis, and action firing, are
performed locally by agents, there is a need to coordinate
among them to avoid inconsistencies and prevent conflicting
and redundant actions. Collaboration could further enhance
the capabilities of the management tool. We suggest
leveraging multi-agent coordination and collaboration
methods to address this goal.

5. CONCLUSION

The solution approach suggested in this paper is described at a
conceptual level. The main aim of this description is not to
provide guidelines for developing agent-based management
systems. Rather, we want to raise community awareness to a
problem domain in which, to date, little was studied, and where
agent-based solutions appear as a promising solution approach.
As we demonstrate, distribution, local autonomy, intelligence and
coordination could provide significant improvements to the
quality of enterprise system management solutions. Since agent-
based systems inherently realize these properties, we believe that

agents and multi-agent systems should be studied and utilized in
this context. We are confident that the results of such research
will span far beyond this specific application domain, influencing
the disciplines of system management, self-*, autonomic
computing and, of course, agents and multi-agent systems.
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