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Abstract. In various domains, such as security and surveillance, a large
amount of information from heterogeneous sources is continuously gath-
ered to identify and prevent potential threats, but it is unknown in ad-
vance what the observed entity of interest should look like. The quality of
the decisions made depends, of course, on the quality of the information
they are based on. In this paper, we propose a novel method for assessing
the quality of information taking into account uncertainty. Two proper-
ties – soundness and completeness – of the information are used to define
the notion of information quality and their expected values are defined us-
ing a probabilistic model output. Simulation experiments with data from
a maritime scenario demonstrates the usage of the proposed method and
its potential for decision support in complex tasks such as surveillance.

1 Introduction

Information is collected virtually in any domain and task to increase our knowl-
edge about reality and to provide bases for decisions. The quality of these deci-
sions depends, of course, on the quality of the information they are based on and
the estimation of the latter has been the focus of research for many years. Very
early work can be found in the science of experimental measurement, where in-
formation is largely collected in a controlled setting with priorly defined expected
outcomes, and information quality is typically quantified by statistical measures
such as systematic and statistical errors. Later the field of information retrieval
emerged based on survey studies and database management tasks, where mea-
sures such as precision and recall are used to determine the goodness of answers
extracted with respect to a pre-defined question [8]. These measures are clearly
defined with respect to ground-truth information, assumed to be provided by
an expert or another information source with certainty [3]. Studies in informa-
tion management have further defined information quality by a large variety of
dimensions, e.g., completeness, accuracy, relevancy, timeliness, as summarised
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(a) (b)

Fig. 1. Two approaches for estimating the quality of information I in terms of sound-
ness (snd) and completeness (cmp): a) standard method used in information retrieval,
assuming that the hypothetical true world W is known, and b) our model-based method
yielding expected values based on probabilistic estimates of the possible true worlds
Wi generated from a set of user queries Q

in [7]. The definitions of these dimensions include uncertainty but no methods
for the practical assessment of the dimensions are provided.

In recent years, we observe wide availability and heterogeneity of information
sources in new domains, such as security, surveillance and object recognition,
where one has to handle a continuous stream of information and it is unknown
in advance what the observed entity of interest should look like. This leads to un-
certainty in the information obtained and in the estimation of its quality. Hence,
new measures are required for defining and assessing information quality such
that uncertainty is explicitly taken into account. The notions and probabilistic
method we propose in this paper are a contribution in this direction.

The representation language of our method is based on first-order logic with
binary predicates, which allow a straightforward expression of object-attribute-
value relations, typically referred as facts in the information obtained from
sources. We define the notion of “information quality” in terms of two prop-
erties – soundness and completeness – that are based on the estimation of set
cardinalities. The conceptual idea is similar to the ones proposed earlier in [2,6],
but we propose a novel formalisation and estimation of these properties taking
into account uncertainty, as illustrated in Figure 1, namely:

– We define the intersection set of the information gathered and the ground-
truth with respect to a set of user queries and not to a fixed database as
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done before. Hence, we consider “quality” as a dynamic property of the
information, which depends on the questions at hand.

– Unlike the related studies, we do not assume that the true world is provided,
for example by a human or a database, but we generate the set of possible
true worlds based on the set of user queries. Then for each world we com-
pute the probability for being true using a predefined model using domain
knowledge and other information. The probabilities obtained are finally used
to compute the expected value for soundness and completeness of the infor-
mation gathered. Here, we do not restrict the structure or the nature of the
model, as long as it provides a proper probability distribution of the possible
world states.

The proposed method is general and can be applied to any domain where un-
certainty of information plays a role, but its development was motivated by our
research on estimating information quality in maritime surveillance. Therefore,
we next present a scenario from the maritime domain to motivate this research.
Section 3 presents the language and main notions used to define information
quality. The main theoretical contribution–probabilistic method for assessment
of information quality–is described in Section 4. Experiments described in Sec-
tion 5 illustrate the application of the method. Section 6 concludes the paper.

2 Motivating Scenario

The detection of drug smuggling is one of the biggest challenges that maritime
surveillance and the coast guard operators nowadays face. Typical hypotheses
that increase the suspiciousness of a ship are falsified/missing ship identity in-
formation or the type of cargo that allows to hide drugs easily (e.g., bulk dry).
The operators need to check the quality of information reported by the ship via
the automatic identification system (AIS) or radio contact in their daily tasks
to examine these hypotheses.

The Dutch bulk-carrier “Seaman” approaches the port of Rotterdam carrying cement,
sand and stone, and sends the following AIS information to the coast guard:

i: ID = 23378, name = Seaman, type = bulk-carrier, cargo = {sand, gravel}.
An intelligence report of the same day warns an operator that a bulk carrier, most
likely carrying cement and registered in Bahamas, is expected to arrive within a day
at the Rotterdam port and it is suspected for drugs smuggling. To decide whether the
Seaman may be the suspected vessel, the operator wants to examine the quality of
information reported by the ship with respect to various questions:

– Does Seaman carry cement?
– Is Seaman a bulk-carrier registered in Bahamas?

To get answers to these questions, the operator uses additional information from other

sources such as a ship registry database and visual observations and finds out that the

Seaman is a Dutch bulk-carrier carrying also cement and stone but not gravel on board.
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Thus, the operator concludes that the Seaman has reported incorrect and incomplete

cargo, prompting some attention for further monitoring.

Performing such manual check-ups in practice, however, would make the work of
operators practically impossible. Furthermore, some sources may not be easily
accessible or their information not fully trusted, thus making the conclusions
uncertain. Therefore, an automated approach is needed to evaluate the quality
of information inherent with uncertainty.

3 Preliminaries

3.1 Represention Language

We use first-order logic as a flexible way to represent information and formulate
queries. This abstracts from how data is stored in an actual implementation
which could for instance be in some kind of database system. Our logic consists
of a countable set of predicate symbols. We do not use functions, only constants
like seaman. This restriction is chosen to ensure that domains are finite, as is
common in probabilistic logics. We use upper case labels for variables, like X .
We further use the common logical connectives ∀, ∃, ∧, ∨, =⇒ and ⇐⇒ to
build up formulas.

We assume that information consists of logical facts described as object-attribute-
value relations, which are represented as binary predicates in the form a(O, V ),
where a refers to an attribute of object O and V is the attribute value. We do this
without loss of generality as binary predicate logics is as expressive as full predi-
cate logic. In the paper we use the name of objects, like seaman, as object labels
for better readability. Adding new information means taking the conjunction of
the previous and the new one. Instantiation ofO and V means assigning a value to
them. We explicitly do not use a closed world assumption, but distinguish wrong
information from not reported information which is true in the real world.

3.2 Information Quality

In Table 1 we define the notions for representing information used in the rest of
the paper. Although (sets of) queries and the true world also represent informa-
tion, for the remaining of the paper we will use the term information only for
what has been reported, thus defining and estimating its quality. For the meta
properties we use to define information quality we use upper case labels for vari-
ables, like X and lower case labels for instantiations (x). We use bold notation
for variables and instantiations representing sets (X and x). We finally use logic
entailment, denoted by |=, to indicate that a query is positively answered by
given information.

Ideally, all queries positively answered by the information one has are true
in the real world, too. The other way around, everything true in the real world
should be derivable from the information. So we consider information quality as
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Table 1. Definition of notions for representing information

Notion Definition Scenario examples

Information I A self-contained statement
about the world that can be
expressed by a logical ground
sentence (a formula without
free variables).

i1 = type(seaman, tanker)
∧name(seaman, seaman)
∧id(seaman, 23378)

i2 = cargo(seaman, sand)
∧cargo(seaman, gravel)

i = i1 ∧ i2
Query Q A logical ground sentence, rep-

resenting a question, which is
positively answered if it is en-
tailed by the information

q1 = cargo(seaman, sand)
q2 = type(seaman, bulk–carrier)

∧flag(seaman, Bahamas)

Set of queries Q It can be abbreviated by a for-
mula with a free variable, if
all possible groundings of the
variable are known.

q1 = {q1, q2}
q2 = cargo(seaman,TYPE)
q3 = {cargo(seaman, cement),

cargo(seaman, sand),
cargo(seaman, stone)}

World W The information representing
the state of the real world.

W = {flag(seaman, NL),
type(seaman, bulk–carrier),
cargo(seaman, cement),
cargo(seaman, sand),
cargo(seaman, stone), . . .}

a two dimensional property. We introduce measures of how much those desired
meta properties are true, referred to as soundness and completeness of informa-
tion I with respect to a set of queries Q and they are formalised as follows:

sndW(Q, I) ≡

∣
∣
∣
∣

{

Q ∈ Q | I |= Q ∧W |= Q
}
∣
∣
∣
∣

∣
∣
∣
∣

{

Q ∈ Q | I |= Q
}
∣
∣
∣
∣

(1)

cmpW(Q, I) ≡

∣
∣
∣
∣

{

Q ∈ Q | I |= Q ∧W |= Q
}
∣
∣
∣
∣

∣
∣
∣
∣

{

Q ∈ Q | W |= Q
}
∣
∣
∣
∣

(2)

In the case the denominator is 0 the soundness or completeness becomes 1. The
values for soundness and completeness range from 0 to 1, where 0 is the worst
and 1 the best possible quality. The soundness intuitively measures how much
of what the information tells is actually true, the completeness measures how
much of what is true is included in the information. In the special case that the
set contains one query only, the result is always 0 or 1. The completeness never
decreases when additional information I′ is added to the information I, whereas
for soundness such a general property cannot be stated.

Example 1. The soundness and completeness of i2 given q3 defined in Table 1 are:

sndW(q3, i2) =
1

1
= 1 cmpW(q3, i2) =

1

3
≈ 0.33
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The definitions in (1) and (2) are closely related to the notions of precision
and recall in information retrieval, and soundness and completeness as defined
in [2,6], which are also based on the comparison of set cardinalities. The main
difference in our definitions is that we construct the sets with respect to the set
of queries. In other words, the elements of the sets depend on whether a query is
entailed by the information and/or the true world, instead of directly comparing
the information and the true world as done in the other approaches.

4 Probabilistic Method for Assessing Information Quality

In practice the entire state of W is often not known, especially in the domain
we deal with. Previous work [2] for instance solves this by using data for which
the world is assumed to be true, for example based on expert evaluation. There
are two problems with this approach. First, the quality of received information
cannot be assessed instantaneously in an automated way. Second, it cannot deal
with uncertainty about how the world looks like.

Therefore, instead of requiring hard decisions of what is true or not in the real
world, we construct a set of all possible worlds, which is restricted only to the
relevant part given by all groundings of predicates relevant for the set of queries
Q. We denote this set of possible worlds by WQ.

Example 2. The possible parts of all relevant worlds given q3 are:

wq3 = { cargo(seaman, cement) ∧ cargo(seaman, sand) ∧ cargo(seaman, stone),

cargo(seaman, cement) ∧ cargo(seaman, sand) ∧ ¬cargo(seaman, stone),
. . . }

Now for every possible world W ∈ WQ we want to compute the probability for
being true. To achieve this, we use a probabilistic model M = 〈S, P 〉, where S
denotes the structure of the model and P is a probability distribution such that
P : WQ −→ [0, 1]. The probability of a possible world is denoted by P (W ) and
we have

∑

W∈WQ
P (W ) = 1. In general, P is the joint probability distribution

of the specific grounding terms in W .
Building such a probabilistic model can itself be a complex task, but there is

a largo body of work about how to build such models by incorporating expert
knowledge or learning from data. Here we do not restrict the structure of the
model, as long as the model produces a valid probability distribution, but in
Section 4.2 we discuss some possible alternatives. A strong point of our approach
is that once such a model is build, it can be reused for different vessels and sets
of queries.

4.1 Expected Information Quality

We can then use M to derive the expected soundness and completeness of a set
of queries, as defined in (1) and (2). For this we sum over all possible worlds and
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parametrise snd and cmp with a possible world. We use the notation sndW and
cmpW replacing W by the possible world W in (1) and (2), respectively:

E
[

sndW(Q, I)
]

≡
∑

W∈WQ

P (W ) · sndW (Q, I) (3)

E
[

cmpW(Q, I)
]

≡
∑

W∈WQ

P (W ) · cmpW (Q, I) (4)

Note that if the probability distribution P gives a probability of 1 for a possible
world then the formulas for the expected values of soundness and completeness
reduce to those in (1) and (2), respectively.

Example 3. In this example we use i2, q3 and W from Table 1. Given q3, we generate
the set of all relevant possible worlds Wq3 and we assume that a probabilistic model
gives the probability P (W ) of each possible world W being true; see the table below.
This probabilities could for instance be frequencies obtained from past observations.
We abbreviate the possible world by only giving the cargo the Seaman is carrying
instead of giving the full predicates. To compute the expected values of soundness and
completeness we count the number of queries q ∈ q3 satisfying i2 |= q ∧W |= q, i2 |= q
and W |= q, shortly abbreviated as |i2 ∧W |, |i2| and |W |.

W P (W ) |i2 ∧W | |i2| |W | sndW (q3, i2) cmpW (q3, i2)

¬cement ∧ ¬sand ∧ ¬stone 0.56 0 1 0 0 1
¬cement ∧ ¬sand ∧ stone 0.06 0 1 1 0 0
¬cement ∧ sand ∧ ¬stone 0.07 1 1 1 1 1
¬cement ∧ sand ∧ stone 0.1 1 1 2 1 1/2
cement ∧ ¬sand ∧ ¬stone 0.04 0 1 1 0 0
cement ∧ sand ∧ ¬stone 0.09 1 1 2 1 1/2
cement ∧ ¬sand ∧ stone 0.05 0 1 2 0 0
cement ∧ sand ∧ stone 0.03 1 1 3 1 1/3

Using (3) and (4) the expected soundness and completeness are then:

E
[
sndW(q3, i2)

]
= 0.29 E

[
cmpW(q3, i2)

]
= 0.735

We notice that the estimations are not close to the actual qualities computed in Ex-
ample 1, as P (W ) is based on prior distributions and does not account for additional
information, for instance, that the vessel is a bulk-carrier.

An advantage of our approach is that it allows for a lot of flexibility in what one
is interested in. One could for instance ask whether two types of cargo are on
board of the Seaman or at least one of them.

Example 4. Some examples for more complex queries are given, together with the true
and estimated qualities of i2, given the estimates of Example 3:

Q sndW(Q, i2),
cmpW(Q, i2)

E[sndW(Q, i2)],
E[cmpW(Q, i2)]

q4 = {cargo(seaman, cement) ∧ cargo(seaman, sand)} 1.0, 0.0 1.00, 0.88
q5 = {cargo(seaman, cement) ∨ cargo(seaman, sand)} 1.0, 1.0 0.19, 1.00
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4.2 Probabilistic Model

Although in this paper we do not restrict ourselves to a particular type of a prob-
abilistic model, below we discuss some alternatives for estimating the probability
distribution of the set of possible worlds depending on available information.

No Information–Uniform P (WQ). When no knowledge and information
about the domain is given, the simplest assumption is that all possible worlds
are equally likely:

∀W∈WQ : P (W ) =
1

|WQ| (5)

Example 5. Consider again Example 3. Given the assumption in (5), the expected

soundness and completeness are E
[
sndW(q3, i2)

]
= 0.5 and E

[
cmpW(q3, i2)

]
≈ 0.42.

In practice, this assumption is most likely violated, making the estimation of
information quality less reliable.

Estimate P (WQ) Using Prior Distributions. Information is often avail-
able as statistics over a population, which can be used as prior distribution for
estimating P (WQ), when no other specific information is available. For example,
in Example 3, one can derive the distribution by taking the fraction of vessels
carrying the particular set of cargoes out of the bulk dry vessels documented at
a particular port.

Although prior distributions could be a good first step for estimating P (WQ),
we note that this may be suboptimal since the quality of information about
unlikely cases will be considered low, even if the quality is good; this is illustrated
in the examples in Section 5.2.

Update P (WQ) Using New Information. If new information becomes avail-
able, in terms of probability theory, we can condition on this information to
update the estimate of P (WQ).

Example 6. Continuing Example 3, the prior distribution estimate can be improved
by using the type of the vessel. Next to the type adding also information obtained
from a visual observation that the vessel definitely carries sand, further updates the
probability distribution of the possible worlds, as shown in the table below:

W P (W ) P (W |bulk carrier) P (W |bulk carrier, sand)

¬cement ∧ ¬sand ∧ ¬stone 0.56 0.06 0.00
¬cement ∧ ¬sand ∧ stone 0.06 0.02 0.00
¬cement ∧ sand ∧ ¬stone 0.02 0.08 0.10
¬cement ∧ sand ∧ stone 0.15 0.04 0.05
cement ∧ ¬sand ∧ ¬stone 0.04 0.05 0.00
cement ∧ sand ∧ ¬stone 0.09 0.03 0.0375
cement ∧ ¬sand ∧ stone 0.05 0.07 0.00
cement ∧ sand ∧ stone 0.03 0.65 0.8125

How the probabilities are updated depends on the model, which is not the focus in this
paper but we note that the probabilities of P (W |bulk carrier, sand) can be derived
from the probabilities for P (W |bulk carrier). This example demonstrates that more
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relevant information contributes to getting a distribution closer to the true world.
Below are shown the actual qualities together with the expected ones using the different
distributions:

sndW(q3, i2) = 1 cmpW(q3, i2) = 0.33

Model distribution E[sndW (q3, i2)] E[cmpW(q3, i2)]

P (W ) 0.29 0.735
P (W |bulk carrier) 0.8 0.392
P (W |bulk carrier, sand) 1 0.415

This shows that having more specific information leads to better estimates of the

expected values of information quality.

Derivation of P (WQ) Using Independence Assumptions. Learning the
probabilities for all possible worlds may quickly become impractical because
their number grows exponentially with the number of queries. One way to tackle
this is to assume that the probability P (g) for a grounding g of a predicate,
representing a query in Q, is true is independent of all the others. In this case,
only one estimated probability is needed for each query to define the model. The
probability that a possible world is true can then be defined as:

P (W ) ≡
∏

W |=g

P (g) ·
∏

W |=¬g

(

1− P (g)
)

(6)

Example 7. Consider again Example 3. Suppose that the model cannot give a prob-
abilistic estimate of each possible world as before but only to the grounding of each
predicate in the queries, i.e.,

P (cargo(seaman, cement)) P (cargo(seaman, sand)) P (cargo(seaman, stone))
0.21 0.29 0.24

Here, the probabilities are computed as the marginals for the sake of comparison.
Now using (6) and the three probabilities above, we compute the probabilities for

each possible world. Then E
[
sndW(q3, i2)

]
= 0.29 and E

[
cmpW(q3, i2)

]
≈ 0.66. The

expected soundness is still the same, while the expected completeness changes.

Although in practice, the independence assumption may be too strict for all
variables, it can still help reduce complexity while providing useful estimations.

Typical examples of probabilistic models that are able to incorporate do-
main knowledge, manage dependencies, and provide prior and posterior (joint)
probability distributions include probabilistic graphical models such as Bayesian
networks [5] and probabilistic logic [4,1].

5 Experiments

We perform two experiments to show that (i) the queries matter for estimating
information quality (Exp-1), showing that our flexible approach to define queries
is necessary, and (ii) a distribution conditioned on observations of the actual
world is needed to give proper estimates (Exp-2).
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Fig. 2. The effect of the query on the soundness and completeness of information

For both experiments we generate N samples using the distribution given
in the table of Example 3. Each sample S1, . . . , SN therefore consists of three
Boolean values indicating whether the ship carries cement, sand or stone. We fix
N = 100000 for all experiments. We simulate pieces of information I1, . . . , IN
by observing whether a type of cargo is present in the actual world or not. The
information can be wrong, which we simulate by introducing an error ε, i.e. there
is a probability ε that the observation is wrong, which means that the cargo is
reported while not present or the other way around. In the dynamic domain we
deal with the actual error rates are unknown. We therefore vary ε from 0 to 1 in
steps of 0.01 in the experiments to get results for various error rates.

5.1 Exp-1: Effect of Query on Information Quality

The information quality decreases with more discrepancies between the informa-
tion and the actual world, i.e., with increasing ε. The rate of change of soundness
and completeness given the error, however, depends on the query, as demon-
strated in this experiment.

We compare the different sets of queries: q3 from Table 1 and q4, q5 from
Example 4. For the different queries we determine the actual soundness and
completeness sndSi(Q, Ii) and cmpSi(Q, Ii) for each sample and compute the
averages. We repeat this for different ε. Figure 2 shows the average soundness
and completeness for the different queries against ε.

The quality of information obviously decreases as the error increases. If there
is no error the quality is perfect, but it is interesting that it never goes to 0
even if the reported information is completely wrong. For instance, the mean
completeness for q3 and ε = 1.0 is above 0.5. This is because according to the
distribution in 56% of the cases none of the three cargo types is on board of a
ship. The reported completely wrong information reports all three kinds of cargo,
which is per definition complete. This is true for soundness in an analogous way.
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Fig. 3. The effect of the distribution used to estimate information quality on the MSSE

The set of query containing the conjunction q4 has a better soundness, as in
less situations the query can be positively answered. In this case the soundness
is 1.0. The difference between the completeness of q4 and q5 is very small. This
is not a general property of the queries, but changes with a different distribution
used to generate the samples.

5.2 Exp-2: Comparison of Different Distributions for Prediction

In this section we compare how different distributions perform when used to
estimate the information quality. This shows that as already shown in Example 6
conditioning on some knowledge about the actual world is needed to get proper
estimates. We only use q3 and use the following distributions:

– D1: the uniform distribution (Equation 6)
– D2: the distribution used to generate the data (table of Example 3)
– D3: the distribution used to generate the data conditioned on the observation

whether the ship is carrying sand (P (W |sand) or P (W |¬sand))
For the different distributions we determine for each sample the actual and
estimated soundness and completeness and compute the mean sum of squared
errors (MSSE). We repeat this for different ε; see Figure 3.

The result clearly shows that using a distribution which is dynamically condi-
tioned on information from the actual world, outperforms fixed distributions in
nearly all cases. It might be surprising that the uniform distribution for some ε
works better than the one used to generate the data. We focus on the soundness
for the case ε = 0 to give a better insight of why this is the case. In the following
table we give for each pair of estimated and actual soundness the frequency of
how often this pair occurs for all samples S1, . . . , SN :
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D1 D2

sndW(q3, I) E[sndW(q3, I)] frequency E[sndW(q3, I)] frequency
1.0 1.0 0.562 1.0 0.562
1.0 0.5 0.438 0.247± 0.026 0.438

For the cases where no information is reported the information is always sound,
so the difference is in the other cases. Using D1 for those cases all predictions
are 0.5 and for D2 it is always smaller. Since 0.5 is close to the actual soundness
1.0, D1 performs better for this case. This shows that a fixed distribution is not
sufficient even if the actual distribution is perfectly known.

6 Conclusions

We propose a novel methodology for systematically representing and assessing
the quality of information obtained from various sources in uncertain domains
such as maritime surveillance. We give a concise, formal definition of informa-
tion quality based on logical entailment and two sub-properties–soundness and
completeness–indicating the goodness of answers derived from information com-
pared to the ground truth. Unlike previous work the definition allows to consider
information quality as a dynamic property of the information, which depends on
the questions at hand. Also we do not require certain knowledge about reality
and allow to deal with uncertainty, by proposing method to estimate informa-
tion quality using a probabilistic model. An application on a maritime scenario
demonstrated basis properties of the proposed method.

In future, we plan to study the effect of the estimates from the probabilistic
model on the quality of information by developing a realistic model based on the
maritime domain.
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