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Abstract. In this paper we study possibilities of using hierarchical rea-
soning, quantifier elimination and model generation for the verification
of parametric hybrid systems, where the parameters can be constants
or functions. Our goal is to automatically provide guarantees that such
systems satisfy certain safety or invariance conditions. We first analyze
the possibility of automatically generating such guarantees in the form
of constraints on parameters, then show that we can also synthesise so-
called criticality functions, typically used for proving stability and/or
safety of hybrid systems. We illustrate our methods on several examples.

1 Introduction

In this paper we study possibilities of using hierarchical reasoning, quantifier
elimination and model generation for the analysis and verification of increas-
ingly more general classes of parametric hybrid systems (where the parameters
can be either constants or functions, possibly modeling parametric “updates”
of the system and/or environment). Our goal is to give methods which allow
to automatically provide guarantees that such systems satisfy certain safety or
invariance conditions. Our main contributions can be described as follows:

— We refine the methods for generating constraints on parameters which we
gave in [I53l4] and apply them to increasingly more complex hybrid systems
(including non-linear hybrid systems or families of hybrid systems).

— We study possibilities of automatically generating criticality functions (used
to characterize regions where safety properties can be guaranteed).

There exist approaches to the verification of parametric hybrid automata (e.g.
by Henzinger et al. [I], Frehse [6], Wang [I7], Tiwari et al. [7] and Cimatti et
al. [2], Platzer et al. [TI0J11]) possibly used for synthesis [16]. However, in most
cases only situations in which the parameters are constants were considered. In
[15] and [3I4] we made first steps towards the verification of hybrid systems with
a more complex form of parametricity, but with a focus on linear hybrid au-
tomata. We here extend these results to parametric hybrid automata, and also
explore possibilities of generating criticality functions in order to give guarantees
for safety in such systems. The main advantage of our method for generating

M.P. Bonacina (Ed.): CADE 2013, LNAI 7898, pp. 360-B76] 2013.
(© Springer-Verlag Berlin Heidelberg 2013



Hierarchical Reasoning and Model Generation in Verification 361

criticality functions compared with existing approaches based on Lyapunov func-
tion computation (cf. e.g. [12]) is that we restrict to very simple properties of
the continuous variables (such as monotonicity properties) and thus avoid the
complexity introduced by the complicated dynamics.

Structure. Section ] introduces the main definitions and results on local the-
ory extensions and hybrid automata used in the paper. In Section [3] we present
a general result on generating constraints on parameters under which certain
formulae are invariant (which we apply for the verification of parametric lin-
ear hybrid automata, then extend to parametric hybrid automata and systems
thereof). In Section ] we present a method for generating criticality functions.

2 Preliminaries

We present the main definitions and results on local theory extensions and hybrid
automata used in the paper. For details on local theory extensions we refer to
[13I89]; for details on hybrid automata we refer for instance to [I].

Local Theory Extensions. Let 7y be a theory with signature I, = (S, Xy,
Pred), where S is a set of sorts, X a set of function symbols, and Pred a set of
predicate symbols. We consider extensions 77 of 7y with new function symbols
in a set X1 whose properties are axiomatized with a set IC of claused] whose free
variables are considered to be universally quantified (Notation: 7o C 71 = ToUK,
where 77 has signature IT = (S, Xy U Xy, Pred) - also written IT = [Ty U X4). An
extension To € 71 = To UK is local [13] if it satisfies condition (Loc)#

(Loc)  For every finite set G of ground clauses T1UG =L iff ToUK[G]UG =L

where K[G] is the set of instances of IC where all terms starting with an extension
function are in the set st(K, G) of all ground terms occurring in K or G.

A similar extended locality condition (ELoc) [9] can be defined for theory exten-
sions in which K consists of augmented clauses ((ELoc) states that Ty U™ =L iff
ToUK[I'UTI =L holds for all Xy-extended ground clauses I' = Iy UG, where I
is a II§-sentence and G is a finite set of ground IT°-clauses). In [§] we introduced
@-(extended) locality conditions (Loc”) and (ELoc”), where ¥ is a closure oper-
ator on ground terms, in which the instances of K to be considered without loss
of completeness are K[¥x (G)] instead of K[G], where Ui (G) = ¥(st(K, G)).

Hierarchical reasoning. Consider a W-local theory extension 7y C 7o U K. Condi-
tion (Locw) requires that, for every set G of ground I1¢ clauses, 7o UK UG =L
iff To UK[Px(G)] UG =L. In all clauses in K[¥x(G)] UG the function symbols
in Xy have as arguments only ground terms, so K[¥i(G)]UG can be flattened

! We can also consider sets K of augmented clauses, i.e. of axioms of the form
(P(z1,...,2n) VC(x1,y...,2n)), where &(z1,...,2n) is an arbitrary first-order for-
mula in the base signature I1p and C(z1,...,T,) is a clause containing 31 -functions.

2 In what follows, when we refer to sets G of ground clauses we assume that they are
in the signature I1° = (S, X UC, Pred), where C is a set of new constants.
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and puriﬁedﬁ. The set of clauses thus obtained has the form KqUGoUDef, where
Def consists of ground unit clauses of the form f(cy,...,c,)=c, where feXy,
¢, ¢y, - .., Cp are constants, and g and Gy do not contain X;-function symbols.

Theorem 1 ([I318]). Let K be a set of clauses. Assume that To CT1 = ToUK
is a W-local theory extension. For any set G of ground clauses, let Ko UGy U Def
be obtained from K[ (G)|UG by flattening and purification, as explained above.

Then the following are equivalent to T UG EL:
(1) ToUK[Wk(G)UG =L .

.. n )~ D f
(2) ToUKoUGoUCong =L, where Cong= {/\ cird; — c~d\f (e, Z ))NCdEEDeef}

As a consequence we obtain the followmg de(ndablhty transfer result.

Theorem 2 ([138]). If the theory extension To C Ty = To UK satisfies condi-
tion (Locw) then satisfiability of ground clauses G w.r.t. T1 is decidable provided
K[ (G)] is finite and KoUGoUIyUCong belongs to a decidable fragment of To.

Similar results hold for extended W-local extensions (then K, Ky and Gy may
contain arbitrary ITp-sentences and G is a set of Yp-extended ground clauses).

The (¥-)locality of an extension can be recognized by proving embeddability of
partial into total models assuming that the extension clauses are flat and linear
[13I89]. If we can guarantee that the support of the total model which we obtain
is the same as the support of the partial model we start with, then condition
(ELOCW) is guaranteed. The locality proof also explains how to construct models
of satisfiable ground (extended) clauses starting from models of their instances.

We present some theory extensions which are ¥-local. In what follows we will
denote by R both the set of real numbers and the theory of real numbers (more
precisely the theory of real closed fields) and by LI(R) linear arithmetic over R.

Monotonicity, Boundedness for Monotone Functions. Any extension of a
theory for which < is a partial order with functions satisfying Mon?(f) and/or
Bound®(f) is local (cf. e.g. [§]). The extensions satisfy condition (ELoc) if e.g. in
7o all finite and empty infima (or suprema) exist.

Mon®(f) /\l'igiaiyi N /\ z 2y = f(zr, . n) < Y, Yn)

iel igl

Bound®!(f) Va1, ..., zn(s(x1, oy 2n) < f(1,. . 2n) < t(x1,. .. 20))
where s, t are new functions or s(z1,...,x,) and t(x1,...,x,) are Ilp-terms with
variables among 1, ..., z, and: (i) s, t have the same monoton1c1ty as f in any
model and (i) Vay,..., Ty $(x1,...,2n) < t(X1,...,2p).

Convexity /Concavity [14]. Let 7 be R, the theory of real numbers (or the
many-sorted combination of the theories of real numbers (sort real) and integers

3 The function symbols in X are separated from the other symbols by introducing, in
a bottom-up manner, new constants c¢; for subterms t=f(c1, ..., ¢,) where feX: and
¢; are constants, together with definitions c¢;=f(c1,...,cn) (C is a set of constants
containing all constants introduced by flattening and purification).

YForiecl, o€{—,+},and fori g I, o; = 0; <T=<, <7 =>.
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(sort int)). Let f be a unary function symbol with arity real—real (or resp.
int—real). Then 7o CToUConvy and 7oC ToUConc; satisfy condition (ELoc) where:
F&)~F@) _ 1)-F)
z—x = y—z '
and the concavity condition Concy is the convexity condition for —f.

Conv(f) Vz,y,z [z <z<y—

Linear Combinations of Functions. Let fi,..., f,, f,g be unary function
symbols. The extension R C RUBS satisfies condition (ELoc) Where BS contains

n

conjunctions of axioms of type Vi(a< Z a; fi(£)<b), Vt(g(t)< Zazf, V< [f(1)),

i=1 i=1
n ’
/ / fi (t )_fZ (t)

or Vt,t'(t<t' — a< i;ai o

and f concave and (ii) either g and f satisfy the condition Vt(g(t) < f(¢)) or
correspond to ITp-terms and =7, Vt g(t) < f(¢). Using arguments similar to
those used in [I4] it can be proved that if we additionally require the functions
to be continuous locality is still preserved.

<b), where a,b € R and (i) ¢ is convex

If I is an interval of the form (—o0, al, [a,b] or [a,c0) then we can define versions
of monotonicity /boundedness, convexity /concavity and boundedness axioms for
linear combinations of functions and of their slopes relative to the interval I
(then conditions (i) and (ii) for f and g are relative to the interval I).

Hybrid Automata. A hybrid automaton (abbreviated HA in what follows) [I]

is a tuple S = (X, Q, flow, Inv, Init, E, guard, jump) consisting of:

(1) A finite set X = {x1,...,2,} of real valued variables and a finite set @ of
control modes, that together define the state space of the system:;

(2) A family {flow, | ¢ € Q} of predicates over the variables in X U X (where
X = {&1,...,&,}, where &; is the derivative of z;) specifying the continuous
dynamics in each control mode; a family {Inv, | ¢ € Q} of predicates over
the variables in X defining the invariant conditions for each control mode;
and a family {Init, | ¢ € Q} of predicates over the variables in X, defining
the initial states for each control mode.

(3) A finite multiset E with elements in @xQ (the control switches). Every
(¢,q") € E is a directed edge between ¢ (source mode) and ¢’ (target mode);
a family of guards {guard, | e € E'} (predicates over X); and a family of jump
conditions {jump, | e € E} (predicates over XUX', where X' = {z/,..., 2.}
is a copy of X consisting of “primed” variables).

A state of S is a pair (g,a) consisting of a control mode ¢ € @ and a vector
a = (ai1,...,ay,) that represents a value a; € R for each variable z; € X. A
state (q,a) is admissible if Inv, is true when each z; is replaced by a;. There
are two types of state change: (i) A jump is an instantaneous transition that
changes the control location and the values of data variables according to the
jump conditions; (ii) In a flow, the state can change due to the evolution in
a given control mode over an interval of time: the values of the data variables
change continuously according to the flow rules of the current control location;
all intermediate states are admissible. A run of S is a finite sequence sgs; . .. Sk
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of admissible states s; such that (i) the first state s is an initial state of S (the
values of the variables satisfy Init, for some ¢ € @), (ii) each pair (s;, s;41) is
either a jump of S or the endpoints of a flow of S.

Notation. In what follows we use the following notation. If z1,...,x, € X we
denote the sequence x1,...,x, with z, the sequence #1,..., %, with &, and the
sequence of values x1(t),...,z,(t) of these variables at a time ¢ with z(¢).

Verification Problems. We are interested in invariant checking or bounded
model checking under given constraints on parameters, and in deriving con-
straints between parameters which guarantee that a certain safety property is an
invariant of the system or holds for paths of bounded length. We studied this
problem in [I5] and [3/4] but only for very simple types of linear hybrid systems.
In this paper we continue this direction of research in two different ways:

Deductive Verification and Synthesis. We identify possibilities for gener-
ating conditions on parameters under which a certain formula (i) is an in-
variant or (ii) holds for paths of bounded length. For simplicity we will here
focus on (i); (ii) can be solved in a similar way.

Criticality Functions. We give methods for generating criticality functions
which ensure that a hybrid automaton satisfies certain safety conditions.

Example 1 (Running example). We consider a temperature controller, mod-
eled as a hybrid automaton with two modes: a heating mode (in which the en-
vironment of the object is heated) and a normal mode (heating is switched off).
The control variable is x (the temperature of the object). We assume that the
system has two parameters (which can be functional or not).

— The temperature of the heated environment (due to the heater): a constant h
or (if it changes over time) a unary function h (input and output sort: real).

— Perturbation of the temperature of the environment due to external causes
(e.g. external temperature), modeled using a constant f or (if it changes in
time) a unary function f (input and output sort: real).

Invariants and flows in the two modes are described below (k > 0 is a constant
which depends only on the surface of the object which is being heated):

Mode 1 (Heating): Invariant: T, < z(t) < Ty; Flow: % = —k(z — (h+ [)),

Mode 2 (Normal): Invariant: T, < x(t) < Ta; Flow: % = —k(z — f).

Control Switches. We have two control switches:

e12: switch from Mode 1 to Mode 2 (if the temperature of the object becomes too
high heating is switched off ): guard, ,: x > Ty; jump,, : (2’ = ).

e21: switch from Mode 2 to Mode 1 (if the temperature of the object becomes too
low heating is switched on): guard,, : © < T; jump,, : (z' = x).

Let Safe =T, < z(t) < T (a safety condition for the heater). Our goals are:

(1) check that Safe is an invariant (or that it holds on all runs of bounded length),
(2) generate constraints which guarantee that Safe is an invariant,
(8) generate a criticality function which would provide a guarantee for safety.
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In Sect. [@ we give methods for solving (1) and (2) for increasingly larger classes
of parametric hybrid automata. We then solve (3) by using methods for model
generation in local theory extensions (Sect.[4).

3 Deductive Verification and Synthesis

We present a general result which will be used for the verification of parametric
linear hybrid automata (Sect. B]) and, in extended form also for more general
classes of parametric hybrid automata, possibly interconnected (Sect. B2ZH33).

Let To be a IIp-theory and let X'p be a set of parameters (function and constant
symbols). Let X' be a signature such that XN (XyUXp) = 0, containing functions
which can change their values during flows and jumps. Let X/ = {f" | f € X'} be
a disjoint copy of X' representing the new functions after the updates. Let ICF
be a set of clauses over Iy U X U X p expressing the properties of the functions in
YU Xp, and let Update(z, 2/, f, f/) (containing for every x also z’ and for every
f € X also f/ € X') be a set of clauses expressing the way the variables and the
functions in X' are changed during updates.

Let ¥ be a set of clauses in the signature I[TyUXpUX which can contain (implic-
itly universally quantified) variables as arguments of the functions in X'p U X.

Example 2. In Ezample [, Tqy is the theory of real numbers. The parameters
in Xp are Ty, Tag, To, Ty, Te, Ta (constants) and h, f (functions). The set of
functions which change their values is ¥ = {a}; X' = {a'}. An exzample of set
of axzioms describing the properties of parameters is: KF = {T,, < Ty, Ty <
T. <Ty, < Ty k >0,Vt(0 < h(t))}. We have two types of updates: updates due
to flows (in which x is the value of the variable x at the beginning of the flow
and x' the value at the end of the flow) and updates due to jumps (described by
the jump conditions). More complex examples are given in Sect. [T IHI3

Theorem 3 ([15]). Let Iy be a set of constraints on the parameters. Assume
that Iy, W, KCF and Update are sets of clauses which define the following chain
of theory extensions satisfying condition ELoc: To C ToU Iy C ToUIoUW¥ C
ToUToUP UKF C ToUIh U¥ UKF UUpdate. Assume that either (i) ground
satisfiability in To is decidable and all variables in these theory extensions occur
below extension functions, or (i) satisfiability of IV formulae is decidable in To.
Then we can decide whether ¥ is an invariant (using repeatedly Theorem[).

If 7o has quantifier elimination then we can construct a constraint on the pa-
rameters I" which guarantees that ¥ is an invariant:

Theorem 4. Assume that the theory To has quantifier elimination. We can con-
struct a universally quantified formula VxI'(z) (containing also some of the pa-
rameters) such that for every structure A with signature Iy U X U X' U Xp which
is a model of To, if A =Val'(z) then ¥ is an invariant w.r.t. interpretation A.

Proof: We use instantiation, renaming (as in Thm. [[) and quantifier elimination
in 7y to construct a formula I" such that if ¥ is not invariant w.r.t. A, i.e.
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AE ToUKFU Iz, o' (¥(z.f) A Update(x,x’,f,f/) A —@(:E’,f/)) then A is a
model of Jx—I'(x), so, if A }=VyI'(y) then ¥ is an invariant w.r.t. A. O

In what follows we present applications of this result to increasingly more com-
plex classes of hybrid automata.

3.1 Parametric Linear Hybrid Automata

A hybrid automaton S is a linear hybrid automaton (LHA) if it satisfies the
following two requirements [I]:

1. Linearity: For every control mode ¢ € (), the flow condition flow,, the invariant
condition Inv,, and the initial condition Init, are convex linear predicatesﬁ. For
every control switch e = (¢,¢’) € E, the jump condition jump, and the guard
guard, are convex linear predicates. In addition, as in [34], we assume that the
flow conditions flow, are conjunctions of non-strict linear inequalities.

2. Flow independence: For every control mode ¢ € @, the flow condition flow,
is a predicate over the variables in X only (and does not contain any variables
from X). This requirement ensures that the possible flows are independent from
the values of the variables, and only depend on the control mode.

We also consider parametric linear hybrid automata (PLHA), defined as linear
hybrid automata for which a set Xp = P.UP; of parameters is specified (consist-
ing of parametric constants P, and parametric functions Py) with the difference
that for every control mode ¢ € @) and every mode switch e:

(1) the linear constraints in the invariant conditions Inv,, initial conditions Init,
and guard conditions guard, are of the form: g < > "  a;x; < f,

(2) the inequalities in the flow conditions flow, are of the form: Y | b;i; < b,

(3) the linear constraints in jump, are of the form Y 1, biz; + ¢;a} < d,

(possibly relative to an interval I') where the coefficients a;, b;, ¢; and the bounds
b,d are either numerical constants or parametric constants in P.; and g and f
are (i) constants or parametric constants in P., or (ii) parameteric functions in
Py satisfying the convexity (for ¢) resp. concavity condition (for f), or concrete
functions with these convexity/concavity properties such that Vt(g(t) < f(¢)).
The flow independence conditions hold as in the case of linear hybrid automata.

Note: In the definition of PLHA we allow a general form of parametricity,
in which the bounds in state invariants, guards and jump conditions can be
expressed using functions with certain properties. Such parametric descriptions
of bounds are useful for instance in situations in which we want to verify systems
which have non-linear behavior and use a parametric approximation for them.

Example 3. Consider the hybrid automaton S presented in Example[d. If in the
heating mode the invariant is T, < x(t) < Ty, and the flow is 4 = —k(z—(h+f)),
where f,h are constants, then we can approximate the flow by the linear flow:

—k(Th — (h+[)) <& < —k(Ta — (R + f)). (1)

5 An atomic linear predicate is a strict or non-strict linear inequality. A convex linear
predicate is a finite conjunction of linear inequalities.
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We can obtain similar bounds for & also for mode 2. Thus, we can approximate
S wusing a linear hybrid automaton S’. If we can guarantee safety in S’, then
safety is preserved for all possible runs which satisfy the flow conditions of S’,
in particular also for all runs of S, so S is safe.

We give methods of deciding whether a formula ¥ is an invariant and of deriving
conditions that guarantee that a PLHA S has a given safety property. To use
Thm. @ we analyze the possible updates in PLHA by jumps and flows.

Jumps. A jump update can be expressed by the linear inequality

Jump, (z,z’) = guard, (x) A jump,(z,z").
Flows. Assume that flow, (1) = A2, (30, ¢ @i(t) <; ¢]). We alternatively ax-
iomatize flows in mode ¢ in the time interval [to, #1] (where 0<t(<t;) as follows:

Flow, (to, t1) = Vt(to<t<t1—Inv,(z(t))) AVt t' (to<t<t'<t1—flow,(,1'))
Ng n
where: flow, (t,t") = /\ (Z ci(@i(t') —ai(t)) < (' —1)).
j=1 i=1
In [3/4] we showed that for LHA no precision is lost with this axiomatization. We
can, in fact simplify the axiomatization of flows further by suitably instantiating
the universal quantifiers in Flow, and obtain:

Theorem 5 ([4]). The following are equivalent for any LHA:

(1) ¥ is an invariant of the automaton.
(2) For every q € Q and e = (¢,q') € E, the formulae Finit(q), Fio,(q) and
Fjump(€) are unsatisfiable, where:

Finit(q) Inity (x(to)) A W (x(to))
Fiow(@) Invg(z(to)) A& (z(to)) A flowq(to,t) Alnvg(z(t)) A =& (z(t)) At > to
Fump(e)  @(z(t))AJump, (z(t), 2’ (0))Alnvy (2'(0)) A~ (2'(0)).

Let S be a parametric LHA with parameters X'p = P, U Py. Assume that the
properties of the parameters are expressed as Iy AI'y, where I is a conjunction of
linear inequalities representing the relationships between parameters in P, and
I'y is a set of (universally quantified) clauses expressing the properties of the
functional parameters (in Py) — containing the convexity/concavity conditions
for the bounding functional parameters. Let ¥ be a property expressed as convex
linear predicate over X, possibly containing parameters (constants as coefficients;
either constants or functions as bounds in the linear inequalities). In [4] we
showed that checking whether ¥ is an invariant is decidable in PTIME if bounds
are not functional and in EXPTIME otherwise[d

Since the theory of reals allows quantifier elimination, the following result is
a direct consequence of Thm. [l

5 The proof in [4] is direct; this result can also be proved using the fact that extensions
with axioms expressing boundedness conditions on linear combinations of functions
and of their slopes define local theories and therefore (i) updates by flows as well as
updates by jumps define local theory extensions for any extension of the reals; (ii)
any convex predicate ¥ defines a local extension of the theory of reals.
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Theorem 6. Let S be a PLHA and W be a property expressed as a convex linear
predicate over X, possibly containing parameters. We can effectively derive a set
I of (universally quantified) constraints on the parameters such that whenever
I holds in an interpretation A, ¥ is an invariant w.r.t. A.

This method for constraint synthesis can in particular be used for:

1. Invariant generation: Let S be a fixed (non-parametric) LHA. We consider
invariant “templates” ¥ expressed by linear inequalities with parametric bounds
and coefficients and determine constraints on these parameters which ensure that
¥ is an invariant. By finding values of the parameters satisfying these constraints
we can generate concrete invariants.

2. Generation of control conditions: Assume that ¥ is fixed (non-parametric),
but that the mode invariants, the flow conditions, the guards, and the jumps
are represented parametrically (as conjunctions of a bounded number of linear
inequalities). We can determine constraints on the parameters which ensure that
¥ is an invariant. By finding values of the parameters satisfying these constraints
we can determine control conditions which guarantee that ¥ is invariant.

Example 4. Consider a variant of the HA in Ezample [ in which Ty, T, are
functional parameters, Invy is Vt(T,(t) < z(t) < Tp(t)), and the flow in mode 1
is described by: —k(xp—g) < & < —k(x,—g) (for simplicity we abbreviated h+ f
by g). Let ¥ = (T,,<x(t)<Tn). Assume that the properties of the parameters
are aziomatized by KF: {¥Vt(xq < T,(t)),Vt(Tp(t) < 1), Ta < Tty T < Tor}.

We derive a condition I' which guarantees that W is preserved under flows in
mode 1 using Thm.[]] as follows. Consider the formula:
Fto,t1 (Tm < z(to) < Tum) N (Tal(to) < z(to) < Tp(to)) A
(z(t1) < a(to) — k(t1 — to)(za — g) A z(to) — k(t1 — to)(zs — g) < x(t1))
(Ta(tr) < z(tr) < Ty(tr)) A (x(tr) <Tm vV Tu <z(tr)).
After purification we obtain:
Tto, t1, Tao, Tro, o, 21(Tm < 20 < Tamr) AN (Tao < zo < Tro) A
(:El <zy— k(tl — to)(ma — g) N xo — k(tl — to)(mb — g) < xl) AN
(Tal <z < Tbl) A (331 <Tm V Tu< Il)‘

After eliminating the quantifiers Jxo,x1 (assuming KF holds and T, < Tar)
and then replacing back Too, Ta1 and Ty, Ty we obtain:

Jto, t1 (Ta(to) <TyuyNANTh, < Tb(to)A
T < Tb(tl) —+ k(tl — to)(mb — g) N Ta(to) < Tb(tl) —+ k(tl — to)(mb — g)/\
To(t1) + k(t1 — to)(wa — g) < T A Ta(tr) + k(t1 — to)(xa — g) < To(to)A
[((k(tl — to)(mb — g) > 0) A Ta(tl) <Tm A Ta(to) < Ty + k(tl — to)(mb — g))\/
((k(t1 = to)(wa — g) <O) ATo(t1) > Tae AT + k(ta — to)(za — g) < To(to))])-

The condition Iy which ensures that ¥ is an invariant under flows in mode 1 is:

Vio, t1 (Ta(to) < Ta AT < Tp(to)A
T < Tb(tl) =+ k(tl - to)(mb - g) A Ta(to) < Tb(tl) + k(tl - to)(mb — g)/\
To(tr) + Ek(t1 — to)(za — g) < Tna ATa(tr) + k(t1 — to)(za — g) < Th(to)
= [((k(t1 — to)(xp — g) < 0)V Tu(t1) > T V Tu(to) > T + k(t1 — to)(z6 — g))A
((k(tr = to)(za — g) =2 0) VTo(t1) < Tnr VT + k(tr — to)(za — g) = To(t0))])-
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Invariant generation. Assume that the control of the LHA (i.e. the functions
T., Ty and their bounds xq,xp) is fized, e.g. k = 1, T, is the constant function
zo = 15 and Ty is the constant function xp = 20, h = 25 and f = 10. We can
use the constraint in I'y to determine for which values of the constants Ty, and
Ty ¥ is an invariant under flows in mode 1 (we can check that it is, e.g., for
T = 15 and Ty = 20). The generation of control conditions for guaranteeing
that a (non-parametric) ¥ is invariant is similar.

3.2 Parametric Hybrid Automata

We now extend the methods developed above for parametric LHA to more
general HA. For the sake of simplicity, we only consider (parametric) hybrid
automata S with one continuous variable . (The case when we have several
variables is similar, but the presentation is more complicated.) Let X = {z}
and X’ = {a'}. Assume that mode invariants, initial states, guards and jump
conditions are expressed as sets of clauses in an extension of the theory of real
numbers with additional functions in a set Xy = X U YXp, where Xp is a set
of parameter names (both functions and constants). We study the problem of
deriving constraints on parameters which guarantee that a certain formula is an
invariant. We therefore analyze the possible updates by jumps and flows.

Jumps. Assume that the guards and the jump conditions are given by formulae
in a certain extension of the theory of real numbers. A jump update can be
expressed by the formula: Jump,(z,z") = guard,(z) A jump,(z,2’).
Flows. In the case of parametric hybrid automata, the flows are described by
differential equations. As we restrict to the case of one continuous variable z, we
assume that in mode g the flow is described by: 4 (t) = f,(x(t)). Thus:

Flow, (to, t1) = Vt(to<t<t1—Invy(z(t))) A Vt(to<t<t1— % (t) = f,(x(t))).
Let ¥ be a set of clauses in the signature I[TyUXpUX which can contain (implic-
itly universally quantified) variables as arguments of the functions in X'p U X.

Theorem 7. (1) For every jump e we can construct a universally quantified
formulaVaI,(z) (containing also some of the parameters) such that for every
structure A with signature Iy U X U X' U Xp if A is a model of Ty and of
I, then W is an invariant under the jump e (in interpretation A).

(2) For every flow in a mode q we can construct a universally quantified formula
Valy(z) (containing also some of the parameters) such that for every struc-
ture A with signature IIoUX U X' UXp if A is a model of Ty and of I, then
¥ is an invariant under flows in q (in interpretation A).

Proof: (1) follows from Thm. [l for the case of jump updates. (2) Assume that .4
is a model in which ¥ is not invariant under flows in mode g. Then there exist
time points t9 < t; such that (i) A = Vt(to<t<t1 — Invy(z(¢))) and (ii) the
interpretation in A of the function z, x4 : R — R is differentiable and has the
property that Vt(to<t<t;—% (t) = fy(2(t))). Then, by the mean value theorem:

A= W(to) AVE(to<t<t1 — lnvg(z(t)))A

Vi, b (to<t<t'< ti—Te(t<e<t' A ") 72O = f (2(e)))) A (x(t)).
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Therefore, A is a model of any set of instances of the formula above, in particular
of those instances in which the universally quantified variables are instantiated
with the constants {tg,t1} (we can take more or fewer instances, depending on
how strong we want the condition I'; to be). For every choice of instances for
the pair of variables ¢,t’ in the flow description above we need to replace the
existentially quantified variable ¢ with a new constant. We can now continue as
in the proof of Thm. @ and obtain the formula I7. O

Example 5. Consider a variant of the HA in Example[d in which f and h are
unary functions, and the invariants and flow in the two modes are described by:

Mode 1 (Heating): Invariant: Invy(z(t)) := x(t) < T
Flow: 4 (1) = —k(x(t) — ( t) + f(1)))

: (
Mode 2 (Normal): Invarzjnt Invy (z(t ))( T < x(t)

Flow: 4 (t) = —k(x(t) — f(t))

dt
Let (t) = T,, < x(t) < Thyr. We derive constraints which guarantee that this

¥ is invariant in mode 2. We proceed as in the proof of Theorem [} If A is an
interpretation in which ¥ is not invariant then there exist tg,t1 € R such that:

(a) to < t1 /\Vt(to <t<ti >T,< I(t))
(b) Yt 1"t <t/ <t <t1 =yt <y <t'A)TTO = —k(2(y) - £())))
(c) (Tm <z(to) ANz(to) <Tm) A (z(t1) >Tm Va(ty) <Tn)

This also holds if we instantiate t with to, and t1; t' with to; and t' with t1, so:

AE (T < 2(t0)) A (T < (1)) ATy(to < y <t A TODTIEO) = —k(a(y) — f(y)))A
(Tm < @(to) Aw(to) < Th) A (x(ta) > Tar V 2(ta) <Tm )

We know that there exists a value for y, say a € R for which the formula holds.

We introduce a new constant c; let A€ be the expansion of A in which the inter-

pretation of ¢ is c4 := a. Then:

A (Tn<a(to) A (Tm < @(t)) A S = —k(z(c) - f())A
(TmSI(to) A I(to)ST]u) A ( (t1)>Tju V x(t1)<Tm)
We purify the formula introducing the abbreviations: dy = xz(to), d1 = z(t1) and
d=z(c) and dy = f(c). We obtain the following set of constraints:
de, d, d/,to,tl,CO,Cl [TmSCO ANTm<ci A 2:;3 = 7k(d - df)/\
(Tm<coNco<Tm) N (a1>Tm Ver<Tm)]
We eliminate the variables to,t1,co, and ¢1 (we used REDLOG [5]) under the
assumption that tg < t1 and tg < ¢ < t1 and obtain the equivalent formula:

Ae,d,d (—k(d—ds) >0 A Ty > Tp)

We now replace again the constants d and dy with the terms they represent and
obtain: Jc(—k(z(c)—f(c)) >0 A Tar > Tp,). We can conclude that if Tpy > Toy
then ¥ is invariant under all flows in mode 2 if Ve kx(f(c)—x(c))<0 (i.e. if the
system does not heat in this state because of the external temperature). Of course
this is only a sufficient condition.
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3.3 Interconnected Families of Hybrid Automata

We can also consider systems of interconnected parametric hybrid automata
{S1,...,Sn} with a parametric number of components under the assumptions:

(1) The invariants, guards, jump and flow conditions of Sy,...,S, can all be
expressed similarly (and can be written globally, using indices);

(2) The relationships between the hybrid automata are uniform (and can again
be expressed globally using indices);

(3) The topology of the system can be represented using data structures (e.g.
arrays, lists, trees).

A general formalization of such situations is out of the scope of this paper. We
here present the ideas on an example.

Example 6. Consider a family of n water tanks with a uniform description,
modeled by hybrid automata St, ..., Sn. Assume that every S; has one continuous
variable L; (representing the water level in S;), and that the input and output in
mode q are described by parameters in; and out;. Every S; has one mode in which
the water level evolves according to rule L; = in; — out;. We write L(i,t),in(i)
and out(i) instead of L;(t),in; and resp. out;.

Assume that the water tanks are interconnected in such a way that the input
of system S;y1 is the output of system S;. A global constraint describing the
communication of the systems is therefore:

Vi2<i<n—1—(in(i) =out(i —1)) A in(1)=in.
An example of a “global” update describing the evolution of the systems S; during
a flow in interval [to,t1]:
Vi(L(i,t1) = L(i, to) + (in(é) — out(2))(t1 — to)).
Let W(t) = Vi(L(i,t) < Loverfiow)- Assume that ¥i(in(i) > 0 A out(i) > 0). We
generate a formula which guarantees that ¥ is an invariant as in the proof of
Thm. [§} We start with the following formula (for simplicity of presentation we
already replaced in(i) with out(i — 1)):
3thtl tO < tl A (VZ(L(Z,tO) S Loverflow) A HJ(L(j,tl) > Loverflow))/\
Vi((i=1AL(1,t1) = L(1,tp) + (in — out(1))(t1 — o))V
(i > 1A L(i,t1) = L(i, to) + (out(i — 1) — out(1))(¢1 — to))).
We skolemize (replacing j with the constant ig) and instantiate all universally
quantified variables i in the formula with iy. After replacing T(ig,t;) with c;,
out(ip — 1) with dy, and out(ig) with da we obtain:
Tto, t13co, c1lto < t1 A (co < Loverfiow) A €1 > Loverfow A
((io =1Ac1=co+ (in — dz)(tl — to)) Vv (io >1Ac1 =co+ (dl — dz)(tl — to)))]
We eliminate c1 and co using quantifier elimination and obtain:
3t0,t1[t0<t1 A ((Zo =1A —(in — dz)(tl — t0)<0) Vv (io >1A —(dl — dz)(tl — t0)<0))}.
This is equivalent (after eliminating also to,t1) with:
((’i() :1/\(infd2) >0)\/(i0 >1/\(d1 *dg) >0))
We replace dy,ds back and reintroduce the existential quantifier for ig:
Fio((ip = 1 A (in — out(ig)) > 0) V (ip > 1 A (out(ip — 1) — out(ip)) > 0)).
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The negation is Yi((i=1 — (in—out(ip))<0) A (i>1 — (out(i—1)—out(:))<0)).
This condition guarantees that ¥ is an invariant for the family of systems.
Similar results can be obtained if updates are caused by changes in topology (in-
sertion or deletion of water tanks in the system).

4 Generating Criticality Functions

We study possibilities of proving safefy properties for hybrid automata by gener-
ating so-called criticality functions, i.e. functions which measure the “distance”
(in a certain sense) from the current state and a safe state and are guaranteed to
decrease during the evolution of the system. If such criticality functions can be
constructed then the system can be proved to be safe. For keeping the notation
and the proofs simple, we consider hybrid automata with only one continuous
variable x. All definitions below are formulated for this special case.

Definition 8. Let S be a hybrid automaton with a finite set Q@ of modes s.t.:

(i) the dynamics in mode q is given by %% (t) = f,(z(t)), and (ii) the invariant

of mode q is Invg. A family of criticality functions for this system is a family of

maps c¢q : R = R, ¢ € Q with the following properties:

(1) Yx,cq(z) > 0;

(2) for all g € Q, whenever Invg(x) holds, we have U;C; ‘Cilf <0y

(3) for all mode switches e = (q1,q2) € E and all x,2" with guard,(z) A jump,
(z,2") we have cg, (2') < cq, ().

Let Safe(x) be a safety property expressed by a formula with free variable x, con-

taining x but not &. Then the family {c,}qeq is a family of criticality functions

relative to Safe if there exists k > 0 such that for all ¢ € Q:

(4) For all x € R, (Invg(x) — (Safe(z) + ¢4(z) < k)).

By (2) and (3), ¢4 will never increase throughout any run of the system. By (4),
it is impossible for a run beginning in a state satisfying Safe to end in a state
which does not satisfy Safe, as this would require an increase of ¢, (z).

Techniques used for computing Lyapunov functions can also be used for comput-
ing criticality functions (linear matrix inequalities, convex feasibility problem).
In [12], in order to compute criticality functions the hybrid system is decom-
posed as follows: strongly connected components/cycles are detected; predicates
at border nodes are used in order to obtain smaller optimization problems.

Our goal is to exploit simpler properties of the functions describing the evolution
of state vectors at each mode to compute a family of criticality functions. We
will focus on monotonicity properties.

Assumption 1. In what follows we assume that for every mode ¢ € @) we have:
(1) Inv, defines a convex set and (2) if the flow condition in g is %2 (¢) = f,(z(t))

then the function f, is continuous and the set {x € R | f,(x) = 0} is finite.

Remark 9. Let S be a hybrid system. Assume that the flow in mode q is given
by ‘fj”t”(t) = fo(x(t)). Let I C{z |Invg(z)}. If fo(x(t)) >0 for allt € I then x is
increasing on I and if fq(z(t)) <0 for allt € I then x is decreasing on I.
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Lemma 10. Let S be a HA satisfying Assumption 1, with real valued variable
x and set of modes Q such that for every q € Q the flow in mode q is given by
@ (t) = fy(2(t)). We can construct a HA S" with the same variable x and with
set of modes Q' with the property that: (1) in every mode q € Q' x is monotone
(either decreasing or increasing), and (2) for every run in S from state s to state
s’ there exists a Tun in S’ from s to s’ and vice versa.

Proof: We construct S’ as follows: For every mode ¢ we analyze the sign changes
of the function f;. Let x1,y1,...,2n,yn € R with 21 < y1 ...z, < y, be all the
points at which f, changes its sign. (For instance we can have f,(z) < 0 for
all z € (—o0, 1], fg(z) > 0 for all & € [z;,ys]; folx) <O for all x € [y;, Ti+1];
and fy(z) < 0 for all x € [y,,00).) Let Posy (z) = {x € R | f,(x) > 0} and
Neg, (z) = {z € R | fy(z) < 0}. Clearly, Posy, is a union of intervals in a set
IpoS and Negf is a union of intervals in a set I%,,. We split mode ¢ accordingly
in new modes {qi; | I € I} and {qa,; | J E I} with invariants (in S'):
Invg, ; = Invg A Cp (Cf is the constraint characterizing interval I). For every
u € {i,d} and every I, the flow in mode ¢, (in S’) is the same as the flow in ¢
in S. We have the same jumps from ¢, to g, ; as between ¢ and ¢’ (provided
the guards are compatible with C;). In addition we can define in a natural way
back and forth jumps between modes ¢; ;1 and ¢q4 ;s for adjacent intervals I, .J.
It is easy to check that there exists a run in S from state s to state s’ iff there
exists a run in S’ from s to s'. O

In the modes g; 1, « is increasing as a function of time, so every criticality function
is decreasing (as a function of ). Similarly every criticality function is increasing
(as a function of z) in the modes ¢q4,; where x is decreasing.

Theorem 11. Let S be a HA satisfying Assumption 1, and let S’ be the HA
obtained from S as in LemmalIl. Let Safe(x) be a set of clauses with free variable
x describing a safety condition and let IC be the conjunction of the following
azioms (where q ranges over the set Q' of nodes in S’):

(1) Va(ey(z) 2 0),

(2) axioms expressing that cq is increasing in all modes of S’ in which x is
decreasing and decreasing in all modes of S’ in which x is increasing,

(8) conditions ensuring that for every control switch (g1, q2), cq (T) > cq, (2'),

(4) the condition that Yx(Invg(z) — (cq(z) < k <> Safe(z))).

We can decide whether KC is satisfiable. Every model of K yields a family of
criticality functions for S’ and Safe and thus also guarantees safety of S.

Proof: Tt is easy to check that K defines a local theory extension, so it is satisfiable
iff the set of instances in which the variables are instantiated with constants
occurring in K is satisfiable. If C is satisfiable we can use methods for model
generation for obtaining a family of functions with the desired properties. o

Example 7. Consider a variant of the hybrid automaton from Exampled where
Invi = 2 < Ty and Inve = x > Ty, and the functions describing the flow are
fi(z) = —k(x — (h+ f)) for mode 1 and fo(x) = —k(z — f) for mode 2. Clearly,
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if x> (h+f) then fi(x) <0 and if © < (h+ f) then fa(x) > 0. We can therefore
split mode 1 into two modes with the following invariants:

Mode 1g4: Invariant: z(t) < Ty AN x(t) > (h+ f)

Mode 1;: Invariant: z(t) < Ty N x(t) < (h+ f)
In mode 14 the temperature x decreases; in mode 1; it increases. Similarly, we
can split mode 2 into two modes: 2q (invariant: Ty, < x(t) Ax(t) > f), in which
the temperature x decreases and 2; (invariant: T, < z(t) Ax(t) < f), in which
the temperature increases.
We want to find criticality functions ci,,c1;, ca,, C2, satisfying the conditions in
Definition [8. These conditions can be reformulated, using instead of the flow
conditions in every mode only the monotonicity of the function x.

Positivity:

vV, cq(x) >0 for ¢ € {1a,14,24,2:}

Flow:

Y,z (h+f<z<TuAh+f<z' <TuAz<z')—c,(x)<cr,(z')
Vo, o' [(x <Tu Az <h+ fA2 <Tu Az’ <h+fArz<z')— c,(z")<er, (2)]
Y,z (T <zAf<aAT, <2 Af<a'Ax<z') = e, (x)<ca,(z')]

vz, x' (T <z < fATH <2 < fAz<Z) > co(2')<co, ()]
Jumps:

c1,(Tim)<cz2,(Tm) c1,(Tim)<c2,(Tm) c1,(Tm)<c2,(Tm)  c1,(Tm)<c2,(Tm)
c2, (Tar)<ci1, (Tor) e, (Tavr)<c1, (Thr) co, (Tar)<ci,(Tar) c2,(Ta)<cr, (Tr)

cg(h+ f)<er;(h+ f) e (b4 fl<ay(h+ f) 2, (f)<ez, (f) c2; (f)<ez, (f)
Invg(z) = (Tmin < 2 Az < Thax) ¢ cq(z) < k), for g € {1a,1;,24,2;}.

All conditions above form a set KC of clauses which define a local theory extension.
The set of clauses is satisfiable iff the set of instances in which the variables are
instantiated with constants occurring in K is satisfiable. These constants are
Ton, [y h+ f, Tar. We use methods for constructing total models from partial ones
in local theory extensions and obtain a family of functions ¢y, c1,,ca,,c2, : R —
R satisfying IKC. Assume for example that the set of instances has a model in which
T < f<h+f<Ty. Letb = h+ f and by = f. We can easily construct
a total model for K by constructing for ¢ = 1,2, cq, = ¢4, = cq, where the
function cq is strictly decreasing in the interval (—oo, by| and strictly increasing
in the interval [bq, +00); cq(Trm) = cg(Thr) =k and cq(bg) = cq,(bi) = cq; (bg).

5 Conclusions

In this paper we refined methods for generating constraints on parameters which
we proposed in [15/3/4] and applied then to increasingly more complex hybrid
automata (parametric linear hybrid automata, parametric hybrid automata, in-
terconnected families of hybrid automata). We then showed that we can use
possibilities of automated model generation in local theory extensions for gen-
erating criticality functions in hybrid automata. We would like to continue the
work analyzing possibilities of modeling systems of similar, interconnected para-
metric hybrid automata with a parametric number of components with a general
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topology defined by using data structures, and of decomposing complex hybrid
automata in order to simplify the verification tasks.
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