2011 IEEE International Conference on Fuzzy Systems
June 27-30, 2011, Taipei, Taiwan

Trajectory Anonymization from a Time Series
Perspective

Sergi Martinez-Bea
IITA - Institut d’Investigacié en Intel-ligéncia Artificial
CSIC - Consejo Superior de Investigaciones Cientificas
Campus de la UAB, 08193 Bellaterra, Catalonia, Spain
Email: smartinez@iiia.csic.es

Abstract—In a world of constant technological evolution, the
expansion of location tracking technologies is a fact. Most of us
may have a device which can tell us our location with more or less
accuracy. Most of those devices collect our location information
and, usually, the trajectories we make. Publishing this information
is essential for companies to improve their marketing strategies,
for the traffic department in order to have some control about
the traffic, and for many other entities. With the publishment
of this information an important problem arises, the privacy.
On the literature, many approaches to trajectory protection are
provided. We contribute to the scene providing a framework with
a protection method and measures for both the computation of
the perturbation added to the data, and the risk of linking a
protected trajectory to its original.

Index Terms—Trajectory anonymization, location privacy, in-
formation loss, disclosure risk.

I. INTRODUCTION

Nowadays, it is very common to have devices equiped
with technologies that can localize you, such as smartphones,
GPS navigators, etc. Those devices can store data about the
trajectories you made. Those trajectories might be very useful
for companies, e.g. they can know which are the most common
places that people visit, the most transited roads, etc. The prob-
lem here is that this data can easily compromise your privacy.
If this data falls in the hands of the wrong person, he could
identify an individual and have the information about all their
moves, which can be highly dangerous. The rationale, in order
to avoid this, is to protect the data. There are many approaches
in the literature for this purpose such as [1], [2], [3], and [4]
between others. Some of them, for example [1], [2], and [3],
only focus on protecting the data. Others, like [4], prevent
the disclosure and try to preserve the data utility as high as
possible. There is literature that focus on using generalization
as a protection method, like in [1]. Generalization receives
n trajectories and it returns n undistinguishable trajectories.
Therefore, the re-identification of an individual becomes more
difficult. In this paper, we focus on using microaggregation as
a protection method, like in [4], and we provide a framework
to evaluate the information loss (i.e. the amount of perturbation
added to the data) and the disclosure risk. In contrast to [4], our
work aims to be as generic as possible for the information loss
calculation. This is specially important as there is a wide range
of uses that this data can be given. This paper is organized as
follows. In Section 2 we present some preliminar information
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that will be used across all the text. In Section 3 we talk
about protection methods and we present our approach. In
Section 4, the information loss measures are presented. In
Section 5, we explain the disclosure risk measure we use. In
Section 6, we present the experiments made in order to validate
our framework and we present the results. Finally, Section 7
concludes and give some directions for future research.

II. PRELIMINARIES

In this section we review several definitions on trajectories
that are needed in the rest of the paper.

A. Trajectories

A trajectory can be defined as a sequence of places or
spots that a given object or person has gone through. We will
define each place or spot with their coordinates « and y and a
timestamp ¢ that determines the time when the object or person
was there. Therefore, we can define formally a trajectory as:

{(z1,y1,t1), (22,92, t2), .. ., (Tn, Yns tn) } Where n € N

In this way, we can observe a trajectory as numerical data
that varies over time, and thus we can find similarities with
the definition of time series. Recall that they are defined as:

{(z1,t1), (x2,t2),..., (zn, tn)} where n € N

Given this, we can easily adapt distances and statistics from
time series to trajectories. The first part of this section includes
a section for distances and another for the autocorrelation
function. The original distances were taken from [5].

B. Distances between trajectories

As we have already pointed out, there is a similarity
between trajectories and time series. Due to this, we take
two distance functions from time series and adapt them to
trajectories. Trajectories can be totally overlapped over time,
partially overlapped over time, or non overlapped at all. The
distances adapted should take into account all those cases. It
is important, though, that when we apply a distance to a pair
of trajectories, the two trajectories have the same number of
points.



1) Adapted Euclidean Distance: The common Euclidean
distance does not take into account the time. As the distance
between two trajectories partially overlapped over time should
be less than the distance between two trajectories non over-
lapped, we need to include the time factor in the distance
calculation.

Given two time series r and s as follows

apn}
N

r= {plap27"'
s = {qlaq27"'

with their elements p; and ¢; represented as

P = (PzsPysDt)
q=(u:qy @)

we can define the Adapted Euclidean Distance between r and
s as:

where

de(p,q) = 1+ (Pt — @)*) - (P2 — @2)* + (Py — 4y)*)

2) Adapted Short Time Series Distance: Adapting the Short
Time Series distance to trajectories is quite straightforward. It
is enough to add the y coordinate to the distance formula.
Therefore, we can define the Adapted Short Time Series
Distance as:

dsrs,(r,s) = | D ds(ri, s:)
where
2
ds(p,q) = (q““ oo Pros p“”) -
qt;r — 4t qt;1 — 4ty
qyi+1 — Gy, _ pyi+1 — Py,

) 2

The Autocorrelation function applied to time series is used
in [5] as part of the computation of data utility. In the same
way as the distances, we adapt this function to work with
trajectories. Again, it is quite straightforward. It is enough to

add the y coordinate to the formula.
Given the time series r represented by

(

C. Adapted Autocorrelation Function

pt¢+1 _ptj, ptH,l _pti

r= {p17p27"'7pn}

with the elements p; with the following components

P = (P, PysDt)

we can define the Adapted Autocorrelation Function as:
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Y (h)
p(h) =
=210
where
n—|h|
'7:4(h) =n"' Z (pwt-Hh\ - Nﬂc) Pz, — pa) +
i=1
(pyt+\h\ - :uy) ' (pyt - Ny)
and

1 n

ﬁ ;px

1 n

n 2P
i=1

III. PROTECTION METHODS

Hy

As stated before, the objective of trajectory anonymization
is to preserve the privacy of the individuals whose trajectory
data has been collected. In order to achieve this, we need a
protection method.

Given a data set X a protection method transforms X
into a protected data set X’. In general, X can be seen as a
matrix with n rows (records) and m columns (attributes). We
can classify the attributes in two types: identifiers and quasi-
identifiers. A given attribute is considered an identifier when it
unambiguously identifies an individual (e.g the social security
number), in contrast an attribute is considered a quasi-identifier
when it can not identify an individual by itself but a set of them
can. Note that a concrete group of quasi-identifier attributes can
identify an individual depending on the scenario. E.g. age and
sex can be quasi-identifiers in a small company but not in a
class. Quasi-identifier attributes can be divided in two classes:
confidential and non-confidential depending on whether they
contain private information. For instance, let us imagine that an
attacker A has some quasi-identifier attributes of an individual,
as e.g age, birth place, sex and medical history. The first three
attributes are non-confidential while the last one is confidential.
In a very large database those attributes would not give the
attacker the necessary information to identify an individual as
lots of people of the same sex may have been born in the
very same place at the same year. But if we have a different
scenario, e.g. a database with the employees of a company,
where those quasi-identifier attributes are unique in the whole
data set, the attacker could clearly identify the individual.

Our scenario is the same as the scenario presented in [5]. In
the standard scenario (see eg. [6] [7] [8] [9] [10] [11]) before
releasing a data set X with confidential attributes, a protection
method p is applied, leading to a protected data set X'.
Indeed, we will assume the following: (i) identifier attributes
in X are either removed or encrypted, therefore we will write
X = X,c||X.; (ii) confidential quasi-identifier attributes X,
are not modified, so we have X! = X_; (iii) the protection
method itself is applied to non-confidential quasi-identifier



attributes in order to preserve the privacy of the individuals
whose confidential data is being released. Therefore, we have
Xhe = p(Xne).

In the remaining part of this section we discuss microag-
gregation, one of the most effective data protection methods.
We describe our approach for applying microaggregation to
trajectories.

A. Microaggregation

Microaggregation is a protection method that ensures k-
anonymity by building small clusters of at least k& elements and
replacing the original values with the centroid of the cluster
to which the record belongs to.

In order to solve the information loss problem of the
basic microaggregation method, multivariate microaggregation
is used at the cost of increasing the disclosure risk. Specifically,
after dividing attributes into different blocks and applying the
basic microaggregation technique to each block separately.
This means that the k records which fall in the same cluster for
the first block of attributes, may fall in a different cluster for
any of the other block of attributes. So, the resulting protected
records will not be equal and no k-anonymity is ensured.

In order to preserve information loss as low as possible,
microaggregation methods try to minimize the total sum of
distances between all the elements to be protected and the
centroid of the cluster where an element belongs to, i.e. to
minimize the total Sum of Square Errors (SSE):

c
SSE=Y > (Xi—X)"(Xi; — Xi),

=1 Tijec;

where ¢ is the total number of clusters, C; is the ith cluster
and &; is the centroid of C;. The restriction is |C;| > k, for
all ¢ = 1,...,c. In general, the larger the value of k the
lower the disclosure risk. Therefore, in order to parametrize
microaggregation methods, k has to be large enough to ensure
confidentiality but not too large to compromise the statistical
utility of the protected information.

The rationale of this process is to make the protected data
as similar as possible to the original one. In any case, methods
should provide clusters with at least k& elements. Finding the
optimal multivariate microaggregation has been proven to be
an NP-Hard problem. For this reason, heuristic methods have
been proposed in the literature.

In our work, we will adapt for trajectories one of the most
used methods for heuristic multivariate microaggregation: the
MDAV (Maximum Distance to Average Vector) algorithm.

B. MDAV microaggregation

The MDAV (Maximum Distance to Average Vector) algo-
rithm is an heuristic algorithm for clustering records in a data
set X so that each cluster is constrained to contain at least
k records. You can see the MDAV algorithm description in
Algorithm 1.

The generic MDAV algorithm can be used for different data
types, but then it requires the appropiate definitions for distance
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and average. When we want to apply the MDAV algorithm to a
particular type of data, we need to define what the most distant
record means, which the closest records of a given record are,
and the average record of a set of records. The average vector
will be used in step (3) and to mask the original data in steps
(4) and (8).

Algorithm 1: MDAV

Input: X: original microdata, k: integer
Output: X': protected microdata
1: while | X| > k do

2: Compute the average record Z of all records X

3: Consider the most distant record x,. to the average record T

4: Form a cluster around «,.. The cluster contains x,. together with the
k — 1 closest records to x,

5: Remove these records from microdata file X

6:  if | X| > k then

7: Find the most distant record x5 from record x,

8: Form a cluster around z 5. The cluster contains x5 together with

the kK — 1 closest records to x4
9: Remove these records from microdata file X
10: end if

11: end while
12: Form a cluster with the remaining records

C. Trajectory microaggregation

In order to apply the MDAV algorithm to trajectories we
need to determine which distance and which average functions
we are going to use in order to implement the general MDAV
algorithm described in Algorithm 1.

« Distance functions. We use our Adapted Euclidean Dis-

tance and our Adapted Short Time Series Distance, which
were already explained in section 2.
Average. As we are working with trajectories, using an
average function would not give realistic results. Given
a cluster, when doing the aggregation process, that is,
the step when you replace the original values with the
centroid of the cluster, if the centroid is computed with an
average function, the microaggregated trajectories could
have points that fall inside a building, which would be
correct if the individual is a pedestrian, but not if it is
an automobile. In the latter case, the trajectory would not
have any utility. We assume that there can not be points
inside a building. In order to avoid that, we propose two
approaches based on the median function.

— The first approach, which we call (X median, Y me-
dian), is to calculate the median for the X coordinate
of points of different trajectories that have the same
timestamp ¢ and fall into the same cluser. Then, do
the same with the Y coordinate, so you end up having
a trajectory that represents all the trajectories in that
cluster.

E.g. Given the trajectories r, s and u defined as

r= (Tl,TQ,T?,)
s = (81782783)

u = (Ul,UQ,Ug)

where



r1=(3,6,1),r0 = (1,7,2),73 = (8,5,3)
1= (2,9,1), 80 = (7,8,2), 53 = (2,4, 3)
uy = (0,3, 1),U2, (6,2,2),“3 = (9a273)

we calculate the median for the X and Y coordinate
of the points with the same timestamp ¢, resulting in
a single trajectory v. That is,

v = (’U17U27U3)

where

U1 = (2?67 1)7”2 = (6a 772)7U3 = (8a473)

The second approach, which we call (X median, Y)
is not very different. Again, calculate the median for
the X coordinate of the same points of the different
trajectories that fall into the same cluster. Then
instead of doing the same with the Y coordinate,
search through all the trajectories in the same cluster
for that X value, and get the corresponding Y value.
This gives a trajectory with real points (i.e. points
that will not fall inside a building), that represents
all the trajectories in that cluster.

E.g. Given the trajectories r, s and u that fall into
the same cluster, defined as

r= (T],T27T3)
s = (81732783)

u = (u17u27u3)

where

r1=(3,6,1),ro = (1,7,2),73 = (8,5, 3)
s1=1(2,9,1),s2 = (7,8,2),s3 = (2,4,3)
up = (0,3,1),us,= (6,2,2),us = (9,2, 3)

we calculate the median for the X coordinate of the
points with the same timestamp ¢ and get the Y
coordinate corresponding to that X value, resulting
in a single trajectory v. That is,

v = (U17U27US)

where
v = (2,9, 1),’[]2 = (6,2,2),’[13 = (8,5,3)

In section 6 we show how one approach or the other,
affect the results.

404

IV. INFORMATION LOSS MEASURES

Trajectories information can have a wide range of uses.
It can be used by companies to improve their advertisement
strategy, for marketing purposes, for traffic control, etc. In our
scenario, we assume no concrete use can be specified before
its protection.

When applying any perturbative methods to protect a data
set, there is always some kind of information loss. L.e, the
perturbation inflicted to the data decreases their utility. As
we would like to minimize this loss, we need a measure to
compare different perturbations due to different parameters
within a method or even different methods.

Information loss clearly depends on the uses that will be
given to the protected data. Nervertheless, as stated above we
focus on generic uses. In this case, it is desirable to have a
generic way to measure this information loss. It should reflect
the amount of perturbation that is being added with a given
protection method and the decay of data utility for a range of
data uses.

In order to achieve this goal, we define information loss in
terms of three components: 1Ly, ILy, ILs. They are partial
information loss measures described below.

e IL;. It is defined as the average value of the measures
ILq1 and ILq 5 which are defined below. That is,

ILiq1 4+ 1Ly
2

1L, is the average of the difference between the means
of both original and protected trajectories, and 1L, o is
the average of the difference between the autocorrelation
functions of both original and protected trajectories. They
are defined by:

1L, =

(S ey — g, iy, — py,|
ILl.l - 5 ’ /
25 \ = Maz(|pa, |, [, ) Maz(|py,|, [y, ])
1 1 lpi(h) — pi(h)’|
ILi2 =~ E ( y
4oy \8 = Maz(lpi(h)l; lpi(R)'])

where s is the number of trajectories in the given data
set, 1 the average of the X coordinate, y, the average
of the Y coordinate, and the p;(h) is the Adapted Auto-
correlation Function explained on the preliminaries.
IL5. It is defined as the absolute differences between
original and protected data. That is,

(

where s is the number of trajectories in the given data set,
n the number of points of a trajectory (i.e. its length),
and y the coordinates of a point that belongs to a non
protected trajectory and z’ and y’ the coordinates of a
point that belongs to a protected trajectory. Each pair of
x,y - ',y has the same timestamp ¢.

sXn

>

i=1

. 1
T 2xsxn

sl — lyill
Maz(|yil, |yi])

[|a] — ||

Maz (|2, 7))

1L,



e IL3. This measure was taken from [4] and is called Space
Distortion. The aim of this measure is to capture the
distortion of the shape of an anonymized trajectory. The
definition on [4], takes into account that the distances
used for the protection process are not defined for all kind
of trajectories (i.e. totally overlapped over time, partially
overlapped over time or non overlapped over time). As
our distances can be applied to all of those trajectories
we can simplify the Space Distortion measure presented
in [4]. The Simplified Space Distortion measure (SSD) is
defined as

55D =3\l — a2 + ()2
i=1

where s is the number of trajectories of a given data set,
x and y the coordinates of a point that belongs to a non
protected trajectory and z’ and 3’ the coordinates of a
point that belongs to a protected trajectory. Each pair of
z,y - ',y has the same timestamp ¢.

After the SSD calculation, a min-max range normalization
is applied as it is desirable to have this value in the range
[0,1].

V. DISCLOSURE RISK MEASURE

When protecting trajectories or any data in general, the main
goal is to maintain the privacy of the individuals. As it is
desirable to keep the data useful, the protection method has
to try to achieve a minimum information loss. The problem is
that while the information loss decreases, it resembles more
the original data and, therefore, the disclosure risk increases.
Then a way to measure this disclosure risk is needed.

A. Record Linkage method

One direct approach to measure the disclosure risk is to
get both the original and protected data and try to establish
some links between the individuals in both data sets. That
is what an attacker would do in case he gets the original
and protected data sets. This method is based on the standard
Distance Based Record Linkage (DB-RL) which can only be
applied when a distance measure exists between a pair of
records. This method links every protected record to the closest
original one. Here, we use two different distances. Those
distances are the same that were used in the microaggregation
process, i.e. Adapted Euclidean Distance and Adapted Short
Time Series Distance. Consider AEULD (Adapted Euclidean
distance Linkage Disclosure) and ASTSLD (Adapted Short
Time Series distance Linkage Disclosure), then, we compute
the disclosure risk (DR) as

DR = Maz(AEULD, ASTSLD)

The DB-RL process for trajectories is detailed below, in
Algorithm 2.

405

Algorithm 2: Trajectory Record Linkage

Input: X: original data set, k: protected data set
Output: X': LP: linked pairs

1: foreach a € X do

2: b =arg_miny ¢ x1dir(a, b)

33 LP=LPU(ab)

4: end foreach

VI. EXPERIMENTS

In this section we present the experiments we made, in
order to empirically analyze our framework. The experiments
consist in applying our protection method to some data sets
(those data sets are explained in detail later in this section).
Once the data sets are protected, the information loss and the
disclosure risk is computed. As stated before, as information
loss decreases, disclosure risk increases, and viceversa. Due to
this, a trade-off between the two measures is needed to evaluate
the method. There are several approaches in the literature,
some of them use a graphical representation, for instance R-
U maps [12], others are analytical. For example, in [13] ,
the authors use a combination of both information loss and
disclosure risk, which they call Score, using the arithmetic
mean between these two values. In this way, we can have a
numerical value to determine the effectiveness of the method
in different scenarios. The score is defined as

IL+ DR
2

score =

where IL is the information loss measure and DR the disclo-
sure risk measure. Note that the lower the score, the best is
the protection method.

A detailed explanation of the data sets we used as well as
the process applied for the experiments and the commented
results are found below.

A. Data sets

When doing experiments it is desirable that the data sets are
real data from the real world instead of random generated data.
In our case, in order to get data sets as real as possible, we used
Brinkhoff’s generator [14] to obtain trajectories of moving
entities. The trajectories generated this way, have the same
behaviour that would have real trajectories. That is because
moving objects in a city usually follow a network (e.g. the
street map) made of interconnected nodes (e.g. cross-streets),
and also because of the large ammount of trajectories generated
as well as their variable length. The synthetic trajectories are
precisely generated this way. This generator has also been
used for evaluation of approaches like [15] and [16]. We
generated 1049 trajectories separated in 10 different data sets.
The generated trajectories are over the map of Oldenburg in
Germany, with 5 moving entities (object classes). As the object
classes can represent different moving entities such pedestrians
or automobiles, the microaggregation process is applied to each
object class separately.



B. Process

In the clustering part of the microaggregation process, there
is a parameter k that constraints each cluster to have at least
k trajectories. Due to this, varying this parameter affects the
final results as the microaggregated trajectories will not be the
same for different values of k. Therefore, in our experiments,
we considered applying the protection process for different
values of k to each data set. That is, k € {2,3,6,9,12,14}. As
we stated before, in the microaggregation we have two ways
of doing the aggregation process. Recall that (X median, Y
median) is the process where the median for the X coordinate
and the median for the Y coordinate is calculated, and (X
median, Y) the process where the median for the X coordinate
is calculated and its corresponding Y coordinate is taken. We
also stated before that we use two different distances, the
AEUD (Adapted Euclidean Distance) and the ASTSD (Adapted
Short Time Series Distance). This gives us two more ways
of applying the microaggregation. The experiments take into
account those two distances as well as the (X median, Y
median) and (X median, Y) methods for doing the aggregation
process.

C. Results

This section presents the results on our experiments. In
order to present them as clearly as possible, we only present
the common behaviours detected from the analyzed results.

Figures 1(a) - 1(b) and 2(a) - 2(b) present four graphics as
a representation of all the results. The graphics for the other
data sets have a similar behaviour so we omit them.

In these figures, in the X axis we have the different values
for the k parameter, on the Y axis we have the Score value
(the lower, the better). Each graphic represents the Score for
each k value, for the different object classes.

In general all the graphics have a similar shape. The Score
value starts decreasing until it reaches a minimum value and
then, they increase or they keep equal. The common behaviour
of the Score value is precisely this. We stated that information
loss and disclosure risk are contrary measures (i.e. when one
increases the other decreases) and they both have the same
relevance when computing the Score. This means that the
best result for a given k value will be the one that has the
lower Score. Thinking in this way, we observe that, among
the different object classes, the lowest values for the Score are
at k =9, Except for the case of Figure 1(b) where the best &k
value is k£ = 12.

In all the results there are two object classes (4 and 5)
that stand out of the others, not for they high Score values
but for they shape: The Score is monotonically stable. This is
because the information loss and the disclosure risk measures
have the same relevance on the Score computation so, when
they equilibrate each other, the Score does not change.

We stated before that we use two different distances for
the microaggregation process as well as two different ways of
doing the aggregation process, so it is interesting to compare
the obtained results. Focusing at the k£ value that gives, in
general, the best result (i.e. k 9) and comparing the
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(a) AdaptedEuclidean distance, X median - Y
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K

& Object class 0
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=0-Object class 1 V- Object class 2
- Object class 4 < Object class 5

(b) Adapted Euclidean distance, X median - Y median

Fig. 1. Adapted Euclidean distance results

AEUD microaggregation with the ASTSD microaggregation
in combination of the two different aggregation methods the
(X median, Y median) and the (X median, Y), the differences
between them are not remarkable but the combination of the
ASTSD microaggregation with the (X median, Y) aggregation
process seems to be the best. That is because the value of
the Score is the lowest at each object class, except for the
object class 5. This behaviour is due to a high value of the
information loss measure for the ASTSD microaggregation with
the (X median, Y) aggregation process, which come from the
microaggregation process, where, in this case, the anonymity
achieved is not high enough to equilibrate the information loss.
Therefore, the Score value is higher for this object class. This
can be appreciated on Figure 3.

Figure 4 represents the Disclosure Risk and Information
Loss measures for each pair consisting of the microaggregation
of an object class using a particular aggregation process. In the
figure, the nearer a pair to (0,0), the better. Note that (0, 0)
stands for data with no information loss and no disclosure
risk. Also, the exceptional cases commented above can be
appreciated.
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(a) Adapted Short Time Series distance, X median - Y
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(b) Adapted Short Time Series distance, X median - Y median
Fig. 2. Adapted Short Time Series Results
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Fig. 3. Score comparison for k =9

VII. CONCLUSIONS AND FURTHER WORK

In this paper, we have presented a new framework for
trajectory anonymization. We adapted the microaggregation
protection method in order to apply it to trajectory anonymiza-
tion. We have introduced a set of information loss measures
which try to cover the general uses of trajectories. We adapted
the distance based record linkage for trajectories. We adapted
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Fig. 4. R-U Map for k =9

a couple of existing distances so that they can be applied
to trajectories, no matter what their overlapping degree is.
Finally, we have presented some results from applying the
microaggregation method to different data sets in order to get
the best parameter combination for this method when working
with trajectories.

As future work, new protection methods can be found or
adapted as well as new information loss and disclosure risk
measures.
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