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Abstract - The launch of the digital era has made information
security management a most significant and critical issue.
However, perfect information security management requires
certain factors for complete success. This study aims to collect
Key Success Factors (KSFs) for information security management
through literature review and design of a questionnaire survey.
This comprises four major aspects: (1) External dimension, (2)
Internal dimension, (3) Technology dimension, and (4) Execution
dimension. Based on these, we proceed with categorization and
analysis using Fuzzy Analytic Hierarchy Process (Fuzzy AHP or
FAHP), which was applied to this study to overcome the seeming
failure of general Analytical Hierarchy Process (AHP) in dealing
with respondents' impersonal differences in paired comparison.

The ordered ranking of objectives under each aspect is: system,
human resource, security function, organization, performance,
operation, market, and legislation. The results sifted from the
FAHP approach suggest five top key success factors: “Training
Plan”, “MIS Staffing”, “System Structure”, “Regulation”, and
“Maintain Service”.

Keywords - Information Security Management, Key Success
Factors, Fuzzy Analytic Hierarchy Process

I. INTRODUCTION

It has been recognized that due to the development of
information and communication technology, most organizations
now heavily rely on information systems to provide effective
information for supporting operation and decision activities.
This information is valuable and important capital for
organizations. Porter and Millar stated that the complete
information management keeps an enterprise competitive [1].
Information management also sustains an enterprise’s
competitive advantage [2], and contributes to its performance [3,
4]; Obviously, the key issue is how to manage information
security systems to meet the requirements of all of organizations
and achieve organization’s goals [5]. Torres et al. also
mentioned the importance of information security management
to ensure an organization can take advantage of information
management, with its criticality, openness and risk [6].

Gordon and Martin analyzed the role of information
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security based on the viewpoint of competition systems [7].
They regarded investment in information security to have
extreme value, as it could help an organization occupy markets
and wupgrade competence. Organizations should make
appropriate information security management policies in order
to keep their information system safe [8, 9]. Information
security management issues could be addressed through several
dimensions and diverse means [10], but might be concluded to
be the combination of information, technology, and people [11].
Another definition is that information security management is
the detection and prevention of unauthorized actions from
computer system users [12, 13]. There are many factors that will
affect the organizational policies for information security
management [14]. Austin et al. also pointed out that certain key
items should be noted to implement information security
management [15].

As discussed above, in order to realize the importance of
information security management implementation through study,
we use theories, key success factors (KSFs) and Fuzzy AHP.
Identification of the KSFs of information security management
implementation is a multiple-criteria decision making (MCDM)
problem with many quantitative and qualitative attributes. We
selected the analytic hierarchy process (AHP) method developed
by Saaty [16], as it has been widely applied for affirming the
issue of criteria importance [17]. However, conventional AHP
uses pairwise comparisons at each level with respect to the
importance of criteria for the goal, and judge by using a
nine-degree scale. So there is a possibility that the application of
Saaty’s AHP might have some shortcomings [18].

In addition, respondent considerations on criteria priority
and importance always contain ambiguity and multiplicity of
meaning. It is also recognized that human assessment of
qualitative attributes is always subjective and thus imprecise.
Therefore, conventional AHP seems inadequate to explicitly
capture the considerations of respondents. In order to model this
uncertainty in human preference, fuzzy sets could be
incorporated with pairwise comparison as an extension of AHP.
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This Fuzzy AHP was formerly proposed to solve the inevitable
vagueness incident to AHP, and allows a more accurate
description of the decision making process.

In this research, a fuzzy AHP approach is proposed to
compensate for the vagueness and uncertainty of the attribute
importance determination of respondents. This approach is used
because the crisp pairwise comparison of conventional AHP
seems too insufficient and imprecise in capturing the degree of
importance of respondents’ KSF evaluations. Our goal is to
discover the KSFs of information security management
implementation, and apply Fuzzy AHP to analyze them.

II. LITERATURE REVIEW

A. Key Success Factors (KSFs)

The perspective of KSFs was first proposed by Daniel [19],
who stated that most successful organizations possess three to
six fundamental elements. An organization that wants to
succeed must focus and specialize on these essentialities. Most
recently, the KSFs concept has been widely applied to
management research. Many researchers apply it, especially in
industrial analysis and strategy management where the concept
of KSFs is interpreted and extended. This shows KSFs
becoming explainable, durable, and consistent [20, 21, 22, 23,
24]

We concur with previous researchers who argued that
KSFs are characters, criteria, or variables. If these factors are
appropriately supported, maintained, and managed, they would
be greatly beneficial to the success of organizations in certain
industries [25]. KSFs would be a character, like price
competence, and also a criterion, like capital structure or
superior customer combination.

B. Fuzzy Analytic Hierarchy Process (FAHP)

The earliest research in fuzzy AHP was argued by van
Laarhoven and Pedrycz [26], who compared fuzzy ratios
described by triangular membership functions. In this research,
Lootsma’s logarithmic least square was used to derive local
fuzzy priorities. Later, using geometric mean, Buckley
determined fuzzy priorities of comparison ratios whose
membership functions were trapezoidal [27]. Modifying van
Laarhoven and Pedrycz’s method, Boender et al. presented a
more robust approach to the normalization of local priorities
[28]. Taking the perspective, Chang [29] and Mikhailov [30]
applied row mean method to obtain priorities for comparison
ratios which were fuzzy triangular numbers.

All the aforementioned works compute fuzzy priorities
based on arithmetic operations for fuzzy triangular (or
trapezoidal) numbers. To be able to use fuzzy arithmetic
operations, specific assumptions on the forms of membership
functions are required. To date, there are only a limited
number of membership-function forms that are computationally
manageable. Moreover, the accuracy of the final ranking is
inevitably weakened by the series of approximations required
during the computation procedure. But the most important
criticism on these works has to be their failure to address the
issue of consistency.

The issue of consistency in fuzzy AHP was first tackled
by Salo [31]. Departing from the fuzzy arithmetic approach,
Salo derived fuzzy weights using an  auxiliary programming
formulation, which described relative fuzzy ratios as constraints
on the membership values of local priorities. Expressing relative
weights’ feasible region in terms of linear inequalities was
previously proposed by Arbel [32], and extended in Salo and
Héamaldinen [33]. Requiring only quasi-concave and continuous
fuzzy comparison ratios, Salo defined consistency in terms of
the mean values of the fuzzy ratios (range of values with
membership degree equal to one). Here, a fuzzy matrix was
considered consistent if there were a set of crisp relative weights
within the feasible region defined by the ranges of mean values.
When the matrix was not consistent (no crisp weights existed),
Salo proposed a simple heuristic which enlarged the feasible
region and also guaranteed feasible weights.

After the above literature review, we found the fuzzy AHP
method modified problems that might happen in the traditional
AHP method, including imprecision, obscurity and
disproportion of scales. Therefore, this research decided to use
the fuzzy AHP method to study weights of the KSFs of
information security management implementation. This is by
using triangular fuzzy numbers, group integration, and fuzzy
ranking to build fuzzy analytic hierarchy process.

III. FAHP RESEARCH APPROACH

The FAHP research approach for studying the KSFs of
information security management is demonstrated in the
following steps:

Step 1: Building the Hierarchy Model and Its Criteria

Based on literature review, we used KJ method to build
the hierarchy model [34]. After revising both the hierarchy
and descriptions of criteria, we finally developed a hierarchy
KSFs model (refer to Figure 1). The first level is the goal, the
KSFs of information security management. The second level is
the four aspects of the KSFs. The third level is objectives which
affect the success of information security management. The
fourth level represents all involved and relevant criteria.

Step 2: Designing the Questionnaire

Using the hierarchy model built in Step 1, we adopt the
concept of AHP to design the questionnaire as pairwise
comparison of the relative importance of criteria, using a scale
from 1 to 9, to form comparison matrices.

Based on the FAHP analysis, the variables were compared
in pairs. The relative importance between two variables, from
low to high, was mainly given five ranks: (1) for equally
important, (3) for slightly important, (5) for very important, (7)
for extremely important, and (9) for absolutely important. Ranks
(2), (4), (6), and (8) in were also assigned between these ranks
accordingly. In fuzzy sets, the interval value, instead of crisp
value, was provided for filling in the questionnaires for the
pairwise comparison.

Step 3: Building Fuzzy Converted Judgments 7 Matrices
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We used the triangular membership function and cuts to
convert the subjective judgments of the respondents to fuzzy
judgments. We extracted the judgments of each criterion,
objective and aspect, and use the triangular fuzzy number rules
on Table I to convert.

Table T . Triangular fuzzy numbers for the pairwise comparison scale

Linguistic Scale Triangular fuzzy numbers
Equal Important T =(1,1,1)
Between each ranks 5 =(1,2,3)
Slightly Important § =(234)
Between each ranks 4- (3,4,5)

Very Important 5 - (4,5,6)
Between each ranks 6= (5,6,7)
Extremely important 7 =(6,7,8)
Between each ranks [ (7,8,9)
Absolutely important 9 =(8,9,10)

We first formulated all initial individual fuzzy comparison
matrices based on the triangular membership function, then used
Microsoft Excel to calculate the fuzzy weight.

7= |
m=liz,] M, =(L,M,R,) Ml-j—ﬁ?ﬂ
Vi, j=12,...,n

Step 4: Group Integration

We used the geometric approach of Buckley to integrate
respondents’ judgments into group fuzzy comparison matrices
[27]. The formula is as follows:

m; =(1/N)®(777ij1 @%jz@...@)%jN) @)

Step 5: Calculating Fuzzy Weights
We calculated fuzzy weights VT/I. through the following

formulas:

~ 1

Z =@, ®a,®..0a, )Vi=12,...,n 3)
~ = = = =~ )l
w=70Zeze.7) @

Step 6. Defuzzication
We took the algorithm developed by Teng & Tzeng to do
defuzzication [54]. The equation of the weights of

defuzzication, DFij , is as follows:
DF, =|R, —L,)+ (M, —L,)l/3+L,

Step 7: Normalization

(5)

The formula of normalization weights NW, is as
follows:

NW,=DF, /Y DF, (6)

Step 8: Series of Hierarchical

[7331)
1

Through the above steps, we got the weights NW, of
aspect at level 2, and NI, of “j” objective at level 3 under
certain level 2 aspect. NW,, is the weight of criterion “k” at

level 4. If we want to get NW, , the final weight of “k”

criterion under level 1, the top goal of this research, we calculate
per series of hierarchical using formula (7).

NW, = NW,x NW,; X NW,, (7)

With above illustration and calculus, we can get the
weights to rank the priority of KSFs after series of hierarchical,
achieving the goal of this research. This research mainly used
Microsoft Excel to process data and analyze the questionnaire.

IV.EVALUATING HIERACHICAL STRUCTURE FOR
KSFs

This research found the KSFs of information security
management through literature review, then extracted and
compiled the KSFs into 25 criteria, as Table II illustrates.
Next, we used KJ method to categorize these 25 criteria into 8
objectives, then conducted these 8 objectives into 4 aspects to
fulfill the goal, the KSFs of information security management.
The 4 aspects are: (1) External Dimension; (2) Internal
Dimension, (3) Technology Dimension, and (4) Execution
Dimension. KSFs could be inducted from the External and
Internal Dimension of the organization, or the condition of the
topic [22, 35, 36, 37]. A successful information security
management results from the two dimensions Technology and
Execution [38, 39, 40]. In this way, we completed the
framework of the research hierarchy shown in Figure 1.

(TableII . The criteria of KSFs and relative references)

(Figure 1. The hierarchy model of KSFs of information
security management.)

V.DATA ANALYSIS

We released a total of 25 expertise questionnaires and
collected results for all. Ten of the respondents are experts in the
information security system industry, and the other 15 are
information system managers in sizable companies. The
following results were obtained through Fuzzy AHP analysis.

A. The Evaluation Results and the Analysis of the Measurement
in Level 2

The level 2 aspects are: (1) External Dimension, (2)
Internal Dimension, (3) Technology Dimension, and (4)
Execution Dimension. The fuzzy weighted values and rankings
are shown in Table III.

Table TI. The fuzzy weights of the aspects

Aspects Fuzzy weights Ranking
External Dimension 0.12 4
Internal Dimension 0.21 3
Technology Dimension 0.38 1
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Execution Dimension | 0.29 | 2
CI=0.047 CR=0.049

Table I states that the Technology Dimension is the
most important aspect of the KSFs of information security
management. The next in importance was the Execution
Dimension. The Internal Dimension is the third most important
factor, and the External Dimension is the last.

B. The Evaluation Results and the Analysis of the Measurement
in Level 3

The level 3 objectives and their fuzzy weighted values and
ranking are shown in Table IV.

Table IV. The fuzzy weights of the objectives

Level 2 Level 3
Aspects Objectives Fuzzy weights Ranking | Tests
External Legislation 0.46 2 CI=0.046
Dimension | Market 0.54 1 CR=0.080
Internal Organization | 0.61 1 CI=0.049
Dimension | Operation 0.39 2 CR=0.084
Technology gysterp 0.52 ! CI=0.034
Dimension ecurity 0.48 2 CR=0.059
Function
Execution Eg;gi‘rlce 0.65 1 CI=0.046
Dimension Performance | 0.35 2 CR=0.079

C. The Evaluation Results and the Analysis of the Measurement
in Level 4

The level 4 criteria and their fuzzy weighted values and
ranking are shown in Table V.

(Table V. The fuzzy weights of the criteria)

D. The Weights of Series of Hierarchical

Using Tables 3, 4, and 5, we can calculate the weights
after series of hierarchical to rank all criteria in the KSFs of
information security management. This is shown in Table VI.

(Table VI. The weights after series of hierarchical)

Table 6 demonstrates the final results from using FAHP to
rank the KSFs in order of importance, using the data on the 25
criteria received from respondents. The highest final weight is
"Training Plan" under Human Resource, which accounts for
about 8.1% and is therefore the most important factor. The
second is “MIS Staffing”, also under Human Resource, which
accounts for 6.6%. The close relationship of these criteria to the
“Human Resource” objective could obviously indicate that
people are a critical aspect of information security management
execution.

The third most important accounted for 6.2%, and is
"System Structure" under System and the most important factor
at Technology Dimension. However, since Technology
Dimension is the most important aspect, its factors are
comparatively unremarkable. The fourth most important factor,
"Regulation", accounts for 5.5%. We understand that

government policy has some affect on enterprises implementing
information security management. The System's "Maintain
Service" accounted for 5.3%, and is fifth in the ranking. It seems
enterprises rely more on system suppliers’ service.

VI. CONCLUSION

This research adopts Fuzzy AHP that ranks the KSFs of
information security management per investigation of expert
opinions in this field. By using the empirical analysis results, we
verified the perspectives of previous research on factors
affecting information security systems, and worked out
systematic priority of these factors. The results can also be
organized and interpreted to form suggestions to relevant people.
This Fuzzy AHP approach makes this research capable of
precisely disclosing the importance of factors and developing
deep knowledge of them.

The research results of the KSFs of information security
management analyze the 25 criteria listed previously in this
paper, and suggest the more critical success factors for
information security management. Although some weights are
distributed averagely, we can still realize successful information
security management through multi-aspect efforts to achieve the
goal without neglecting anyone.

The “Technology Dimension” aspect conclusively takes
the first position, and reveals that technology criteria all play
considerably important roles in information security
management. Although “Execution Dimension” does not rank
as high as “Technology Dimension” in aspect comparison, its
criteria under the Human Resource objective, “Training Plan”
and “MIS Staffing”, are the two most important criteria. This
shows that reviewing KSFs from different levels may result in
different answers, and this is evidently also pointed out by AHP
analysis.

REFERENCES

[1] M.E. Porter, and V.E. Millar, “How Information Gives You Competitive
Advantage,” Harvard Business Review, Jul.-Aug., pp. 149-160, 1999.

[2] FJ. Mata, W.L. Fuerst, and J.B. Barney, “Information technology and
sustained competitive advantage: A resource-based...,” MIS Quarterly,
vol. 19, no. 4, pp. 487-505, 1995.

[3] N. Melville, K. Kraemer, and V. Gurbaxani, “Review: Information
technology and organizational performance: An integrative model of IT
business value,” MIS Quarterly, vol. 28, pp. 283-322, 2004.

[4] T.C. Powell, and A. Dent-Micallef, “ Information Technology as
Competitive Advantage: The Role of Human, Business, and Technology
Resources,” Strategic Management Journal, vol.18, no. 5, pp. 375-405,
1997.

[5] TJr. Dellecava, “In security: Is technology putting your company’s
primary asset it’s information at risk?, " Sales and Marketing
Management, vol. 148, no. 4, pp. 39-50, 1996.

[6] JM. Torres, JM. Sarriegi, J. Santos, & N. Serrano, “Managing
Information Systems Security: Critical Success Factors and Indicators to
Measure Effectiveness,” Lecture Notes in Computer Science 4176,
Springer-Verlag, pp. 530-545, 2006.

[7]1 L.A. Gordon, and P. Maltin, “Using Information Security as a Response to
Competitor Analysis Systems,” Communications of the ACM, vol. 44, no.
9, pp. 70-75, 2001.

[8] A.Kankanhalli, H-H. Teo, B.C.Y. Tan, & K.K. Wei, “An integrative study
of information system security effectiveness,” Internation Journal of
Information Management, vol. 23, pp. 139-154, 2003.

2029



(9]

[10]

[11]

[12]
[13]

[14]

[15]

[16]

[17]

(18]
[19]
[20]
(21]
[22]
(23]
[24]
[25]
[26]
[27]

(28]

[29]

[30]

(311

[32]

[33]

P. Ward, and C.L. Smith, “The Development of Access Control Policies
for Information Technology Systems,” Computers & Security, vol. 21, no.
4,356- 371, 2002.

R.V. Solms, “ Information Security Management: The Second
Generation,”  Computers & Security, vol. 15, pp. 281-288, 1996.

S. Hinde, “If you can meet with triumph and disaster, and treat those two
impostors just the same,” Computers & Security, vol. 20, no. 8, pp.
657-666,2001.

D. Gollmann, Computer Security, NY: John Wiley & Sons Ltd, 1999.

D.B. Parker, Fighting computer crime: a new framework for protecting
information, NY: John Wiley and Sons, 1998.

C. Pounder, “The European Union Proposal for a Policy towards
Network and Information Security,” Computers & Security, vol. 20, no. 7,
pp. 573-576, 1998.

R.D. Austin, C.A. Darby, & A.R. Christopher, “The Myth of Secure
Computing, ” Harvard Business Review, vol. 81, no. 6, pp. 120-126,
2003.

T.L. Saaty, The Analytic Hierarchy Process. New York: McGraw-Hill,
1980.

Z. Ayig, “An analytic-hierarchy-process based simulation model for
implementation and analysis of computer-aided systems,” International
Journal of Production Research, vol. 40, pp. 3053-3073, 2002.

T.L. Saaty, “Decision Making, Scaling, and number crunching,”
Decision Science, vol. 20, pp. 404-409, 1989.

D.R. Dainel, “Management Information Crisis,”
Review, vol. 39, no. 5, pp. 107-118, 1961.

D.A. Aakers, Strategic Market Management, New York; Wiley and Sons,
1984.

A.C. Boynton, and R.W. Zmud, “An Assessment of Critical Success
Factor,”  Sloan Management Review, Summer, pp. 19-21, 1984.

C. Ferguson, and R. Dickinson, “Critical success factors for directors in
the eighties,” Business Horizons, vol. 25, no. 3, pp. 14-18, 1982.

C.W. Hofer, and D. Schendle, Strategy Formulation: Analytical Concepts,
St. Paul: West Publishing, 1978.

J.F. Rockart, “Chief Executives Define Their Own Data Needs,”
Harvard Business Review, Mar.-Apr., pp. 85, 1979.

A.A. Thompson, and A.J. Strickland, Crafting and Implementing Strategy,
10" ed. New York: McGraw Hill, 1998.

P.J.M. van Laarhoven, and W. Pedrycz, “A fuzzy extension of Saaty’s
priority theory,” Fuzzy Sets and Systems, vol. 11, pp. 229-241, 1983.

J.J. Buckley, “Fuzzy Hierarchical Analysis,” Fuzzy Sets and Systems,
vol. 17, pp. 233-247, 1985.

C.GE. Boender, J.G. de Graan, & F.A. Lootsma, “Multicriteria decision
analysis with fuzzy pairwise comparisons,” Fuzzy Sets and Systems, vol.
29, pp. 133-143, 1989.

D.Y. Chang, “Application of the extent analysis method on fuzzy AHP,”
European Journal of Operational Research, vol. 95, pp. 649-655, 1996.

L. Mikhailov, “Deriving priorities from fuzzy pairwise comparison
judgments,”  Fuzzy Sets and Systems, vol. 134, no. 3, pp. 365 -385,
2003.

A.A., Salo, “On fuzzy ratio comparisons in hierarchical decision

Harvard Business

models,”  Fuzzy Set and Systems, vol. 84, pp. 21-32, 1996.
A. Arbel, “ Approximate articulation of preference and priority
derivation,”  European Journal of Operational Research, vol. 43, pp.

317-326, 1989.
A.A. Salo, and R.P. Héméldinen, “Preference programming through

[37]

[38]

[39]

[40]

[44]

[47]

[48]
[49]
[50]
[51]

[52]

(53]

[54]

2030

approximate ratio comparisons,” European Journal of Operational
Research, vol. 82, pp. 458475, 1995.

H. Kawakita, The KJ Method. Tokyo: Chu-Ko-Sinsho, 1986.

R.B. Duncan, “Characteristics of Organizational Environment and
Perceived Environmental Uncertainty,” Admin. Sci. Quart., vol. 17, pp.
313-327,1972.

F. Zahedi, “Reliability of information systems based on the critical
success factors-formulation,” MIS Quarterly, vol. 11, no. 2, pp. 187-204,
1987.

R. Sabherwal, A. Jeyaraj, & C. Chowa, “Information system success:
Individual and organizational determinants,” Management Science, vol.
52, pp. 1849-1864, 2006.

D.L. Carter, and A.J. Katz, “Computer Crime and Security: the
Perceptions and Experiences of Corporate Security Directors,” Security
Journal, vol. 7, pp. 101-108, 1996.

M.M. Eloff, and V.S.H., Solms, “Information Security Management: An
Approach to Combine Process Certification and Product Evaluation,”
Computers & Security, vol. 19, pp. 698-709, 2000.

D. Tréek, “An Integral Framework for Information Systems Security
Management,” Computers & Security, vol. 22, no. 4, pp. 337-360, 2003.
E.E. Anderson, and J. Choobineh, “Enterprise Information Security
Strategies,” Computers & Security, vol. 27, pp. 22-29, 2008.

M. Caminada, “Internet security incidents, a survey with Dutch
organizations,” Computer & Security, vol. 17, pp. 417-433, 1998.

A.J.T. Chang, and Q.J. Yeh, “On Security Preparations against Possible
IS Threats across Industries,” Information Management & Computer
Security, vol. 14, no. 4, pp. 343-360, 2006.

P. Chwelos, 1. Benbasat, I. & A.S. Dexter, “Research report :empirical
test of an EDI adoption model,” Information Systems Research, vol. 12,
no. 3, pp. 304-321, 2001.

F. Cohen, “Information System Attacks : A Preliminary Classification
Scheme,”  Computers and Security, vol. 16, no. 1, pp. 26-47, 1997.

G. Dhillon, and J. Backhouse, “Current directions in IS security research:
towards socio-organizational perspectives,” Information Systems Journal,
vol. 11, no. 2, pp. 127-153, 2001.

L.A. Gordon, and M.P. Loeb, “Budgeting Process for Information
Security Expenditures,” Communications of the ACM, vol. 49, no. 1, pp.
121-125, 2006.

T. Lillywhite, “How to protect your information - an introduction to
BS7799,”  Management Services, vol. 43, no. 1, pp. 20-21, 1999.

J. Olnes, “Development of Security Policies,” Computer & Security, vol.
13, pp. 628-636, 1994.

K. Osborne, “Auditing the IT security function,” Computers & Security,
vol. 17, no. 1, pp. 34-41, 1998.

W. Ozier, “Generally Accepted System Security Principles (GASSP),”
Computer Security Journal, vol. 13, no. 2, pp. 69-75, 1997.

E.E. Schultz, R.W. Proctor, M.C. Lien, & G. Salvendy, “Usability and
Security An Appraisal of Usability Issues in Information Security
Methods,” Computer & Security, vol. 20, no. 7, pp. 620-634, 2001.

J.K. Tudor, Information Security Architecture. FL, Boca Raton: Auerbach
Publications, 2001.

LY. Teng, and GH. Tzeng, “Transportation Investment Project Selection
with Fuzzy Multi-objective,” Transportation Planning and Technology,
vol. 17, pp. 91-112, 1998.



Level 1 Level 2 Level 3 Level 4
Goal Aspects Objectives Criteria
—= B Legislation ]—I Regulation ]
}Ej g Competitors |
[ Market Industry Trend ]
Customers ]
Organization Resources ]
Scale & Structure l
= Organization 0 ]
[ = OS
g =z
gl) g § Security Policy ]
§ -5 Business Model |
=4 Operation |< —— ]
irategy
=
§ Supplier Profession ]
2 Interface ]
=1 S
= ystem Maintain Service ]
g gﬁ E System Structure ]
= S 2
% g g Encryption ]
o = O Data Recovery ]
% Security Function Authentication ]
":.E. Fault Control ]
Disclosure Preventing ]
Education & Disposition ]
- = Human Resource ]< Training Plan ]
% % TS STaffing ]
é E Feedback Mechanism ]
=3
] Performance é Reward and Punish ]
Auditing ]
Figure 1. The hierarchy model of KSFs of information security management.
Table II. The criteria of KSFs and relative references
Aspects Objectives Criteria Reference Index References
p il
External Legislation Regulation (17) (20) (22) (21) (23) (1) Anderson & Choobineh
Dimension Competitors M@ G) 6 A (14 (2008) [41]
Market Industry Trend (1) (4) (5) (6) (11) (13) (14) ) Aust1_n et al.(2003) [15]
Customers (1) (4) (5) (14) (3) Caminada (1998) [42]
Internal Organization Resources (2) (15) (17) (22) (23) (4) Chang & Yeh (2006) [43]
Dimension Scale & Structure (2) (8) (15) (18) (23) (24) (5) Chwelos et al. (2001) [44]
Organization Cost (@) (13) (16) (21) (23) (24) (g) ]C);’lhﬁ’n (29;) Ez‘hﬂ 2001
Security Policy 3) @) (15) (16) (18) 20) 21) | ¢ )[46]‘ on & Backhouse (2001)
24
Business Model (1) @) (12) (13) (15) 20) 24) | (8) Eloff & Solms (2000) [39]
Operation Strategies (1) @) (11) (12) (13) (18) (20) | (9) Gollmann (1999) [12]
24) (10) Gordon & Loeb (2006) [47]
Technology Supplier Profession (8) (10) (17) (21) (22) (11) Gordon & Maltin (2001) [7]
DI . ; (12) Hinde (2001) [11]
imension System 'Intc?r ace 3)(9) (A7) (22) (23) (13) Kankanhalli et al.(2003) [8]
Maintain Service (8) (10) (21) (22) (23) (14) Lillywhite (1999) [48]
Encryption (3) (17) (21) (22) (23) (16) Osborne (1998) [50]
Security Data Recovery (9) (17) (20) (22) (23) (17) Ozier (1997) [51]
Function Authentication 2 (® (19 (22) 23) (18) Pounder (2001) [14]
Fault Control (3) (15 (18) (19) (23) (19) Schultz et al. (2001) [52]
Disclosure Preventing (3) (9) (19) (22) (23) (20) Solms (2001) [10]
Execution " Education & Disposition (3) (7) (12) (16) (17) (19) (21) Torres et al. (2006) [6]
Dimension Re;‘;’lj‘:e Training Plan (7) (12) (16) (17) (18) (19) (23) | (22) Tréek (2003) [40]
MIS Staffing (3) (7) (16) (19) (23) (23) Tudor (2001) [53]
Feedback Mechanism (2) (8) (16) (18) (19) (24) Ward & Smith (2002) [9]
Rewards and Punish (7 (®) (12) (17) (19)
Performance Auditing (16) (19) (20) (22) (23)
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Table V. The fuzzy weights of the criteria

Level 2 Level 3 Level 4
Aspects Objectives Criteria Fuzzy weights | Ranking | Tests
Legislation Regulation 1 1 SE:O()O(())gz
External Dimension Competitors 0.44 1 CI=0.068
Market Industry Trend 0.19 3 CR=0.075
Customers 0.37 2
Organization Resources | 0.19 4 CI=0.084
Organization Scale & Structure 0.24 2 CR=0.093
. . Cost 0.35 1
Internal Dimension Security Policy 022 3
o . Business Model 037 2 CI=0.043
peration Strategies 0.63 1 CR=0.048
Supplier Profess ion 0.19 4 CI=0.071
System Inte.rfac.e ' 0.22 3 CR=0.079
Maintain Service 0.27 2
System Structure 0.32 1
Technology Dimension Encryption 0.20 3 CI=0.078
Data Recovery 0.23 2 CR=0.087
Security Function | Authentication 0.25 1
Fault Control 0.18 4
Disclosure Preventing 0.14 5
Education & Disposition | (.22 3 CI=0.057
Human Resource | Training Plan 0.43 1 CR=0.063
Execution Dimension MIS Staffing 0.35 2
Feedback Mechanism 0.33 2 CI=0.068
Performance Reward and Punish 0.26 3 CR=0.075
Auditing 0.41 1
Table VI. The weights after series of hierarchical
Level 1 | Level 2 Level 3 Level 4 . . .
Goal Aspects Objectives Criteria Final Weights | Ranking
=~ ® Legislation 0.46 | Regulation 1 0.0552 4
“ E 0.12 Competitors 0.44 | 0.0285 19
=3 3 ’ Market 0.54 | Industry Trend 0.19 | 0.0123 25
= Customers 0.37 | 0.0240 24
'_5: —_ Organization Resources | 0.19 | 0.0243 23
g 2 Oreanization 0.6] |Scale & Structure 0.24 | 0.0307 17
3 - I I % [“Cost 0.35 | 0.0448 8
; = ’ Security Policy 0.22 | 0.0282 20
e Overation 039 Busine§s Model 0.37 | 0.0303 18
g P Strategies 0.63 | 0.0516 6
=) — Supplier Profess ion 0.19 | 0.0375 13
= g Svstem 0.5y | Interface 0.22 | 0.0435 9
E s v % [ Maintain Service 027 | 0.0534 5
"é% g System Structure 0.32 | 0.0632 3
g < 1038 Encryption 0.20 | 0.0365 14
- Data Recovery 0.23 | 0.0420 10
Security Function | 0.48 | Authentication 0.25 | 0.0456 7
Fault Control 0.18 | 0.0328 16
Disclosure Preventing 0.14 | 0.0255 22
- Education & Disposition | 0.22 | 0.0415 12
g Human Resource | 0.65 | Training Plan 043 | 0.0811 1
g MIS Staffing 0.35 | 0.0660 2
= 0.29 Feedback Mechanism 0.33 | 0.0335 15
Performance 0.35 | Reward and Punish 0.26 | 0.0264 21
Auditing 0.41 | 0.0416 11
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