Verifying qualitative and quantitative properties
with LTL over concrete domains

Régis Gascon

Laboratoire Spécification et Vérification
CNRS & ENS Cachan
FRANCE

gascon@lsv.ens-cachan.fr

Abstract. We introduce different extensions of LTL where proposi-
tional variables are replaced by constraints interpreted in Z. We show dif-
ferent decidability and complexity results for the satisfiability and model
checking problems of these logics. The extension of LTL over a wide set of
qualitative constraints is shown to be PSPACE-complete. When introduc-
ing some quantitative constraints, we must consider strong restrictions
to regain decidability.

1 Introduction

Model checking counter automata. The verification of infinite-state systems
has benefited from the numerous decidable model-checking problems. But though
decidability can be obtained via numerous proof techniques, showing undecid-
ability of model-checking is often easier since the halting problem for Minsky
machines [Min67] is already undecidable. Decidability is difficult to establish
and sometimes it can be regained by naturally restricting the class of models or
by considering fragments of the specification language. Symbolic representations
of infinite sets of states are often the key argument to get decidability (see for
instance [HMRO5]).

Structures with a finite set of control states augmented with a finite set
of variables interpreted as integers (counter automata) are ubiquitous in com-
puter science. They are used as operational models of numerous infinite-state
systems, including broadcast protocols [FL02], and even their restrictions to one
counter have found applications to verify cryptographic protocols [LLT05] or to
validate XML streams [CRO04]. However, the class of counter machines has nu-
merous undecidable model-checking problems such as the reachability problem.
This does not end the story since many subclasses admit a decidable reachabil-
ity problem as reversal-bounded multicounter machines [Iba78] or flat counter
systems [Boi98,FL02].

Motivations. Classical problems studied on counter automata include reach-
ability issues and verification of properties on the control states. We aim at
checking richer properties by introducing constraints on counters in temporal



logic. Defining decidable model-checking problems with such logics is difficult
since introducing some quantitative constraints (i.e. counting mechanism) like
y = x + 1 allows to encode a two counter machine. A first alternative is to
consider only qualitative constraints where the relation between the constrained
terms is not sharp, like y < x or y =, = + 1. Another option is to consider
decidable fragments of undecidable logics by restricting some resources of the
formulae. For instance, bounding the number of variables could be a good re-
striction since we need to store the value of three different counters to encode a
two-counter machine (the two counters and the instruction counter).

Contributions. Extensions of the temporal logic LTL over concrete domains
have already been considered in [WZ00,BC02,DD02]. We introduce new exten-
sions of LTL over concrete domains where variables are interpreted in Z. The
propositional variables are replaced by constraints (induced by the concrete do-
main) between terms representing the variables at different states of the models.
For instance, the constraint x < XXz means that the current value of = is smaller
than the value of x two states further. Such constraints can also be found in de-
scription logics over concrete domains [Lut04]. We consider here linear models
but the constraint language is very rich.

First, we show the PSPACE-completeness of an extension of LTL over a wide
set of qualitative constraints, including periodicity constraints of the form y =
x4+ 1 and comparisons of the form y < z. Such constraints are used for instance
in calendar formalisms [LMO1] when one needs to consider the periodicity of
time or in abstraction of counter automata where operations are defined modulo
some power of two [LS01]. Indeed, common programming languages perform
arithmetical operations modulo 2¥ [MOS05] (k is equal to 16 or 32).

Then we consider another extension introducing quantitative constraints.
This full formalism can easily be shown to be undecidable and so we study re-
strictions of the logic bounding syntactic resources of the formulae. The resources
we consider are the number of variables and the distance between the positions
(in the model) of the terms that are compared. For example, the distance be-
tween Xz and XXXz is 2. Even with these restrictions the decidability is very
difficult to regain. We show that the fragment with one variable and distance two
and the fragment with two variables and distance one are undecidable. However,
we can prove that the model checking of the fragment with one variable and
distance one over one counter automata is PSPACE-complete.

2 LTL over concrete domains

Let V = {zg, 1, ...} be a countable infinite set of variables. A concrete domain
is a pair D = (D, (Ra)acs) where D is a specific domain of interpretation for
the variables and (R, )acr is a countable family of relations on the elements of
D. An atomic D-constraint is an expression of the form R(z1,...,z,) where R
is interpreted as a relation of the domain and n is the arity of this relation. A
D-valuation is a function v : V' — D that assigns to every variable a value in



D and a constraint is satisfied by v, denoted by v E R(z1,...,z,), whenever
(v(z1),...,v(x,)) € R, R being the relation in D associated to the symbol R.

We define the logic CLTL(D) as the extension of LTL where the proposi-
tional variables are replaced by atomic D-constraints over terms representing
different states of the variables, denoted by R(X"xq,..., X! z,). The formulae
of CLTL(D) are defined by the following grammar:

¢ = R(Xilxl,...,xikwk) |oNG | =0 | Xo | ¢Uo.

The symbols X and U are the classical operators next and until of LTL. A term
Xiz (abbreviation for X...Xz) represents the value of z at the i*® next state. A
one-step constraint is an atomic formula of the form R(X‘zy,..., X% z}) such
that 41,...,7; < 1. Given a CLTL(D) formula ¢, we define its X-length |¢|x as
the maximal number 4 such that a term of the form X’z occurs in ¢. Intuitively,
the X-length defines a frame of consecutive states that can be compared. The
models of CLTL(D) are sequences of D-valuations ¢ : N — (V' — D) and the
satisfaction relation is defined like the LTL satisfaction relation except at the
atomic level:

o,i = RXzy, ..., XInx,) iff (0(i+ j1)(x1),...,0( + jn)(2n)) € R,

o, ilEoNG i 0,i = ¢ and o,i = ¢,

o iff 0,0 [ o,

aifEXeiff 0,0+ 1 FE ¢,

0,1 = ¢U¢’ iff there is j > i s.t. 0,j = ¢’ and for every i < k < j, o,k = ¢.

As usual, a formula ¢ € CLTL(D) is satisfiable whenever there exists a model
o such that 0,0 = ¢. The satisfiability problem takes as input a formula and
checks whether it is satisfiable.

The model checking problem is defined for the class of D-automata that are
Biichi automata with transitions labeled by one-step constraints. Formally, a
k-variable D-automaton A is a structure (Q,d, I, F') such that @ is a finite set
of states, I C @ is the set of initial states, F' C @ is the set of final states and
§ is a subset of () x 15C); x @Q where 1SC}, is the set of Boolean combinations
of one-step constraints built over the set of variables {1, ..., z;}. D-automata
have no input alphabet: we do not use them as language acceptors but we are
rather interested in the behaviors of such systems. A configuration of A is a tuple
{(q,c) € Qx DF. Let cj; denote the i*™® value of c. The one-step transition relation

—C (QxD*)? is defined by: (g, ¢) — (¢, /) & there s a transition (¢, ¢, ¢') € &
such that [x1 < ¢, ..., Tp — ¢, X2y = 1,000, Xy — ] = .

An infinite path w is a map N — (Q x DF) such that for every i € N, we
have w(i) — w(i +1). An accepting run for A is an infinite path w such that
w(0) is of the form (g, c) with ¢ € I and the set of configurations in w of the
form (gs,c) with gy € F is infinite.

Given an infinite path w, let o, be the CLTL(D) model such that for all
i € Nand j € {1,...,k}, 0uw(i)(z;) = ¢;) where w(i) = (g,c). The model-
checking problem for CLTL(D) takes as input a CLTL(D) formula ¢ and a
D-automaton A and checks whether there is an accepting run w of A such that



ow,0 | ¢. It is easy to show that the satisfiability problem can be reduced to
the model-checking problem.

3 Verifying qualitative constraints

We introduce in this section an extension of LTL over a concrete domain with
qualitative constraints only. By qualitative, we mean that the relation between
the constrained terms is non deterministic. We distinguish two types of con-
straints: comparisons and periodicity constraints that are congruence modulo
relations. We consider the language of constraints IPC*, which is an extension
of the language IPC of [Dem04], defined as following:

P = Pmod | T<Y | PN | —p
Omod = T =g [c1,¢2) |z = y+ e, |z=y|la<d|z=d]|
Pmod N Pmod | — ©mod | dz Pmod

where z,y € V, k € N\ {0}, ¢1,¢2 € N and d € Z. The models of IPC* are
Z-valuations of the form v : V' — Z and the satisfaction relation is defined by:

evlkEr~y E v@)~v(y) andv =z ~d E v(z) ~dwhere ~¢ {<,=},

o v = 1x = [c1, o) Py v(x) equals ¢ modulo k for some ¢; < ¢ < co,

v =Ly~ [c1,c0] B v(z) — v(y) equals ¢ modulo k for some ¢; <c<co,

cvkEpAY E viEpando =y,

evE-p & notwknp,

evl=3rp & there exists z € Z such that v[z — 2] = p where v[z « 2] is
defined by vz «— z](2’) = v(2') for every x # 2’ and v[x — z](x) = .

In the following, a set of constraints is satisfiable if there is a valuation satisfying
all its elements.

We write CLTL(IPC*) to denote the extension of LTL over the concrete do-
main induced by the constraint language IPC*. For instance, Xz =5 Xy + [0, 2]
or Xz < z are one-step constraints of CLTL(IPC*) and (Xz < z)U(z = 0)
is a CLTL(IPC*) formula. The satisfiability and model-checking problems for
CLTL(IPC*) are reducible to each other in logarithmic space following tech-
niques from [SC85]. So the results below about the satisfiability problem also
extend to the model-checking problem. Note that extending IPC* by allowing
constraints of the form z < y in the scope of 3 leads to undecidability since the
successor relation for integers is then definable and the halting problem for Min-
sky machines can be easily encoded by a formula of the corresponding extension
of LTL.

Following the approach in [VW94], we have shown in [DGO05] that given a
CLTL(IPC*) formula ¢, we can build a standard Biichi automaton A, such that
¢ is satisfiable iff L(Ay4) is non-empty. Moreover, checking emptiness of L(A4)
can be done in polynomial space in |¢|.



Symbolic models. The language recognized by the Biichi automaton Ay is not
a set of models but a set of symbolic models. We briefly explain below how we
define a symbolic representation of the models (see details in [DGO05]). Given a
formula ¢, a symbolic valuation is a set of constraints depending of the least
common multiple of the integers k; such that a relation =g, occurs in ¢, the set
of constants d occurring in constraints of the form x ~ d and the finite set of
variables occurring in ¢. This symbolic representation of a Z-valuation contains
all the relevant information to evaluate constraints. Symbolic valuations define
an equivalence relation between Z-valuations, like regions for timed automata.

Let p be an infinite symbolic valuation sequence. We say that p is satisfiable
iff there is a model ¢ : N — (V' — Z) such that for every i € N we have
o,i = p(i) (and we note o |= p). A symbolic model for the formula ¢ is a one-
step consistent sequence of symbolic valuation wrt ¢. A sequence is one-step
consistent if the constraints are propagated along the sequence: for instance if
Xez ~ Xby + d is a constraint of p(i) and both a > 0 and b > 0, it must be
the case that the constraint X*~ 'z ~ X®~1y + d occurs at the next position of
the sequence (i.e. p(i + 1)). We need this property to eliminate some irrelevant
sequences since non one-step consistent sequences are not satisfiable. We define
a symbolic satisfaction relation between symbolic models and formulae denoted
P Fsymb ¢. In order to prove the decidability we use the fact below:

Lemma. A CLTL(IPC*) formula ¢ is satisfiable iff there are a symbolic model
p and a model o such that o |= p and p Esymb @-

Approximation. The main difficulty in the construction of A4 is to charac-
terize by means of automata the set of satisfiable symbolic models (one-step
consistence is not enough), which is not w-regular. We introduce an w-regular
condition (C) (see definition in [DGO5]) that over-approximate this set: every
satisfiable symbolic model verifies (C) but some symbolic models verifying (C)
are not satisfiable. However this condition is equivalent to satisfiability when-
ever the symbolic model is ultimately periodic. A symbolic model is ultimately
periodic if it is of the form v - ()¢ (the suffix ¢ is repeated infinitely often).

Construction of the automaton. The automaton Ay is defined as the in-
tersection Aprr, N Ac of Biichi automata where L(Apry,) is the set of symbolic
models satisfying ¢ and L(A¢) is the set of symbolic models verifying (C). We
can prove that a CLTL(IPC*) formula ¢ is satisfiable iff L(Ay) is non-empty.
Like in [DDO02], the main trick of the proof is that if L(A,) is non-empty then
there exists an ultimately periodic w-sequence p € L(Ay). Thus p is satisfiable
since it is ultimately periodic and verifies (C).

Given a formula ¢ we can effectively build A, and check whether L(Ay) is
empty. So the satisfiability problem for CLTL(IPC™) is decidable. We can also
establish the PSPACE upper bound by using the fact that all the components of
the automaton can be built in PSPACE and subtle arguments from complexity
theory and [Saf89].



Theorem. [DGO05] The satisfiability problem and the model checking problem
for the logic CLTL(IPC*) are PSPACE-complete.

Since the operators of CLTL(IPC*) are definable in the monadic second order
logic (MSO), we can also prove using [GKO03] that any extension of CLTL(IPC*)
obtained by adding MSO-definable operators remains in PSPACE. We only need
to update the automaton Arrr,.

4 Verifying quantitative constraints

In this section, we introduce another instance of LTL over a concrete domain
where the variables are interpreted in Z and the underlying constraint language
is a fragment of Presburger arithmetic. The main difference with IPC* is the
introduction of quantitative constraints of the form x = y + d where d € Z. We
show that such constraints easily lead to undecidability, even when restricting
strongly the syntactic resources of the formulae. More details will be available
in [DG]. The constraint language 7 is defined by:

pu=xz~y+d|xz~d

where z,y € V, ~€ {<,=} and d € Z. The variables of B are interpreted in
Z and given a valuation v : V — Z, the satisfaction relation v = ¢ is defined
in the obvious way. Like in the previous section, the extension of LTL over the
concrete domain induced by R is denoted by CLTL(R).

Counter Automata. The class of B-automata contains many known classes of
counter automata and can easily simulate two-counter non-deterministic Minsky
machines. A k-counter automaton is a R-automaton such that the constraints
on transitions are conjunctions of constraints expressing zero tests, sign tests
and updates of the counters of the form Xz = x + d where d € {—1,0,1}. The
existence of an accepting run for one-counter automata is a more difficult ques-
tion than similar questions studied for instance in [LLT05] since we deal with
a Biichi acceptance condition, the counter is interpreted in Z and zero test and
sign test are allowed.

Decidability status. Full CLTL(R.) can easily be shown to be undecidable. We
consider restrictions of the syntactic resources of the formulae while preserving
the full strength of the logical operators. We denote with CLTLY, (R.) the fragment
of CLTL(R) where the number of variables of the formulae is bounded by k
and the X-length by I. Known results show that the fragments CLTLS (R) and
CLTL}(R) have undecidable satisfiability problems (see [CC00] and [DD02]).
We refine these undecidability results: the decidability status of the different
fragments are shown in the following table (our results are in bold characters):

kN1 1 2 w
1 pspace-complete undecidable undecidable
2 undecidable undecidable undecidable [DD02]
3 undecidable [CCO00] undecidable undecidable




We show that bounding the number of variables is not enough to regain
decidability by proving the undecidability of CLTLY (R.). We also establish sharp
decidability limits of these fragments by showing the undecidability of CLTL% (R)
and CLTL%(PT). These undecidability results can be proved by encoding two-
counter automata and reducing different fragments of the logic.

To complete the picture, we show that the fragment CLTL%(’PT) iS PSPACE-
complete. As in the previous section, the proof relies on the construction of a
particular one-counter automaton recognizing symbolic representations of the
models. This complexity result uses an auxiliary result about reachability in
one-counter automata. We prove that the existence of an accepting run in such
automata can be decided in NLOGSPACE.

To conclude, we mention that the extension B’ of B with constraints of the
form ax + by = 0 where a,b € Z leads to undecidability even for the fragment
CLTL; (). Indeed, the values of two counters (cy,cz) in the configuration of a
Minsky machine can be encoded by the value 2¢13°2 for the variable. Zero tests,
increments and decrements are encoded by constraints of the form z =5 0, z =3
0, Xz = 2z (incrementation of the first counter) etc. So, as far as decidability
is concerned, the underlying fragment of Presburger arithmetic in CLTL(R.) is
quite optimal with respect to the restrictions we consider.
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