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ABSTRACT

When a table containing individual data is published, dis-
closure of sensitive information should be prohibitive. A
naive approach for the problem is to remove identifiers such
as name and social security number. However, linking at-
tacks which joins the published table with other tables on
some attributes, called quasi-identifier, may reveal the sen-
sitive information. To protect privacy against linking at-
tack, the notion of k-anonymity which makes each record
in the table be indistinguishable with k-1 other records has
been proposed previously. It is shown to be NP-Hard to
k-anonymize a table minimizing the number of suppressed
cells. To alleviate this, O(klog k)-approximation and O(k)-
approximation algorithms were proposed in previous works.
In this paper, we propose several approximation algo-
rithms that guarantee O(log k)-approximation ratio and per-
form significantly better than the traditional algorithms. We
also provide O(f3log k)-approximate algorithms which grace-
fully adjust their running time according to the tolerance
B(> 1) of the approximation ratios. Experimental results
confirm that our approximation algorithms perform signifi-
cantly better than traditional approximation algorithms.

Categories and Subject Descriptors

H.2.8 [Database Application]: Data Mining; K.4.1 [Public
Policy Issues]: Privacy

General Terms
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1. INTRODUCTION

Data privacy and data utility are quite naturally opposite
to each other. If we perturb, generalize or prevent some data
to protect privacy, the amount of information which we can
use will be reduced. But, in typical data mining application
such as tracking epidemics and product marketing we are not
concerned about individual information. Interesting trends
or correlations are the object of data miners. On the other
hand, with respect to privacy, individual information must
be protected but the trends may be exposed.

Ideally, we want to remove as little information as possi-
ble, but want to allow inferring overall trends in data with-
out releasing much information about individuals. A naive
approach is to remove the identifiers such as name and social
security number of each individual in the data. However, al-
though the trends in the data are preserved, this sanitization
still does not ensure yet the privacy of individuals.

An adversary can link individuals with other data using
certain attributes and identify the individuals in the data.
For example, consider the table in Figure 1-(a). Assume
that we know Bob is a 24 year old single male from USA
and his record definitely exists in the table. Then we can
easily conclude that the first record must be Bob’s. In this
attack of the adversary, we call the set of attributes such
as age, marital status, home country and gender used in
linking a quasi identifier since the adversary identifies the
individuals using those attributes. To prevent this attack,
Samarati and Sweeny proposed in [15, 16] the notion of k-
anonymity on quasi identifier in which we alter some values
for quasi-identifier attribute set so that & individuals are not
distinguishable and an adversary can not identify individuals
exactly.

Suppose we want to release a table of private data to the
public, and we are allowed to suppress various entries in the
table. If this suppression is done in such a way that every
record becomes textually indistinguishable (entry for entry)
from k-1 other records in the table, we say that the new
modified table is k-anonymized. In this paper, we will only
consider the special case of suppressions where each entry of
every attribute is either included in the output, or replaced
with “*’ character.

Consider the relation in Figure 1-(a). Suppose our task
is to 2-anonymize the relation before its release. If the data
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attributes, one possible 2-anonymization of the table would
be the one in Figure 1-(b). With the anonymization, the
first and third records become the same while the other two
records are identical. The replacement with “*’ for the value



Age Marital Home Gender
status country

20~29 | Single USA Male

30~39 | Divorce China Female

20~29 | Single USA Female

30~39 | Separation| Korea Female
(a) An employee table

Age Marital Home Gender
status country

20~29 | Single USA *

30~39 | * * Female

20~29 | Single USA *

30~39 | * * Female

(b) A 2-anonymized table

Figure 1: An example of 2-anonymization

of an attribute is called suppression. Note that we performed
6 suppressions to achieve 2-anonymity for the table.

Many researchers have studied k-anonymity. (See [1, 3,
10, 12, 15, 16].) Their approaches are generally classified
into two categories, global recoding and local recoding [17].
In order to anonymize a database, global recoding mod-
els map the values in the domains of the quasi-identifier
attributes to generalized or altered values. However, local
recoding models map individual instances of data items to
generalized or suppressed values. Intuitively, local recoding
amends less data than global recoding. Therefore, informa-
tion loss in local recoding is generally smaller than global
recoding. For that reason, we will focus on local recoding in
the paper.

Note that k-anonymity prevents privacy breach but we
do not know the quality of the k-anonymized data quantita-
tively. To evaluate how useful k-anonymized data is, Meyer-
son proposed a measure in [12] which counts the number of
suppressed cells to achieve k-anonymity. We will adopt this
measure for evaluating data utility in this paper. We want
to simultaneously ensure the anonymity of individuals to a
group of size k but want to withhold a minimum amount of
information to achieve this privacy level. This optimization
problem is shown to be generally N P-hard in [12]. For this
problem, as far as we know, there exist two approximations
that are O(k log k)-approximation and O(k)-approximation
presented in [12] and [3] respectively.

In this paper, we will present O(log k)-approximation al-
gorithms for k-anonymity. The contributions of this paper
are as follows:

e We present O(log k)-approximate algorithms which have
significantly better approximation ratio than the best
known approximation ratio of O(k) for the same prob-
lem. We also provide a heuristic algorithm that per-
forms well even though we cannot show the approxi-
mation bound.

e We provide O(flog k)-approximate algorithms with 5 >
1 which gracefully adjust their running times accord-
ing to the tolerance § of the approximation ratio.

o We present the result of detailed experimental study
for these algorithms on real-life data sets. Experiments

confirm that that our algorithms outperform the ex-
isting algorithms in both approximation ratios and ex-
ecution times.

2. RELATED WORK

We will first study the global recoding methods[5, 9] and
next discuss the local recoding approaches[3, 10, 12].

In [5], to k-anonymize a table, we partition the domain of
each quasi-identifier attribute into intervals and replace the
values in the attribute with the intervals to which the values
belong. Then the records in the table are naturally grouped
by the same intervals of the quasi-identifiers. If the sizes of
all groups are at least k, then the modified table satisfies k-
anonymity. Two goodness measures for k-anonymity such
as the discernibility measure and the classification measure
were proposed in [5]. To find a partition which satisfies k-
anonymity and minimizes the given measure, all possible
partitions are explored with possible prunings.

The work in [9] uses a hierarchy of values of each domain
such as a taxonomy tree and performs an apriori style algo-
rithm such as the one in [4]. It finds every k-anonymization
for all possible subsets of quasi-identifier attributes.

It is shown in [12] that producing an optimal k-anonymiza-
tion of a table for k¥ > 3 in a way that minimizes the
number of entries suppressed is NP-Hard. In [3], the k-
anonymization problem is shown to be NP-Hard even when
the attribute values are ternary. An O(k log k)-approximate
algorithm for that problem is provided in [12]. Moreover,
the best known approximate algorithm with the ratio O(k)
for the number of suppressed cells is presented in [3]. How-
ever, due to its loose approximate ratio, the approximate
algorithm shows poor performance for large k.

The work in [10] provides a 2-approximate algorithms for
other goodness measures such as the discernibility measure
and normalized average equivalence class size measure. The
other work in [2] proposes 4- and 80-approximate algorithms
using clustering respectively, but they minimize the maxi-
mum radius of clusters’ radii or the sum of products of the
radius and size of each cluster.

Recently, ¢-diversity[11] which is a more strong privacy
protection model is proposed. They point out that for records
with sensitive values which are the values people do not want
to disclose to public, although the records are indistinguish-
able for quasi-identifier, if they have the same sensitive val-
ues, their sensitive values are disclosed exactly. To prevent
such disclosure, they insist that indistinguishable records for
quasi-identifier have at least ¢ different sensitive values.

3. PRELIMINARIES
3.1 Definitions

Consider a relational table T" with m attributes in quasi-
identifier. A tuple t; € T is drawn from Y ™ where Y
is a finite set of possible values for all attributes of quasi-
identifier. ¢;[j] is the value of the j-th attribute in ¢;. Any
instance of the table can be formally represented as a subset
T C ™. Let the symbol * be a symbol not in 3.

DEFINITION 3.1: Let us assume that f is a mapping func-
tion from T to (3, U{*})™. The mapping f is defined as a
suppressor on T if for allt € T and i =1,2,...,m, f(¢)[i]
is either t[i] or x.



EXAMPLE 3.2: Consider a table T = {1010,1110,0110}
and a mapping function f such that f(bibabsbs) = * * bsba.
Then, the mapping f results in T' = {x % 10, * » 10, * * 10}.
|

A suppressor is one of anonymizations in which every tu-
ple t € T has a corresponding anonymized tuple t' (= f(t))
in an anonymized table T” of T' where the attribute values
of ¢’ are identical to the attribute values of ¢, except the
suppressed attribute values that are represented by the new
symbol *. A suppressor can be similarly generalized to work
on arelation T'. Thus, f(T) is considered as a multiset when
two or more tuples in 7' map to the same suppressed tuple,
i.e. for t,t' € T with t # ', we have f(t) = f(t'). The
following is the definition of k-anonymization.

DEFINITION 3.3.: Let f be a suppressor on a table T =
{t1,...;tn}. Then, f(T) is k-anonymous if and only if for ev-
ery t; € T, there exist k—1 indices 1,12, ...,1k—1 € {1,2,...,n}
such that i,11, 32, ..., ig—1 are all distinct and f(t:;) = f(ti,)
ftiy) == f(ti,_,).- We call f a k-anonymizer on T.

In other words, when a suppressor on a table makes the
table k-anonymous, every anonymized tuple is a member of
a multiset of (at least) k identical anonymized tuples.

3.2 O(klog k)-Approximation

We now present the basic idea of the O(k log k)-approximate

algorithm proposed for k-anonymity in [12]. We will restate
the definitions, lemma and its corollary in [12]. Let us define
the diameter of a given table S as follows:

DEFINITION 3.4: For u,v € S, let d(u,v) be the distance
between u and v, and define d(u,v) := |{j : ulj] # v[j]}|
The diameter of S is

d(s) := nax d(u,v)
Intuitively, the diameter of S is the maximum number of

attributes in which two records of S differ. It is useful to
note that this function is a metric.

DEFINITION 3.5.: For positive two integers ki, ko s.t.
k1 < ka2, a (k1,kz)-cover of a relation T is defined as a col-
lection of tables {S1, ..., Se} in which S; C T, k1 < |S:i| < ka
fori=1,...¢, and for every t € T, there is an S; such that
t € S;i. Similarly, a (ki,k2)-partition of T is defined as a
(k1, k2 )-cover where all S;s are disjoint.

It is shown in [12] that any (k,|T'| — k)-partition can be
transformed into a (k,2k — 1)-partition without increasing
the number of *’s. Thus we can compute a (k,2k — 1)-
partition for k-anonymity.

DEFINITION 3.6.: For a table T, OPT(T) is defined as
the minimum number of x’s to be inserted in the tuples of T
for an optimal solution of k-anonymization and for S C T,
ANON(S) is defined as the total number of entries (i.e.
cells) of the tuples in S that must be replaced with the symbol
* in order for all tuples in S to be identical.

For a table T, OPT(T) = minn (3 .y ANON(S)) holds,
where the minimum is taken over all possible partitions IT of
T in which every set has at least k tuples. Let IT* be an opti-
mal partition of T for k-anonymity, i.e. Y g.p« ANON(S) =
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OPT(T). For a partition IT of a table T, let us define
d(IT) = Y gen d(S). Intuitively, d(TT) represents the sum
of the diameters of all subsets in II. Then, we have the
following lemma;:

LEMMA 3.7: For a relation T, we have

k-mind(Il) < k- d(II") < OPT(T) < 3k* - d(II")

where the minimum is taken over every possible partition 11
of T, in which the cardinality of every set is in the range of
[k, 2k —1].

We are now interested in the optimization problem of find-
ing a (k, 2k—1)-partition II of T" such that d(II) is minimized.
Let us call this the k-minimum diameter sum problem. The
interesting relationship between k-anonymity and this prob-
lem can be illustrated with the following corollary.

COROLLARY 3.8.: Let « > 1, and II be a (k,2k — 1)-
partition with diameter sum at most o times that of an op-
timal solution of k-minimum diameter sum. Then the algo-
rithm that anonymizes each S € 11 by setting t[i] := * to each
t € S for every suppressing attribute ¢ with which there exit
a pair of u,v € S with uli] # v[i] is a 3ak-approximation
algorithm to optimal k-anonymity.

Therefore, a 3k(1 + In 2k)-approximation to optimal k-
anonymity can be obtained if there is a (1+1n 2k)-approxima-
tion to the k-minimum diameter sum problem.

EXAMPLE 3.9: Suppose that we want to 4-anonymize the
table in Figure 2-(a). Since any (k,|T| — k)-partition can
be transformed into a (k,2k — 1)-partition without violat-
ing k-anonymity, we want an optimal (4,7)-partition for 4-
anonymity. The anonymized table of 8 records should always
be split into 2 subsets each of which has exactly 4 tuples to
guarantee a (4,7)-partition. Among possible (4,7)-partitions,
we can easily see that the partition in Figure 2-(b) is an opti-
mal partition for 4-anonymity. The number of *’s to achieve
4-anonymity with the partition is 24.

On the other hand, the partition shown in Figure 8 is an
optimal (4,7)-partition for 4-minimum diameter sum. Since
we should have 2 subsets each of which has 4 records and
there does not exist any subset of 4 records with the diam-
eter of 0 or 1, the partition shown in Figure 3 is an opti-
mal solution for 4-minimum diameter sum. The diameter
of every subset is 2 and thus the diameter sum of this par-
titioning is 4. The number of *’s for this partitioning is 32
for 4-anonymity which is 33% more than that of the optimal
4-anonymaty partitioning.

4. APPROXIMATION ALGORITHMS FOR
K-ANONYMITY

4.1 k-Minimum Length Sum and k-Anonymity

The k-minimum diameter sum problem is introduced in
the previous section to develop a 3k(1 + log k)-approximate
algorithm. Instead, we will propose the k-minimum length
sum problem and show how we can use the solution of the
problem to achieve 2(1 + In 2k)-approximation.

DEFINITION 4.1: Let us define a(S) as the number of at-
tributes with multiple distinct values in a table S as follows:

a(S) = |{i : Ju,v € S,uli] # v[i]}]



Age Marital| Home Gender| Edu- Age Marital| Home Gender| Edu-
status country cation status country cation
20~29 | Single USA Female | Master 20~29 | Single * * *
20~29 | Single USA Female | Doctor 20~29 | Single * * *
20~29 | Single China Male Master 20~29 | Single * * *
20~29 | Single China Male Doctor 20~29 | Single * * *
20~29 | Divorce | USA Male Master * * USA Male *
20~29 | Divorce | USA Male Doctor * * USA Male *
30~39 | Single USA Male Master * * USA Male *
30~39 | Single USA Male Doctor * * USA Male *
(a) An employee table (b) An optimal 4-anonymized table
Figure 2: An example of 4-anonymization.
Age Marital| Home Gender| Edu- Age Marital| Home Gender| Edu-
status country cation status country cation
20~29 | Single USA Female | Master 20~29 | Single USA Female | Doctor
20~29 | Single China Male Master 20~29 | Single China Male Doctor
20~29 | Divorce | USA Male Master 20~29 | Divorce | USA Male Doctor
30~39 | Single USA Male Master 30~39 | Single USA Male Doctor

Figure 3: An optimal (4,7)-partition for 4-minimum diameter sum

where u[i] and v[i] are the values of i-th attribute of the
tuples u and v respectively.

Note that a(S) and |S|a(S) are actually the number of
attributes and the number of cells to convert all tuples in
S to be identical with suppression. Thus, we call a(S) the
suppression length of S interchangeably.

EXAMPLE 4.2: Consider a table S = {1010,1110,0110}
with 4 attributes. Since the third and fourth attribute val-
ues of the records in S are identical, a(S) := |{1,2}] = 2.
Thus, the suppression length of S is 2. The first and second
attributes have 3 cells for each respectively to be suppressed.
Thus, the total number of suppression cells for S is 6. |

Recall that OPT(T) is the minimum number of #*’s to
be inserted for the optimal solution of a k-anonymization
and ANON(S) is the total number of cells of the tuples in
S that must be replaced with the symbol % in order for
all tuples in S to be identical. As we mentioned previ-
ously in Section 3.2, a k-anonymized relation of 7' (which
is a (k,|T| — k)-partition) can be converted into (k,2k — 1)-
partition without increasing the number of *’s. For a table
T, we have OPT(T) = minn (3 gcy ANON(S)), where the
minimum is taken over all possible partitions II of 7', in
which every set has at least k tuples.

Let IT* be an optimal partition of T for k-anonymity, i.e.
Y senx ANON(S) = OPT(T). For a partition IT of T', let
us define a(IT) = > 5.y a(S). Intuitively, a(TT) represents
the sum of the number of suppressing attributes over all
subsets in II. The following lemma bounds the number of
cells to be suppressed for optimal k-anonymity in terms of
the suppression lengths.

LEMMA 4.3: For a relation T', we have
k- mr}na(H) <k-a(Il") <OPT(T) < (2k — 1) - a(IT")
where the minimum s taken over every possible partition 11

of T, in which the cardinality of every set is in the range of
[k, 2k —1].
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Proof:For any S C T, by definition of a(S), exactly a(S)
cells in each tuple must be suppressed for all tuples in S
to be identical. Thus, we have |S| - a(S) = ANON(S).
Furthermore, since we have k < |S| < 2k—1 and OPT(T') =
Yoser ANON(S) =>"gcp» 1Sla(S), k- minma(Il) < k -
a(IT*) < OPT(T) < (2k — 1) - a(IT*) holds. I

Let us consider the optimization problem of finding a
(k,2k — 1)-partition II of T" such that a(II) is minimized.
We call it the k-minimum suppression length sum problem.
The following corollary illustrates the interesting relation-
ship between this problem and k-anonymity.

COROLLARY 4.4.: Let o > 1, and II be a (k,2k — 1)-
partition with suppression length sum at most « times that of
the optimal solution of k-minimum suppression length sum.
Then the algorithm that anonymizes each S € 11 by setting
t[i] := * to each t € S for every suppression attribute i with
which there exit a pair of u,v € S with uli] # v[i] is a 2c-
approximation algorithm to optimal k-anonymity.

Proof:Suppose a partition II achieves the optimal k-minimum
suppression length sum. From the proof of the previous
lemma, the total number of *’s inserted into the tuples of T’
to k-anonymize by the algorithm in the above corollary is

> 18] -a(s)

Sen
<> (2k—1)-a(S) (since |S| < 2k —1)
sel
= (2k —1) - a(II) (by the definition of a(IT))
< a2k —1) - a(I) (since a(Il) < aa(Il))
< a2k —1)-a(l*) (since a(Il) = min a(Il) < a(I17))
< azkk— 1OPT(T) (by Lemma 4.3)
< 200PT(T).
1



Thus we conclude that the above corollary allows 2(1+1n 2k)-
approximate solution for optimal k-anonymity if there is an
(14+1n 2k)-approximate solution for the k-minimum suppres-
sion length sum problem.

EXAMPLE 4.5.: Consider the table in Figure 2-(a). We
want to find an optimal (4,7)-partitioning for the 4-minimum
suppression length sum problem to use it for 4-anonymity.
Since we should have exactly 2 subsets with the size of 4
records for each to guarantee the property of (4,7)-partitions
and there cannot be any subset with 4 records whose suppres-
sion length is less than 3, the partitioning appeared in Fig-
ure 4 is an optimal (4,7)-partitioning for 4-minimum sup-
pression length sum. Surprisingly, the partitioning is also
an optimal (4,7)-partitioning for 4-anonymity. Note that the
diameter sum of the optimal partitioning for 4-anonymity in
Figure 4 is 3+ 3 = 6 while that of the optimal partitioning
for diameter sum in Figure 8 is 2+ 2 = 4. Thus, we can
see that suppression length sum captures the characteristics
of k-anonymity better than diameter sum. |

4.2 APPROX-NAIVE: 2(1 + In 2k)-approximation

We will discuss how an (1+In2k)-approximate solution
for the k-minimum suppression length sum problem can be
constructed and how to use the solution to find a 2(1 +
In 2k)-approximation of k-anonymity. Our approximation
algorithm for k-minimum suppression length sum consists
of the following two steps:

1. We generate a (k, 2k-1)-cover whose suppression length
sum is at most (1 + In2k) times that of the optimal
solution.

2. Convert the obtained (k,2k-1)-cover into a (k,2k-1)-
partition without increasing in the suppression length
sum.

Computation of a (k, 2k-1)-Cover: To compute a (k, 2k-
1)-cover for the k-minimum suppression length sum prob-
lem, we run a well-known greedy approximate algorithm for
the set cover problem in [7] on the collection F' which de-
notes all possible subsets of a table T" with cardinalities in
the range of [k, 2k-1]. We call this algorithm GEN-COVER
and present the pseudo-code in Figure 5.

The algorithm works as follows. The set D contains the
covered elements in T at each stage. The set II keeps the
cover being constructed so far. The greedy selection is done
in lines 3-5 where a subset S is chosen so that its suppression
length is as small as possible per uncovered record in S. r(.5)
is used to measure the suppression length per uncovered
record here. After S is chosen, its elements are added to D
and S is inserted in II. Since every selected subset S € F
must contain an element in 7-D before D is unioned with S
in line 6, the while-loop in lines 2-8 takes O(|T'|) iterations.
Therefore, GEN-COVER returns a (k, 2k-1)-cover, in which
every subset is of cardinality between k and 2k-1, and for
every t € T, there exists an S € II containing t¢.

Adapting the analysis of the greedy approximate algo-
rithm for the set cover problem in [6] taking into account
that the cardinalities of all subsets in its input F' are at most
2k-1, the computed cover II is an (1+In 2k)-approximation
to the k-minimum suppression length sum. Since we can
choose at most |T'| sets from F, GEN-COVER takes O(|F||T|)
time.
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Procedure GEN-COVER(T, F)
// T: a table
// F: a set of subsets of T
begin
// I: a current cover
// D: currently covered tuples in T
1. I:=0,D:=0
while (D # T) do {
for each S € F do

Compute the ratio r(S) 2(5)

2

3

4 = TS(T-D)]
5 Choose an S with the minimum 7(.5)

6. D:=DUS

7. IM:=TU{S}

8

9

return II
end

Figure 5: The GEN-COVER

Procedure CONVERT(II)

// I: (k,2k — 1)-cover

begin

1. for eacht e T {

2 Let II be a list of pointers to every S; € Il s.t. t € S;
3 while IT contains at least two subsets {

4 Let S, S; be the first two subsets in II

5 if |Si| > k or |S;| > k

6. Remove t from the larger set

7 Remove the pointer to the larger set from I
8 else //ie. |Si| =|S;| = k.

9 Replace S; and S; with S; US; in II

10. Remove the pointers to S; and S; from II
11. and insert the pointer to S; U S; to 11
12. }

13. }

14. //Now, II becomes a (k,2k — 1)-partition
15. return IL
end

Figure 6: The CONVERT

EXAMPLE 4.6: To see how GEN-COVER works, consider
the table in Figure 2-(a). GEN-COVER iteratively chooses a
subset with the minimum r(S). In the first iteration, every
subset S € F with |S| = 4 has a(S) > 3 and the subsets
S € F with |S| =5 or |S| = 6 have a(S) > 4. The subsets
S € F with |S| = 7 have a(S) = 5. Since 7(S) = a(5)/|S|
in the first iteration, the greedy decision step selects a subset
with the first 6 records which has the smallest r(S) value of
4/6.

In the second iteration, we will select a subset containing
the last remaining 2 records. Since |S N (T — D)| = 2 and
r(S) = %, we have r(S) > 3/2 for the subsets S with
|S| = 4 containing the last remaining 2 records. Actually,
every r(S) with |S| = 5,6,7 is larger than 3/2 and thus we
select the subset which has the last four records in T'. We
return this (4,7)-cover which covers all 8 records in T. |

Transformation of a (k, 2k-1)-Cover into a (k, 2k-1)-
Partition: Since the (k,2k-1)-cover II returned by GEN-



Age Marital| Home Gender| Edu- Age Marital| Home Gender| Edu-
status country cation status country cation
20~29 | Single USA Female | Master 20~29 | Divorce | USA Male Master
20~29 | Single USA Female | Doctor 20~29 | Divorce | USA Male Doctor
20~29 | Single China Male Master 30~39 | Single USA Male Master
20~29 | Single China Male Doctor 30~39 | Single USA Male Doctor

Figure 4: An optimal (4,7)-partition for

COVER is not necessarily a (k, 2k-1)-partition of T, a pair of
sets in II may have non-empty intersection with each other.
To generate a (k, 2k-1)-partition from the (k, 2k-1)-cover, we
perform the procedure CONVERT presented in Figure 6. A
tuple ¢ € T' may not belong to several S;’s in a (k,2k-1)-
partition. Thus, for every record ¢t € T, we first make and
maintain a list II of the pointers to @'1 € II containing t. We
repeatedly modify S;’s pointed by II as long as there exist
two subsets S;, S; € II as follows:

e when |S;| > k or |S;| > k: We simply remove the
tuple t € S; N S; from the larger one between S; and
Sj. Since deleting an element from a set can not in-
crease the number of suppression attributes, the sum
of the numbers of suppression attributes in the result-
ing partition can not be larger than that of II.

e when |S;| = |S;| = k: We replace S; and S; in II
with S; US;. Since there is the tuple t € S; N S;, we
have k < |S; US;| < 2k — 1. Furthermore, since a(S; U
S;) < a(S;) + a(S;), a(Il) can not be increased. Thus,
the number of suppression attributes in the resulting
partition can not be bigger than that of II.

Since every subset S; selected by GEN-COVER should
contain at least one uncovered record, GEN-COVER pro-
duces a cover II with O(min(|F|,|T"|)) number of subsets.
Since the II can take all subsets in IT and each iteration of
the while-loop in lines 3-12 of CONVERT reduces the size of
IT by one, the while-loop iterates O(min(|F|,|T"|)) times per
record. The removal of the first two elements in the list and
insertion of a pointer to the list take constant time. Hence
the procedure CONVERT takes O(min(|F|, |T)|T)-

APPROX-NAIVE: The 2(1 + In2k)-approximate al-
gorithm APPROX-NAIVE for k-anonymity is presented in
Figure 7. It invokes GEN-COVER and CONVERT to pro-
duce an (1+In 2k)-approximation of k-minimum suppression
length sum. It then generates a 2(1 + In 2k)-approximation
to k-anonymity by Corollary 4.4. Since the time complexi-
ties of GEN-COVER and CONVERT are O(|F||T|) and
O(min(|F|,|T])|T|) respectively, APPROX-NAIVE takes
O(|F||T|) time. Since there are O((,,",)) sets in F, we can

alternatively say that GEN-COVER takes O(|T|**) time.

THEOREM 4.7: k-anonymity has a 2(1+1n 2k)-approzimation

that runs in O(|F||T|) time.

4.3 APPROX-FQ: Approximation with Frequent

[temsets

To improve APPROX-NAIVE, we develop the procedure
GEN-COVER-FQ which runs faster by restricting the size

4-minimum suppression length sum

Procedure APPROX-NAIVE(T, F)
begin
1. II := GEN-COVER(T\,F).

2. II := CONVERT(II)

3. for each S €11

4. Insert the minimum number of *’s to the tuples in S
5 s.t. all tuples in S are identical

6. return II

end

Figure 7: The APPROX-NAIVE

of the collection F' to GEN-COVER while still guaranteeing
the approximation ratio of 2(1 + In2k). We call the modi-
fied algorithm APPROX-F@Q which invokes GEN-COVER-
FQ instead of GEN-COVER in APPROX-NAIVE.

Consider a set F' that is a collection of subsets S; C T
with k < [Si| <2k —1for i =1,2,...,|F|. Let m be the
total number of the quasi-identifier attributes in the relation
T. If the number of suppression attributes of S; € F is p
(i.e. a(Si) = p), every t € S; has identical values in the
other (m — p) attributes. Without loss of generality, we can
assume that the attributes Ai, As,--- , A, are suppression
attributes of S;. The representative of S; is defined as the
itemset consisting of only the values in the other (m — p)
attributes Apy1, A2, -+, Am in Si. We let rs, denote the
representative of S;.

There is a close relationship between the representative
of S; and frequent itemsets in association rule mining[4, 8].
The support of an itemset is defined as the number of tuples
in T that contains the same values for the attributes ap-
pearing in the the itemset. Given the minimum support of
k, an itemset is called frequent if the support of the itemset
is at least k. Thus, the representative rg, of an S; in F' has
the support of at least k in the tuples of T, since S; has at
least k records and every record in S; already contains rs,.
Thus, the frequent itemsets with the minimum support of k
in T are desirable candidates for F' given to GEN-COVER.

Let us define Ts::{t : t € T contains the representative
rs of S} for a subset S C T. In other words, Ts is the set
of all records in T containing the representative of S C T.
Note that the representative rs of Ts and S are the same
and S C Ts always holds for a subset S C T. Moreover,
|T’s| is the support of the representative rs of S based in the
table T'.

ExXAMPLE 4.8: Consider the table T with 4 records in Fig-
ure 1. We represent each tuple in T with t; fori=1,2,3,4
according to the order appearing from top in the table. For
every subset S; of T with |S;| = 2, its representative rsg,
and the set of records Ts, containing rs, in T are listed in



Si Representative rs; Ts,
Si={t1,t2} ] Ts,={t1,t2,t3,t4}
Sa={t1,t3} | {20~29, Single, USA} | Ts,={t1,t3}
Sz={t1,t4} [ Ts,={t1,t2,t3,ta}
S4={t27 t3} {Female} Ts4 I{t27 1537 t4}
Ss={t2,ta} {30~39, Female} Ts,={t2,t41}
ng{tg, t4} {Female} Tsq :{tz, t3, t4}

Figure 8: An example of s, and T,

the Figure 8. Since the first two tuples t1={ 20~29, Sin-
gle, USA, Male } and t2 = {30~39, Divorce, China, Female
} in T do not have any attribute with the same value, the
representative rs, of the subset S1 = {t1,t2} is 0 and thus
we let Ts, = {t1,ta,t3,ta} = T. The subset So = {t1,t3}
consisting of the first and third tuples t1={ 20~29, Single,
USA, Male } and ts = {20~29, Single, USA, Female } inT
has the representative rs, ={20~29, Single, USA} and thus
Ts, = {tl,tg}. [ |

We can discover all frequent itemsets of a table T effi-
ciently by running association rule mining algorithms such
as the ones in [4, 8]. The numeric attributes are discretized
so that the traditional association rule mining algorithms for
market basket data can be still utilized to compute frequent
itemsets.

Let f; represent a frequent itemset in the table T" with the
minimum support of k£ and let S(f;) be the set of records in T’
that contain f;. Furthermore, let Frg be the set consisting
of all T's(¢,y’s and T'. Since the representative of a set S may
be an empty set, we insert 1" into Frg. Thus, every S € F
always has T's such that T's € Frq.

Supplying Frq instead of F' to GEN-COVER as input
changes its time complexity to be O(|Frg||T|). However,
since the size of any Ts € Frg may be larger than 2k-
1, we cannot apply Corollary 4.4 any more. To achieve the
same approximation ratio by Corollary 4.4, we modify GEN-
COVER so that whenever the greedily selected subset S has
the size larger than 2k-1, we create a subset selecting only
2k-1 records arbitrarily in S and insert the subset to II.
To take this modification into account for greedy selection
process, if the size of SN (T"— D) is larger than 2k — 1, we
divide a(S) by 2k—1 for 7(S). In other words, we use r(S) =
a(S)/ min{|SN(T'— D)|, 2k —1} instead of r(S) = a(S)/|SN
(T'—D)| used in GEN-COVER. We call this procedure GEN-
COVER-FQ that is presented in Figure 9. The procedure
works as follows.

In each iteration, if the size of chosen subset S with min-
imum r(S) is less than 2k, we have k < |S| < 2k — 1 and
we thus do the same thing (line 7) as GEN-COVER does.
However, when |S| > 2k — 1, we can split into two cases and
perform the following:

e when |[SN (T — D)| > 2k — 1: We produce a subset
ST by selecting only 2k — 1 elements arbitrarily from
SN (T — D) and put it into the cover II found so far.

e when [SN(T—D)| < 2k—1: Welet S® = SN(T— D).
If £ <|SN (T — D)|, put ST into TI. Otherwise (i.e.
|S N (T — D)| < k), we add previously covered tuples
in S (i.e. elements in S N D) to S® in addition to
SN (T — D) until we get |ST| = k and put S¥ into II.
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Procedure GEN-COVER-FQ(T, Frq)
begin
1. I:=0,D:=0
while (D #T) {
for each S € Frg do
Compute the ratio r(S) = min{\Sﬁ(;“(f‘)D)\,Qkfl}
Choose an S such that r(.5) is minimum
if [S] < 2k — 1
SR.=8
else if SN (T — D)| > 2k —1
Choose an S® C SN (T — D) s.t. |SB| =2k -1
0. else
1 Choose an S® C S st. S®D SN (T - D)
and |S%| = max{k, |SN (T — D)|}

gl e B A i o o

12. D:=DUSF
13. II:=TTU{S%}
14. }

15. return II

end

Figure 9: The GEN-COVER-FQ

We next show that GEN-COVER-F(Q achieves the same
approximation ratio of GEN-COVER. We begin with the
following lemma.

LEMMA 4.9: If S and S® are those selected in each it-
eration of GEN-COVER-FQ, we always have r(S) = r(ST)

Proof:According to the function r(S) in GEN-COVER-FQ,
we have

— a(S)
r(S) = min{|S N (T — D)[,2k — 1}
and
AN a(sR)
r(SH) = min{|SE N (T — D)|, 2k — 1}
a(SE
= m. (since |SR| <2k —1)

To show r(S) = r(S*), we will first prove that min{|S N
(T — D)|,2k — 1} = |SE N (T — D)| and next show a(S) =
a(S™).
In each step of GEN-COVER-FQ, we compute an ST dif-
ferently depending on r(S), |S| and |[S N (T — D)|. We can
show min{|S N (T — D)|,2k — 1} = |ST N (T — D)| for each
case below:

e when [SN (T — D)| > 2k — 1: Since S® has 2k-1
elements from S N (T — D), we have min{|S N (T —
D)|,2k —1} =2k — 1 = [S®N (T - D)|.

e when k < |SN (T — D)| <2k — 1: Because S¥ is the
same as the newly covered elements by S (i.e. SN (T —
D)), we have min{|SN (T — D)|,2k -1} =|SN (T —
D)| =|S"n (T - D)|.

e when |[SN (T — D)| < k— 1: Since we make S¥ by
adding previously covered elements from S to SN (7T —
D) until we have |S®| = k , we have min{|S N (T —
D)|,2k -1} = |Sn (T - D)| =|S"n(T - D)|.



We will prove next that a(S) = a(S%) using contradiction
method.

Let us assume that a(S) # a(S™). Since S* C S and
a(S) # a(S™), it must be a(S) > a(S™). Larger suppression
length means that the number of suppression attributes to
make all records in the subset be identical is larger. Thus,
the number of identical attributes in the records of § is
actually smaller than that of S¥. In other words, the size of
the representative of S is smaller than that of S¥. Note that
ST is made to have at least k records, and thus both S and
ST have at least k records. For every frequent itemset f;,
we generate the set consisting of the records containing f;
in T" and put it to Frg. Thus, there should exist a set S e
Frq that is exactly the same as the representative rgr (i.e.
a(S") = a(S™)). Since S’ contains all records containing rgr
from 7', we have S® C S’ and |S’| > |S®| > k. Furthermore,
since a(S) > a(ST), we have S’ # S. It implies that

n_ a(s’) a(S")
") = S AT = D) 2%k =1 = [SEN (T D)|
a(S)

< mmsna@-pnz-1

However, in this case, GEN-COVER-F(@ should have se-
lected S’ instead of S, and it contradicts that .S is selected in
this iteration. Hence, we can conclude that a(S) = a(S%).

Since we have shown min{|S N (T — D)|,2k — 1} = |5 N
(T — D)| and a(S) = a(ST), we conclude that r(S) = r(S%)
always holds in each iteration of GEN-COVER-FQ. i

Lemma 4.9 states that we always select an S and an S
such that S® C S and r(S) = r(S%) in each iteration of

GEN-COVER-FQ. Actually GEN-COVER and GEN-COVER-

F(@Q may produce different solutions for a given input F
and Frqg respectively, since there may exist Si,52, ... s.t.
r(S1) = r(S2) = ... in each iteration and both algorithms ar-
bitrarily select one of them. Let SOL and SOLrg be the sets
of possible solutions for GEN-COVER and GEN-COVER-
FQ), respectively. If we show that SOLrg C SoOL, it implies
that the solution by GEN-COVER-F() always have the same
approximation ratio (14 1n2k) of GEN-COVER. We indeed
have SOLrg C SOL as the following lemma illustrates.

LEMMA 4.10.: The possible solutions obtained by GEN-
COVER-FQ are always possible solutions generated by GEN-
COVER.

Proof:Let SOLrg and SOL be the set of all possible solutions
obtained by GEN-COVER-FQ with Frq and GEN-COVER
with F' respectively. Consider any solution I[Irg € SOLFpq.
We will show that there exists a solution IT € SOL such that
Ilrg =11

Let Ipg = {Si%, S5, ..., SiB) where the subscript denotes
the selection order by GEN-COVER-FQ. S/ is generated
in lines 6-11 from S; selected greedily among the subsets
in Frg in lines 3-5. We claim that there exists a solu-
tion IT = {S1, Sa, ..., Sm} € SOL where the subscript denotes
the selection order and we have {S1, ..., 5} = {S{", ..., S/¥}
for i = 1,...,m. If this claim is true, we can conclude
IIrg = II € SoL with ¢ = m. We will prove this claim by
mathematical induction.

When ¢ = 0, we have ) = @, and thus the base case
of our inductive proof holds. Assume that there exists a
solution II € SoL such that {Si, ..., S;} = {S1%, ..., S/} for
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i=1,2,...,j—1. We want to show that it holds for ¢ = j too.
Consider the case for i = j. If S; = S}R7 the proof is done.
It S; # S;-R , we will show that there exists another solution
II" € SoL which contains Si, ..., Sj—1 and S}R. Assume that
there does not exist such a solution. Then there are two
cases below:

e when 7(S;) < r(S}%): By the definition of Frq, there
exists S € Fpg s.t. §” 2 S;, and §” and S; have the
same representative. Then we have r(S”) < 7(S;) <
7(S57) at the j-th iteration of GEN-COVER-FQ. Since
Sj that is the greedily selected subset at the j-th itera-
tion, we always have 7(S}) = r(S}%) by Lemma 4.9 and
thus r(S”) < r(S}) holds. However, then we should
have selected S” instead of S; at the j-th iteration
and this contradicts that 7(S}) is minimum at j-th it-
eration of GEN-COVER-FQ.

e when r(S;) > r(S}): Since k < [S}| <2k—1and F
is the collection of all subsets of T" with cardinalities be-
tween k and 2k — 1, we have S;-R € F'. Then we should
have selected S;-R instead of S;. This contradicts that
r(S5) is minimum at j-th iteration of GEN-COVER.

Thus, we always have 7(S;) = 7(S}%). Since we have
k < |Sj7| < 2k — 1, we must have S} € F. Then, if GEN-
COVER selected {Si,...,S;—1} until (j-1)-th iteration, it
can select S} instead of S; since we have r(S;) = r(S;%) at
j-th iteration. It results in another solution. That is, there
exists a solution Il € SOL such that it contains Si, ..., Sj-1
and S;R. [ |

Therefore, we conclude the following:

THEOREM 4.11: k-anonymity has a 2(1+1n 2k)-approzim-
ation that runs in O(|Frql||T|) time.

4.4 APPROX-CF: Approximation with Closed
Frequent Itemsets

Since the number of frequent itemsets may be very large,
some proposals have been made to generate only a concise
representation of frequent itemsets quickly from which all
frequent itemsets can be produced. We will introduce one
of the concise representations, called closed frequent itemset
proposed in [13] and provide the closed frequent itemsets
only as input to GEN-COVER-FQ. We will call this modi-
fied approximation algorithm APPROX-CF.

DEFINITION 4.12.: A frequent itemset is called closed if
there exists mo proper superset with the same support .

EXAMPLE 4.13: Let us compute the frequent itemsets and
the closed frequent itemsets for the table in Figure 1. Sup-
pose the minimum support is 2. The frequent itemsets and
frequent closed itemsets are listed in Figure 10. The closed
frequent itemsets are represented with bold cases. The sets

1,59% and Siy are the closed frequent itemsets. As we can
see from this example, the number of closed frequent itemsets
can be quite smaller than that of frequent itemsets. |

Although all frequent itemsets can essentially be closed,
in practice, our experiences show that a lot of frequent item-
sets are not actually closed frequent itemsets. Furthermore,
we can also show with the following lemma that the use
of closed frequent itemsets Fcr instead of frequent itemsets
Frq as input to GEN-COVER-FQ still guarantees the same
approximation ratio.



S Frequent itemset

S = {t1,t3} {20~29, Single, USA}
S5 = {t1,t3} {20~29, Single}
S5 = {t1,t3} {20~29, USA}
Sy = {t1,t3} {Single, USA}
St = {t1,t3} {20~29}
S = {t1,t3} {Single}
S7 = {t1,t3} {USA}
Sg = {t2,ta} {30~39, Female}
Sy = {t2,ta} {30~39}

Sio = {t2,t3,ta} {Female}

Figure 10: An example of frequent itemsets and
closed frequent itemsets

THEOREM 4.14.: Let Fcr be the set of all subsets in T
whose representatives are closed frequent itemsets. Using
Fer instead of Frg for GEN-COVER-FQ produces a solu-
tion whose approximation ratio is still the same as the one
using Frq.

Proof:Consider a set S’ € Frg — Fcr. Since S’ is not a
closed frequent itemset, there exists a set S € For which
contains all tuples in S’ and whose representative is a su-
perset of the representative of S’ due to the definition of
closed frequent itemset. Then, in each iteration of GEN-

. a(s’
COVER-FQ, since we have r(S’) = min{\S/n(i(L)D)\,zkﬂ} >
a(S¢)

m{SLAT= D=1} = r(S¢), we never select S’. Thus,
any element in Frg—FcF is never selected by GEN-COVER-

FQ even though Frq is given as input. Thus using Fcor does
not affect the approximation ratio.

ExXAMPLE 4.15: Consider the table T in the Figure 1 and
the closed frequent itemsets listed in Example 4.13. We will
show the detailed steps of applying both GEN-COVER-FQ
and GEN-COVER-CF to the table T to illustrate the effi-
ciency of using closed frequent itemsets. As shown in Fig-
ure 10, we have 10 frequent itemsets (i.e. Frg = {S1, -+ ,S10
YU {T}) and 3 closed frequent itemsets (i.e. Fer = {Si,
Ss, S10} UA{T}).

GEN-COVER-FQ greedily selects S with the minimum
value of r(S). Here, S1 has the minimum r(S) for both
Frq and For, and thus selected. Then, we exclude the se-
lected records t1 and ts in Sy to recompute v(S) for every
candidate S in next iterations. In the next iteration, Sg has
the minimum of the recomputed r(S). Since all records in T
are covered, we terminate. We can see that only closed fre-
quent itemsets are selected in GEN-COVER-FQ with Frq.
Since this cover of {S1, S} is also a partitioning of T, CON-
VERT has nothing to do and the table is 2-anonymized by
this partitioning. |

Trade-off between Time Complexity and Approx-
imation Ratio: Since our approximate algorithms take
O(|F||T) time, |F| is is an important factor in running time.
We next show how we can reduce |F'| with sacrificing the ap-
proximation ratio.

For a solution II obtained by our approximation algo-
rithms, consider an S € II whose suppression length is a(S).
When a given table T is anonymized using II, if all cells in
S are suppressed instead of suppressing only the cells for

75

Procedure OPT-LB(T, Fcr)
begin

// I: a current partition

// D: currently covered tuples in T
1. I:=0,D:=0

2. sort For with counting sort in increasing order of a(S)
3. while (D # T) do {

4. delete an S with the minimum a(S) from F

5. 8 :=8-D

6. if | S’ >0 {

7. D:=Duys

8. M:=1u{s}

9.

10.

11. for each S’ €11

12.  Insert the minimum number of *’s to the tuples in S’
13. s.t. all tuples in S’ are identical

14. return II

end

Figure 11: The OPT-LB

the suppression attributes of S, the number of suppressed
cells can be increased at most m|S| where m is the total
number of quasi-identifier attributes. If we let a(S) =m/f3
with 8 > 1, the increasing ratio of suppressed cells is at
most m|S|/(a(S)]S]) = m/a(S) = mpB/m = 3. Hence, if
we restrict the elements of F' to be the subsets whose sup-
pression lengths is less than m/3, the approximation ratio
of the solution can be increased at most 8 times. For exam-
ple, consider the case when § = 3 and m = 9. Then, only
the subsets whose suppression lengths are less than 3 are in-
cluded in F. The number of such subsets would very small
compared with the number of subsets initially in F' since
the sizes of most of frequent itemsets is typically 2 or 3 and
thus the number of suppression attributes of them are larger
than 3. Our experimental results confirm that with the rea-
sonable values of 3, the approximation algorithms speed up
significantly sacrificing the quality of approximation ratio
with small amount.

4.5 APPROX-DR: Direct Approximation

Traditional approximation algorithms and our proposed
approximation algorithms use two phases such that they
first find an approximate solution for a closely related prob-
lem of k-anonymity and then convert it to a solution for the
k-anonymity problem. For example, the diameter sum prob-
lem was used as a closely relation problem in [12]. However,
even an optimal solution for the diameter sum problem can
be up to k times worse than the optimal solution for the
k-anonymity problem. Meanwhile, our approximation algo-
rithms proposed in this paper used suppression length sum
problem.

Instead of using the two phase approaches, we will next
take a different approach which directly computes an ap-
proximation solution for k-anonymity itself without using a
solution for a closely related problem.

We modify GEN-COVER as follows: (1) The closed fre-
quent itemsets Feop is given as input instead of F. (2) We
choose a subset S in lines 3-5 considering the value of the
minimum suppression length only as long as there exists at
least one uncovered record in the subset. (3) When we put



the currently chosen subset to the partition II, we make the
subset to have only newly covered records and put it to the
partition II found so far. We call this algorithm OPT-LB
and presented it in Figure 11.

Let the cost of a partition II produced by OPT-LB be the
sum of the products of the suppression length and the size
of subset S’ € II. Each record contributes to the cost of the
partition Il an amount of suppression length of the subset
S € II which covered the record first when selected.

Since the subsets of the partition II consist of only newly
covered records, a subset in the partition found may have
less than k records and violates k-anonymity. However, no-
tice that the partition II provides a lower bound of the min-
imum number of suppressed cells for the k-anonymity prob-
lem as the following lemma illustrates.

LEMMA 4.16: The number of suppressed cells in the par-
tition produced by OPT-LB is at most the number of sup-
pressed cells of any partition satisfying k-anonymity.

Proof:Let II be a partition satisfying k-anonymity and S
be an element of II. Then, there exists a subset Scr in For
such that S C Scr and a(S) = a(Scr) since |S| > k and
the representative of S is always a closed itemset as stated
in the proof of Theorem 4.14. Because each record in T is
suppressed by the suppression length of the subset to which
it belongs and S is an arbitrary subset in I, if we show that
each record in S belongs to the subset with at most a(S) as
suppression length by OPT-LB, the proof is done.

Since for each record OPT-LB chooses a subset with the
minimum suppression length among all subsets containing
the record in For, if the records in S do not belong to Scr
by OPT-LB, then the records must belong to subsets with
less suppression length than Scr. Hence, the number of
suppressed cells by OPT-LB is at most that by II. il

Since our objective is to find a partition which k-anonymizes
a table, we will propose a new algorithm APPROX-DR by
exploiting OPT-LB. To get APPROX-DR, we replace only
the condition of |S’| > 0 in line 6 of OPT-LB with the con-
dition |S’| > k. APPROX-DR is a simple greedy algorithm
which chooses a subset S with the minimum a(S), of which
the number of the newly covered records is at least k, itera-
tively until all records are covered. Although unfortunately
we can not provide any guarantee of approximation ratio for
APPROX-DR, our experimental results show that it is very
effective for approximating the k-anonymity problem.

The time complexity of APPROX-DR is O(|Fcr||T|). In
order to find S with the minimum a(S) in constant time
in each iteration, APPROX-DR sorts the subsets in Fcop in
order of increasing a(S) with the counting sort in [6] in line
2. Since a(S) is an integer between 0 and the number of
quasi-identifier attributes (i.e. small number), we can use
a counting sort which takes O(|Fcr|) time. The lines 3-10
in APPROX-DR choose a subset S with the minimum a(.5)
repeatedly in constant time due to the above sorting until
all records are covered. Since all subsets in For are chosen
at most once, while-loop iterates at most O(|Fcr|) times.
In line 5, we make S’ be the set of the newly covered records
by S, and in line 6-9 we test whether |S’| is at least k or
not. These two steps take O(|T'|) time and thus the while-
loop takes overall O(|For||T|) time. Finally, we can easily
see that the steps in line 11-13 takes O(|T|). Therefore, the
overall time complexity is O(|Fer||T]).

76

5. EXPERIMENTS

We empirically compared the performance of our approx-
imate algorithms with the approximate algorithms for local
recoding method in [3, 12] as representatives of existing al-
gorithms for k-anonymity.

All experiments reported in this section were performed
on a Pentium-4 2.8 GHz machine with 1GB of main mem-
ory, running Linux operating system. All the methods were
implemented using GCC compiler of Version 2.95.3.

5.1 Algorithms Implemented

¢ APPROX-DS: This is our implementation of an
O(klog m) approximation algorithm for k-anonymity
in [12]. The O(klog k) approximation algorithm is not
implemented because of its prohibitive time complex-

ity.

¢ APPROX-GR: It represents the implementation of
the O(k) approximation algorithm in [3].

¢ APPROX-NAIVE: It is the implementation of our
O(log k)-approximation algorithm APPROX-NAIVE us-
ing F introduced in Section 4.2.

e APPROX-FQ: It is our O(log k)-approximation al-
gorithm APPROX-FQ using Frqg provided in Section 4.3.

¢ APPROX-CF: It is our O(log k)-approximation al-
gorithm APPROX-CF using Fcp illustrated in Sec-
tion 4.4.

¢ APPROX-DR: This is the implementation of our
approximate algorithm APPROX-DR shown in Sec-
tion 4.5.

e OPT-LB: It represents our implementation of OPT-
LB presented in Section 4.5 which is not an algorithm
for the k-anonymity problem, but can show the lower
bound on the number of suppressed cells for the opti-
mal solution for the k-anonymity problem.

Since all of our algorithms need to compute frequent item-
sets, we added the computing time to the running time of
the results in the paper.

5.2 Real-life Data Sets

We used several data sets from the UCI Machine Learn-
ing Repository[14]. They include Adult, Census-income,
COIL2000, Nursery and Letter data sets. Due to the lack of
space, we show the result of the following 3 data sets only.

e Adult: The Adult data contains 45,222 tuples from
US Census data after the tuples with missing values
are removed.

e Census-income: Census-income data contains 196,130
tuples after deleting tuples with missing values. Since
Census-income database is similar to Adult data, we
chose the set of the same quasi-identifier attributes
with Adult as quasi-identifier.

e Letter: Letter recognition data is based on various
fonts. It consists of 20,000 tuples and 17 attributes,
and we selected the first 9 attributes as quasi-identifier.
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Figure 12: Varying k

5.3 Performance Results

To study how the approximate algorithms perform, we ran
the implementations of the approximate algorithms. How-

ever, APPROX-DS could not finish within a day and APPROX-

NAIVE could not run due to out of memory. Thus we do
not report the result of both algorithms. Furthermore, since
OPT-LB is not an algorithm for k-anonymity, but can show
the lower bound on the number of suppressed cells for op-
timal k-anonymity, we plot the number of suppressed cells
only and do not present the execution times.

Varying k: We varied k from 2 to 128 and presented
the result in Figure 12. For Adult data set, the numbers
of suppressed cells by APPROX-FQ and APPROX-CF are
very close as expected, but APPROX-CF runs faster than
APPROX-FQ. Thus, we do not plot the results for APPROX-
FQ for other data sets.

APPROX-DR and APPROX-GR are the best and worst

7

performers respectively in terms of the number of suppressed
cells. The number of suppressed cells by APPROX-GR
was about 3 times more than those of APPROX-CF and
APPROX-DR. The figure also confirms that the approxima-
tion ratios of APPROX-FQ, APPROX-CF and APPROX-
DR are very close to the optimal solution.

Regarding the execution times, APPROX-DR is about
8 times faster than APPROX-CF and APPROX-CF is 10
times faster than APPROX-GR for large k. When k is small,
APPROX-GR performs faster than APPROX-CF.

For Census-income data, the number of suppressed cells
by APPROX-GR was three times larger than those of the
other algorithms. Furthermore, due to out of memory prob-
lem, we could not run APPROX-GR for k = 128. The figure
for the execution times are similar to the one for Adult data
set.

We varied the value 8 to show the effect of 3 introduced
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in Section 4.4. We plot the graphs for APPROX-CF-1.8
which is APPROX-CF with 8 = 1.8. The number of sup-
pressed cells by APPROX-CF-1.8 increases with the factor
of 1.8, but the execution time becomes about 40% faster
than APPROX-CF.

We also present the result with Letter data. As we in-
crease k, the number of suppressed cells by APPROX-CF-
1.8 becomes worse and closer to that of APPROX-GR, but
APPROX-CF-1.8 runs much faster than APPROX-DR.

Varying Quasi-identifier size: We varied the number
of quasi-identifier attributes from 3 to 9 and ran the approx-
imate algorithms on Adult data with k& = 4. We present the
result in Figure 13. As we increase the number of quasi-
identifier attributes, the number of suppressed cells becomes
larger. The number of suppressed cells by APPROX-GR was
about twice that by APPROX-CF

6. CONCLUSION

The k-anonymity model was introduced in order to pre-
serve privacy against linking attack. In this model, it is
required that each record in the table to be indistinguish-
able with k-1 other records. The problem of k-anonymizing
a table with minimizing the number of suppressed cells is
known to be NP-Hard. The O(k log k)-approximation and
O(k)-approximation algorithms were proposed previously.

In this paper, we proposed several approximation algo-
rithms that guarantee O(log k)-approximation ratio and out-
perform the traditional algorithms significantly. We also
developed O(fBlog k)-approximate algorithms which grace-
fully adjust running time according to the tolerance 5(> 1)
of the approximation ratios. Through our experiments, we
showed that our approximation algorithms perform signifi-
cantly better than traditional approximation algorithms.
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