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ABSTRACT

Nowadays formal methods represent a powerful but in prac-
tice not well supported way for verification. One reason
among others for this is that such methods are often con-
ceived of being too theoretical, can likely be misunderstood
by non-experts, and notations are therefore misapplied.

For example to specify formal specifications, complex logics
are state-of-the-art, especially for probabilistic verification
properties. It is not only that users are unable to construct
correct specifications but they also miss to understand what
is meant by the verification results based on the specifica-
tion.

In this paper we address this problem and endorse the usage
of a graphical notation to construct such specification prop-
erties, especially probabilistic ones. We present how such a
notation may look and emphasize that one single notation
is sufficient to solve both lack of comprehensibility of the
specification as well as of the verification results. Moreover,
we extract some future research directions.
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1. INTRODUCTION

Verification ensures desirable properties of technical systems
by utilizing well-known techniques. Regarding safety prop-
erties, which describe the absence of human or environmen-
tal harm by a system, these techniques are often required
by norms[13]. Another aspect is to guarantee specific qual-
ities (so called liveness properties) of software or technical
systems by verification.

With respect to such properties one has to verify qualitative
as well as quantitative aspects of a system. A qualitative
(safety) aspect may be that a train will stop in front of
railroad crossing, if its barriers are still opened. The quanti-
tative aspect enriches the qualitative one by not just asking
if but with which probability this situation will/will not ap-
pear.

The general procedure of verification can be divided in the
following three steps:

1. Description of the system behavior and its components
by a formal description language e.g. Automata[12],
Petri nets[17] or SAML (System Analysis Modeling
Language)[11]

2. Specification of desirable properties to be verified by
using a formal language e.g. temporal/stochastic logic
like CTL (Computation Tree Logic) or PCTL (proba-
bilistic CTL)[4]

3. Verification of these specified properties checked by
an appropriate method e.g. symbolic model check-
ing by using different tools (e.g. NuSMV, Prism)[6, 14,
4] or interactive verification by using e.g. KIV[19] or
PVS[18].

To facilitate this process for non-experts in software and sys-
tem verification, we developed a tool named VECS (Verifica-
tion Environment for Critical Systems)®, which supports the
modeling as well as the specification and verification process.
Its main design goal is to hide the formal and tedious verifi-
cation part from users without loss of soundness of the veri-
fication results. In general this tool automatically translates
SAML system descriptions to input languages of appropriate
verification tools, in particular PRISM and NuSMV][15].

https://cse.cs.ovgu.de/cse/vecs—info.html



Figure 1: Example System whose verification results
may lead to misunderstanding

Nevertheless, VECS does not overcome all current problems
of the verification and specification process. A specific prob-
lem occurs, if one wants to specify a property to be verified
on a system description. For users who are not familiar
with e.g. temporal or stochastic logic it is likely that the
resulting specification is not correctly representing intended
behavior. This is critical, in particular for safety aspects,
because in this case the verification results are based on the
wrong properties.

This means not only that user cannot interpret written spec-
ification properties, but they are not able to correctly deal
with the verification results.

For example, consider the system model depicted in Figure
1. Within this model (state automaton) the circles denotes
states and arrows state transitions labeled with a probabil-
ity 7 and 1 — 7, respectively, which denote how probable this
state transition will be used. Moreover, the bold lined cir-
cle denotes the initial state of the system. Using stochastic
logic, one may ask how probable it is that the state labeled
with ¢ will be eventually reached. If 7 > 0 then the result-
ing probability of eventually reaching the state labeled by ¢
is one, because there exist a transition between the initial
state and this interesting state. Non-experts might be con-
fused with that because they assume the rate (probability
per time) rather than the reaching of the state.

To overcome these current drawbacks of the verification pro-
cess, we suppose the usage of a graphical notation among
others for the specification task. To that end, we will con-
centrate on the mentioned problems. We do not provide a
solution for other common practical problems e.g. the valid-
ity of the system model or the exponential increasing of the
search space during model checking (so-called state space
explosion problem). Note that these problems have to be
addressed too, to increase usability of verification methods.
Moreover, just an extract of our proposed graphical notation
will be presented which is sufficient to support our position.

The remainder of the paper is structured as follows: In Sec-
tion 2 some background knowledge and common approaches
concerning presenting specifications are explained. In the
following Section 3, we introduce our notion of a graphical
specification language. Based on this, we will argue the pros
and cons of our notation (see Section 4). Finally, in Section 5

we conclude the discussion and extract some future research
activities.

2. BASICS AND RELATED WORK

This section introduces common state-of-art approaches to
specify system properties to be verified. To that end, we
consider if and how these approaches increase comprehensi-
bility of the specified characteristic as well as of the verified
result for non-experts. We discuss these approaches in more
depth in Section 4.

2.1 Meaning of CTL/PCTL Properties

The current technique for specification is to directly ap-
ply temporal and/or stochastic logics e.g. CTL/PCTL. In
the following some short informal introduction to CTL and
PCTL is given. For a more formal explanation, interested
readers are referred to further literature (e.g. [4]). For the
purpose of this paper the informal explanation is sufficient.

CTL or PCTL consider the set of possible states, the sys-
tem might be in. System Models are state transition sys-
tems. For each state there has to be at least on successor
state. One distinguishes transitions into deterministic (i.e.
exactly one successor) and non-deterministic ones (multiple
successors). Then the semantics is the set of all traces of
states compatible with the transition relations. This sum-
marizes the possible behavior of a system as a tree of states
connected by its state transitions and starting at one initial
state. A path on this tree is one single (possible infinite)
trace of states starting at a single state (usually the initial
state).

CTL describes properties based on this tree. Therefore, a
CTL formula consist of path quantifier (A ”on all paths*, E
“there exists a path® ), temporal operators (e.g. F "even-
tually in the future“, G "globally, now and forever in the
future” , etc.) as well as a state formula (e.g. a Boolean
formula) [8]. A path quantifier specifies whether the speci-
fication has to hold on all possible paths (A) or at least on
one path (E). Temporal operators specifies the behavior on
a single path, e.g. that the state formula has to be true in at
least on state (F) or in all states (G) on the path. A state
formula is an expression that, in combination with a given
state, either evaluates to true or to false. Eventually, the
combination of a path quantifier, a temporal operator and
a state formula yield a CTL formula.

For example the formula EF¢ means that there exist (E) a
path on which there is finally (F) a state where the formula
¢ is true. In other words, there has to be at least one state
on at least one path in the tree which satisfies the formula.
In order to characterize probabilistic behavior, probabilities
can be added to the state transition with multiple succes-
sor states. In particular, this means to get from one state
into another one has to step either deterministically or non-
deterministically to an intermediate state from which the
successor state can be reached by a given probability.

An example for this is depicted in Figure 2. To that end, it
is possible to get from state A (states are denoted as grey
circles) to state Bl either by choosing non-deterministically
the upper intermediate state (denoted as black circle) with
a probability of 0.1 or by the lower one with a probability



Figure 2: Example of non-deterministic, probabilis-
tic state transitions

of 0.4. Each state has always a successor state, so that the
sum of all probability distributions at the intermediate state
has to be one. A path on this tree is described by a single
trace of states with the chosen probabilities between these
states.

PCTL extends CTL by specifying properties with probabil-
ities. For example the formula P.y.01F¢ means that the
probability that there is finally a state which satisfies ¢ is
lower than 0.01. Note that the probability on a path is cal-
culated by multiplying all its probabilities. For the special
case of the example in Figure 2, where probabilities are com-
bined with non-deterministic behavior, the probability value
is not a single number but a probability range with an upper
and a lower bound.

In practice, time bounds, in particular bounded number of
steps on a path, are often introduced. This is often done if
probabilities on an infinite path do not converge to a useful
value. For example the formula P<0‘01F[t1’t2]¢ means that
the above explained property is reached between the time
steps t1 and ta.

Such properties are even less comprehensible for non-experts
as well as for experts as is indicated during several studies[7,
10]. Multiple approaches to facilitate the usability of these
logics were approached as it can be seen in the following
section.

2.2 Related Work Concerning Comprehensive

Specifications
Within this section we present approaches concerning more
comprehensive specifications. Afterwards we refer to tech-
niques to explain verification results.

A challenging problem for understanding verification prop-
erties, e.g. CTL or PCTL formulae, is that they have many
possible constructs so that errors are likely integrated. To
overcome this problems specification patterns were intro-
duced, which represent common or well-studied solutions

for real-world specification problems. There exist domain-
specific patterns e.g. safety patterns (cf. [5]) and general
specification patterns based on statistical analysis (cf. [7,
10]). By composing these patterns more complex specifica-
tions can be achieved.

Nevertheless, these patterns decrease the number of pos-
sible forms of specifications, and there is still some space
for misunderstanding these patterns[5]. Therefore, another
direction is to explain patterns with natural words. Unfor-
tunately, such an explanation could be ambiguous which is
counterproductive to express unique specifications.

Another approach defines a specification languages based on
natural words. In particular, this is a unique mapping of a
specification pattern to a single word group[10]. By doing
this, the ambiguous meaning is overcome but the resulting
sentences sound too artificial and too similar to the logic
they are based on[5].

Visual support was also introduced before as it can be seen
by several approaches (especially but not restricted to by
Symbolic Timing Diagrams, Life Sequence Charts or Mes-
sage Sequence Charts cf.[5]). But as Bitsch reveals these
graphical languages are more or less restricted in their ex-
pressiveness (at least for safety patterns). That is why
he introduces the Graphical Notation for Specification with
Safety Patterns (GNSS) which is similar to the well-known
UML state charts. Unfortunately, this notation is only able
to express qualitative properties i.e. CTL formulae.

Another challenge in working with specifications is inter-
preting the verification results and determining the possible
erratic behavior.

One approach, presented by Aljazzar et. al., is to visualize
the paths representing a counterexample for a given verifi-
cation property[3]. A counterexample is a combination of
states describing a behavior that violates a given property.
By drawing the states involved in the counterexample as a
directed graph, the user gets the violating state trace. Fur-
thermore, if one wants to check a PCTL formula, it is also
shown how probable the occurrence of each counterexample
path is by mapping the probabilities to a representing color
scale. The visualization provides the user with the oppor-
tunity to overlook the state transitions leading to the states
violating the specifications. Nevertheless, it gives no spe-
cific statement which part of the property has been violated.
This could improve the comprehensibility of the given coun-
terexample, because the violated desired behavior is pointed
out.

Other approaches do not focus on the visualization of a coun-
terexample but on finding similar paths that do also or espe-
cially not lead into an erratic system behavior. For example
one method searches for paths that are similar to the coun-
terexample, i.e. which contain a specified control location, a
state immediately preceding the error state[9]. Particularly,
the difference of the paths, containing the control location
state, but do not lead into an error state, can help under-
standing what causes the property to fail. Another notion
is to change a given counterexample path so that the error
state is not reached anymore [1, 2]. To do this, some state



transitions are changed so that the resulting path does not
lead into an error state. The changes are done with respect
to the requirement that the changed path stays as similar
as possible to the given counterexample. The similarity is
measured through specific distance metrics. This approach
can lead the user to a state having an impact on whether
the path reaches a state violating the given specification or
not.

These approaches have one main drawback. They do not re-
flect the given specification from which the determined coun-
terexamples have been generated. They only give support
where to find states violating the property but not show-
ing the property that is violated. We suppose that linking
generated counterexamples with the specifications, by which
they are produced from, can support understanding what
the erratic behavior is or help to detect wrong specification
properties.

Summarizing, there exist a few approaches that either try
to support users phrasing their specifications without hav-
ing knowledge of formal specification languages or gives the
user more information about paths representing the model
checking results. But there is no approach leading the user
through the whole process of writing the specifications and
interpreting the results, especially based on the input spec-
ifications. Moreover, we think that a graphical notation is
easier to understand and less ambiguous than a semi-formal
written notation. That is why, we want to provide a graph-
ical notation that supports the user in formulating formal
specifications and serves as an initial point for understand-
ing and retracing the erratic behavior.

3. NOTION OF A GRAPHICAL NOTATION

FOR PROBABILISTIC SPECIFICATIONS

In the following, we introduce our notion of a graphical
specification language. The basic idea refers to GNSS or
UML state charts which are adapted concerning their cur-
rent drawbacks to express probabilistic specification prop-
erties. Moreover, this notation is based on the probabilistic
specification patterns of Grunske[10] due to its relevance to
real world problems. In particular, we contribute a unique
mapping of graphical representation to these patterns.

For the purpose of this paper, we just introduce a graphi-
cal representation of the “Probabilistic Existence”-pattern,
which is sufficient for the subsequent discussion. The for-
mula of this pattern is denoted as PNP*F[tl’t2]¢, where Xée
{<,<,>,>}. For simplification we will use the probabil-
ity condition < 0.01. Then, this formula is similar to that
explained in Section 2.1.

First, to explain how our graphical specification for this for-
mula looks, we present the graphical representation of the
corresponding formula EF¢ in Figure 3.

Note that every pattern is surrounded with a rectangle with
radiused corners. The meaning of the notation’s elements is
as follows:

e the three arrows on the left border represent the path
quantifier (one arrow pointing to the right stands for
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Figure 3: Graphical Representation of the CTL for-
mula EF¢
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Figure 4: Graphical Representation of the CTL for-
mula EF!"1-f2lg

E, all three pointing to the right represent A and two
of three arrows pointing to the right are a special case
for PCTL)

e arrows denote state transitions
e circles express potential states

e textual notation inside a state is referred to as a state
formula e.g. ¢

e three not connected states in between two arrows mean
that there may be arbitrary states, especially not a
single state, in between

e arrows that do not have a subsequent state symbolize
that the subsequent behavior is not interesting for the
satisfaction of this pattern

Based on this notation the representation means that the
formula is satisfied if there is (in the non-deterministic case
at least) one path with arbitrary intermediate states that
finally reaches a state in which the formula ¢ is satisfied.
Moreover, it is possible that such a state can be reached
in the future. If the formula contains time bounds e.g.
EF[*:214 (depicted in Figure 4) the time bound is sym-
bolized by two chevrons connected with a dotted line. Note
that the dotted line is applied because usually these models
are time discrete.



OO0
OO0

p<0.01

Figure 5: Graphical Representation of the PCTL
formula P<0‘01F[t1’t2]qzb

Finally the probability is added inside the graphical nota-
tion. The representation of the PCTL formula P<0,01F[t1 ’t2]¢>
is denoted in Figure 5. The stochastic condition is denoted
by a grey background color of the surrounding box and a
textual probability condition. If one wants to specify proba-
bilistic specifications without any time bound, it is possible,
to omit the time symbols.

Note that there exists a major difference between the visu-
alized PCTL formula and the previous CTL formula. While
for the satisfaction of the CTL formula, it is sufficient that
at least one path reaches the desired state (in the exam-
ple that, which satisfies ¢), in the PCTL formula there may
be multiple paths influencing the considered probability and
therefore they satisfy the probability condition. The reason
for this is, that the probability condition, based on the prob-
ability mentioned in Section 2.1 (sum all path probabilities),
is used. This is why we depict two paths, which lead to the
state that satisfies ¢.

Note that by applying the patterns presented by Grunske[10]
one is able to build up complex specifications by combining
them. This benefit is also available with this notation due
to unique mapping of each pattern to a graphical represen-
tation.

By using our proposed notation, one is able to visualize the
verification results. Figure 6 is an example of the result
visualization of a probabilistic specification pattern, where
the PCTL formula P<0‘01F[t1’t2]¢ is not satisfied. To this
end, elements of the pattern are graphically emphasized by
increasing transparency (i.e. not or less contributing part
for satisfaction/non-satisfaction of the pattern) or increas-
ing thickness (i.e. more/most contributing part). This can
be helpful if the user wants to interpret some nested specifi-
cation. A simple example is a specification with an or-clause
with two possible paths, e.g. P01 (Fl{t12lg v Flts-taly) If
the specification holds, we increase the thickness of the part
that the model fulfills (also both are possible) and decrease
the visibility (increase the transparency) of the part that is
not fulfilled. If the specification does not hold, we increase
the thickness of the path that causes the violation e.g. that
corresponds to the counterexample. In Figure 6 for exam-
ple, the specification does not hold, because the probability
of F[tl’t2]¢ is higher than 0.01. We emphasize the paths

Figure 6: Graphical Representation of a PCTL Ver-
ification Result

leading to this, i.e. the paths fulfilling F[tl’t2]¢.

Additionally, a diagram of the probability over the corre-
sponding step is added. It shows the probability that the
state formula ¢ is true within the corresponding step. Note
the example in Figure 6. It shows that the specification
P<0,01F[t1"t2]¢ is not fulfilled, because the probability is
higher than 0.01. But, furthermore, it provides the infor-
mation that the specification holds up to step t14+2. With
this information, the user can have a closer look at why the
specification is fulfilled up to step ¢t1+2 and why it is not for
the following.

Another verification result is a counterexample. They show
a sequence of states violating the specification. The visual-
ization of a counterexample is emphasized by increasing the
transparency of the elements in the pattern, which are not
important. In contrast, the elements of the pattern symbol-
izing the counterexample are emphasized by using thicker
lines and bold text.

After introducing the graphical notation, we discuss the
drawbacks and benefits with respect to our notion in the
next section.

4. DISCUSSION OF GRAPHICAL NOTATION

SUPPORT

In this section we argue about the usage of this graphical
notation for the specification task. To that end, we consider
drawbacks and benefits of this support concerning compre-
hensibility of these specifications as well as of the results
based on these specifications.

4.1 Drawbacks

There are several threats, which might undermine our con-
cept of a graphical specification notation.



For example Bitsch emphasized that several graphical no-
tations are not sufficient concerning their expressiveness of
specification[5]. That means, one is not able to specify all
typical real world problems (e.g. in the scope of safety).
Nevertheless, the notion of our notation is based on specifi-
cation patterns thus usually occurring real world problems.
By relying on convincing studies, we believe that this risk
can be diminished.

Another problem is that this new notation means that en-
gineers or system designer have to learn a new notation.
Actually if this is true, we believe that there is a major dif-
ference between learning a text-based notation (e.g. CTL
or PCTL) instead of a graphical notation which symbolizes
the behavior. Like Moody[16] is reasoning, visualization are
processed in parallel in human brains instead of the sequen-
tial processing of text. Moreover, images are more likely to
be remembered, which facilities and speed up the leaning
process in our opinion.

Nevertheless, Moody underlines that introducing visualiza-
tions does not automatically lead to better comprehensi-
bility[16]. For example, he argues that the combination of
notation symbols increases the complexity of the notation,
which therefore becomes more confusing. One of his major
claims is that not only the semantics should be addressed
but mainly the syntax of a notation. This is, because syntax
has to support the semantics e.g. using graphical symbols
that can be associated with the specified behavior. That is
why he introduces several principles for creating comprehen-
sive and supportive graphical notations.

4.2 Benefits

Although there are several drawbacks our notation has to
overcome, it provides many advantages.

One main advantage is that it neither only supports writing
specifications nor only analyzing the results. It can be used
within the whole process. So the user can find out which
part of the specification has been violated. We emphasize
that this supports the user in understanding which particu-
lar part causes the erratic behavior.

Furthermore, a graphical notation, if it is not ambiguous, is
easier to understand and to apply than an artificial sound-
ing pattern language. Additionally, written patterns are
made for one specific language. Especially non-native En-
glish speakers could benefit from a graphical notation by
improved comprehensibility. Moreover, the psychological as-
pects of graphical notations, i.e. the characteristics a nota-
tion should have to increase its comprehensibility, based on
well-studied knowledge base [16].

Another point is the complexity of our notation. With the
usage of given specification patterns, we reduce the number
of possible symbols to a, in our point of view, manageable
minimum. By following the principles of Moody, especially
concerning complexity management of models, this might
increases the comprehensibility of the property bases just
by the visual perception[16]. Due to [16], visual perceptions
are easier to understand and to handle for the human brain.
Furthermore, this increases the efficiency of using specifica-
tions, because a complex graphic is easier to comprehend

than a large written text on the same complexity level.

This shows that a graphical notation, if it is carefully devel-
oped, overcomes the drawbacks mentioned in the previous
section. Moreover, it provides the opportunity to visualize
verification results directly on the given specification.

5. CONCLUSION

As it can be seen, graphical notations can have several ben-
efits versus other approaches. In our opinion, visualizations
are much more human-oriented, which means they are much
easier to learn, to be understood and to be applied than tex-
tual notations. Nevertheless, we stated that the semantics
as well as the syntax has to be carefully and deliberately
chosen.

We presented a first notion to address the problems of com-
prehensibility of typical specifications (so-called specifica-
tion patterns) and of the verification results. One major
benefit is that our graphical specification notation can be
applied for the specification task as well as for the interpret-
ing of the verification results.

To address current drawbacks of many notations, we will
utilize the principles of Moody[16] on our graphical nota-
tion. By doing this, we hypothesize that our notation is
much more effective and efficient to construct specifications.
That means one is able to specify real-world properties on
real-word system models without expertise in temporal and
stochastic logic. This hypothesis has to be evaluated with
real users. So we plan to conduct further studies with stu-
dents and engineers in our future research.

Furthermore, we will investigate the benefits of interactivity
for user support, e.g. by clicking on the elements symbol-
izing the counterexample, the user gets a graphical graph
representation of the counterexample. Additionally, other
paths, not violating the specification (if any exist) are shown.
If using the VECS simulation tool, the user can go into the
counterexample and step forward and backward through the
path. Thereby, we suppose that this supports the under-
standing on how the system behaves and what leads to the
counterexample.

Another research direction might be that this or a similar
notation might be used to model a system. Within this
modeling task other problems like validity of the model to
the real system which is usually addressed by traceability
has to be considered.
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