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Abstract. In the last decade, thanks to the ability of analyzing proba-
bilistic models given specifications in temporal logics, Probabilistic Model
Checking (PMC) has become a widely used methodology in several appli-
cation domains, e.g., communication protocols, planning and scheduling,
and robotics. Moreover, the availability of effective PMC tools enables
automated analysis in such complex real-world scenarios.

In this paper we evaluate PMC tools to investigate safety of robots whose
control policies are learned by reinforcement, i.e., considering feedback
signals received upon acting in unknown environments. Introduced in
previous contributions of ours, a new challenging application domain for
PMC tools is represented by their usage as back-engines of an automated
methodology aimed to verify and repair control policies. We present an
evaluation of the current state-of-the-art PMC tools and assess their po-
tential on various case studies, including both real and simulated robots
accomplishing navigation, manipulation and reaching tasks.

1 Introduction

In the words of [4], Probabilistic Model Checking (PMC) — see, e.g., [9] — aims to
achieve automated analysis of probabilistic models against specifications given in
temporal logic. PMC techniques can be used with several types of probabilistic
models — e.g., continous-time Markov chains (CTMCs), discrete-time Markov
chains (DTMCs), Markov Decision Processes (MDPs) —, and it has become a
widely used methodology in several application domains such as communication
protocols [10], planning and scheduling [11], and robotics [13]. Moreover, the
availability of effective PMC tools enables automated analysis in such complex
real-world scenarios.

In this paper we evaluate PMC tools to investigate safety of robots whose
control policies are learned by reinforcement. Reinforcement Learning (RL) is
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one of the most widely adopted paradigms to obtain intelligent behavior from
interactive robots — see, e.g., [15]. Its fundamental assumption is that robots are
capable of perceiving the current state of the environment, as well as feedback
signals that occur each time the robot acts. Feedback can be either an immediate
reward or penalty, and the ultimate goal of the robot is to find a course of action
which is guaranteed to maximize the expected total reward over time. In this
sense, RL can be seen as a way to synthesize control programs when knowledge
about the external environment is limited. RL methods have shown robust and
efficient learning on a variety of robot-control problems — see, e.g. [3]. However,
as mentioned in [6], the asymptotic nature of guarantees about the performance
of RL makes it difficult to bound the probability of damaging the controlled
robot and/or the environment. This shortcoming of RL limits its applicability
in all those cases where autonomous robots should be deployed in close contacts
with humans, or in other safety-critical contexts.

An interesting research question is thus how to guarantee that, given a control
policy synthesized by RL, such policy will have a very low probability of yielding
undesirable behaviours like, e.g., damaging the robot or the environment wherein
it operates. In particular, we are interested to apply PMC techniques where
the interaction between the robot and the environment, as well as the related
safety properties, are modeled in a probabilistic logic framework. Introduced in
previous contributions of ours [13], a challenging application domain for PMC
tools is represented by their usage as back-engines of an automated methodology
aimed to verify and repair control policies.

The rest of the paper is organized as follows. In Section 2 we introduce basic
notations and definitions related to RL and probabilistic model checking. In
Section 3 we present our methodology based on probabilistic model checking to
ensure safety of stochastic policies obtained with RL. The main idea behind our
approach is to model the interaction between the robot and the environment as
a Markov chain computed at the end of the learning process. Then, considering
safety properties expressed in probabilistic computational tree logic (PCTL) [2],
the likelihood of ill behaviors is turned into a model checking problem on the
Markov chain. Finally, automated repair leverages potential counterexamples
obtained during verification in order to fix agents, and make them compliant to
the stated safety requirements. In Section 4, we evaluate PMC tools on three
case studies, namely air hockey — introduced in [5] —, iCub reaching and grid world.
In air hockey, we consider a simulated manipulator learning to play defense in
the air hockey game, wherein speed profiles exceeding the operating range of
the actual manipulator can be generated, thus rising a safety concern about the
robot integrity. In iCub reaching, the humanoid iCub [12] learns to reach a target
object in the presence of nearby objects which must be avoided. In this case,
environmental safety is the primary concern. Finally, in grid world, we consider
an artificial domain where a robot is learning to move on a grid from a given
source to a specific target in the presence of “pits”, i.e., cells that cause the
robot to fail its mission. Albeit conceptually much simpler than the other two
case studies, grid world is parametrized over the size of the grid.



2 Preliminaries

The formal framework of Reinforcement Learning (RL) is that of Markov Deci-
sion Processes (MDPs) wherein an agent can perceive a set S of distinct states of
its environment and has a set A of actions that it can perform. At each discrete
time step t, the agent senses state s;, and performs action a;. The environment
responds by giving the agent a reward i1 = r(st, a;) and by producing a tran-
sition to the succeeding state s;11 = d(s¢, a). This process is subdivided in
episodes consisting of a finite number of time steps. While the functions r and
6 may not be known, the founding assumption is that they depend only on the
current state and action. The task of the agent is to learn a policy, i.e., a mapping
from the observed state s; to the action a;. A deterministic policy 7 : S — A
suggests specific actions, whereas a stochastic policy m: S x A — [0,1]* returns
the probability of executing actions. Intuitively, a (deterministic) policy should
achieve the greatest possible cumulative reward over time. We can define the
discounted cumulative reward V7 (sg) as follows:

0o
V7™ (sp) =r1 +7r2 + ’}/27“3 +...= Z’yka_H (1)
k=0

where 7 is an arbitrary policy, sg is an arbitrary initial state, and the sequence of
rewards 71,79, ... is generated by repeatedly using the policy 7 to select actions,
ie., a; = m(s;) for all t > 0. The discount factor 0 < v < 1 is a constant that
determines the relative value of delayed versus immediate rewards. The value
V7™ (sp) can be defined also for stochastic policies, if we take the expectation
— under the action’s probability distribution - of the left-hand-side in equation
(1). Given any two policies 7 and 7/, we define 7 > 7’ to be true exactly when
V7(s) > V”/(s) for all s € S. An optimal policy 7 is a policy such that 7* >
for every policy w. While 7* may not be unique, all the optimal policies share
the optimal state-value function denoted by V*(s) = max, V7 (s) for all s € S.
An optimal (deterministic) policy is guaranteed to exist as long as (i) all states
are visited infinitely often, (i7) rewards are bounded, and (iiz) there exists zero-
cost absorbing state(s) for all policies — see,e.g., [16]. However, it is usually not
possible to achieve an optimal policy through a finite amount of interactions
with the environment, which implies that the practical goal of RL agents is to
approximate m*.

In Figure 1, we present our learning setup. The diagram in Figure 1 (left)
shows two agents, namely Simulator and Learner. Simulator provides a realistic
simulation of a physical agent and its surrounding environment. Notice that, even
if the the learned control policy is to be deployed on a real robot, we assume that
the learning phase is always performed using a simulator to avoid safety issues in
this phase. Simulation is arranged into episodes which start every time Learner
sends a start signal to Simulator. Then Simulator sends to Learner the current
state s and receives a corresponding action a. Once a is accomplished, Simulator

4 [0,1] denotes a closed sub-interval of R, i.e., every z € R such that 0 < z < 1.



1: For all s € S and a € A let Q(s,a) =0
2: function LEARN(N,)

s for alli € {1,...,N.} do
tate s . 4 Send start signal to Simulator
Simulator  |«€—— 5 je1
6: repeat
7 Receive s; from Simulator
start 8: a; + CoMPUTEPOLICY(Q, s;)
9 Send a; to Simulator
10: Receive next-state s; 1 and flags f;1
Flags f 11: ri41 + COMPUTEREWARD((S;+1, fj+1)
12: Ej < (85,05, 7541, 8541, fi+1)
13: Q + UpDATE(Q, E;)
Learner %g tj'l<_f J +(1 "
: until f;i1(rese = TRUE
3 Action a 16: end for
17: return Q

18: end function

Fig.1: Functional diagram of a general purpose learning setup (left) and pseudo-
code of the Learner core algorithm (right).

sends back a flag vector f which contains additional feedback. In particular, we
assume that the flag f(reset)€{TRUE,FALSE} is always present and, if TRUE, it
indicates the end of the episode to Learner.

Learner approximates an optimal policy 7* which is adequate for the envi-
ronment generated by Simulator. We assume that both the set of states S and
the set of actions A are finite subspaces of integer manifolds, i.e., S C Z™ and
A C Z™, where n and m are the dimensions of the states and actions manifold,
respectively. In the following, we call state-space the set of states S and action-
space the set of actions A. Since both the state-space and the action-space are
finite, a table @ of size |S| x |A] is sufficient to represent the quality Q(s,a) € R
of action a in state s, i.e., a real number quantifying how “desirable” is a in
state s. Once learning is over, a policy can be extracted from the @-table in a
variety of ways. In our case studies, we consider stochastic policies obtained with
a softmax criterion [15]

¢S5
TQ(s,a) = - aG.o (2)

ZQGA e’

where 8 is called temperature parameter. For 8 — oo (high temperature), all
actions are equally probable, whereas for § — 0 (low temperature), the proba-
bility of the action with the highest Q-value tends to 1. In the following, when
no ambiguity arises, we will drop the subscript @ and leave the dependency of
7 on @ implicit.

The core algorithm of Learner is presented in Figure 1 (right). Here we can see
that the algorithm, after initializing the @Q-table by zeroing all entries, iterates
over a series of episodes N, fixed by the user. In each episode — inside the outer
for all loop (lines 3-16) — and at each time step — inside the inner repeat-until
loop — the j-th state s; is received from the simulator (line 7), the next action
a; is computed using COMPUTEPOLICY (line 8), and it is sent to the simulator



(line 9). In particular, COMPUTEPOLICY selects an action a; considering the
Q@-table and according to the softmax criterion (2). Once information about the
next state s;11 and related flags f;41 is received (line 10-11), the computation of
rj+1 is performed by the function COMPUTEREWARD (line 11), and the current
policy is changed by UPDATE according to the experience E;. In particular, for
all s € S and a € A, UPDATE estimates Q(s, a) iteratively as

Q(sj,a) « Q(sj,a) + a[rjr1 +vQ(sj+1,a541) — Q(s5, a)] (3)

where 7 is the discount factor defined in (1) and « is a positive step size param-
eter which weights the temporal difference [rj11 +vQ(sj+1,a;+1) — Q(s;,a)]
against the previous value of Q(s;,a). If the episode ends with s;y1, then
Q(sj+1,a;j41) = 0 for all actions a € A. This definition of UPDATE makes LEARN
an implementation of the SARSA [14] RL algorithm, a well known temporal dif-
ference method — see Chapter 3 of [15]. Given the definitions above, in order to
specify the learning strategy in full, we need to define COMPUTEREWARD, and
the contents of S and A which are specific to the actual learning problem.

The combination of the original MDP and a policy @ computed by LEARN
yields a discrete-time Markov chain (DTMC) describing all possible interactions
of the agent with the environment. Following [9], given a set of atomic propo-
sitions AP, a DTMC is defined as a tuple (W,w, P, L) where W is a finite set
of states, and w € W is the initial state; P : W x W — [0,1] is the transi-
tion probability matriz; and L : W — 24% is the labeling function. An element
P(w,w’) gives the probability of making a transition from state w to state w’
with the requirement that 3 .. P(w,w’) = 1 for all states w € W. A ter-
minating (absorbing) state w is modeled by letting P(w,w) = 1. The labeling
function maps every state to a set of propositions from AP which are true in
that state. Safety assurance is expressed in terms of Probabilistic Computational
Tree Logic (PCTL) formulas, whose syntax is defined considering the set X' of
state formulas, the set IT of path formulas. X is defined inductively as:

— if ¢ € AP then ¢ € X,
— Tel ifa,f e X thenalsoaNfe X and ~a € X
— Poplty] € X where e {<,<,>,>}, pe[0,1] and ¢ € II.

Notice that path formulas only occur as the parameter of the probabilistic path
operator Pup[tP]. The set II contains exactly the expressions of type Xa (next),
ald=FB (bounded until) and ol (until) where o, 3 € X and k € N. We also
abbreviate TUSB as F3 (eventually) and TUSKB as F<kB (bounded eventually).
A path T is defined as a non-empty sequence of states wq,w;,ws,... where
w; € W and P(w;,w;41) > 0 for all i > 0. We denote the ith state of 7 by 7(4).
Paths can be either finite of infinite. In case of finite paths, the length of the
path is just the number of states in the path, and we denote with Path,, the set
of (infinite) paths starting from w.

Given a DTMC M = (W, w,P, L) and a state w € W, let M, w = ¢ denote
that ¢ € X is satisfied in w. Similarly, we write M, 7 = ¢ for a path 7 of M
satisfying a formula ¢ € II. When M is clear from the context, we write w = ¢



and 7 = 1, respectively. The semantics of path formulas can thus be defined as
follows:

— 7 | Xa exactly when 7(1) | «;

— 7 = ald=F B exactly when there is some i < k such that 7(i) = B and
7(j) E « for all j < i

— 7 |= oldB exactly when there is some k > 0 such that 7 = ald=Fp.

Accordingly, the semantics of state formulas can be stated as follows:

— wlkawitha e AP iff a € L(w);

—wpETforalweW; wE aAf exactly when w = « and w | §; w E —«
exactly when w = a does not hold;

— w | Pugp[¥] exactly when Prob,,({r € Path,, | 7 = ¢})xp

Intuitively, Proby(...) is the probability that the paths in Path,, that also satisfy
¥ are taken. Prob,(...) is provably measurable for all possible PCTL path
formulas, and it can be computed by the transition probability matrix P —
see [9] for details.

3 Verification and repair of learned policies

Let us assume that states and transitions explored during LEARN are logged in a
table T : Sx A — 2°*N_ where S is the state-space and A is the action-space. For
each state s € S and action a € A, we have that T'(s,a) = {(s1;71),..., (sk; 1K)}
where s; € S for all 1 <7 < k, and n; is the number of times state s; occurred
as next state in a transition from state s on action a; each cell (s,a) of T stores
only the pairs (s;n;) such that n; > 0, i.e., state s; appeared at least once in a
transition from an explored state s on action a. For all actions a € A, if the state
s € S was explored, but had no outgoing transitions, then T'(s,a) = 0; if a state
was not explored, then T'(s,a) = L.> Depending on whether (un)safety is defined
for states or transitions, we also must keep track of unsafe states/transitions that
were visited /executed during learning. If unsafety is in terms of states, i.e., the
state itself is undesirable, then we need a table F' : S — {TRUE, FALSE}, where
F(s) = TRUE exactly when state s is found to be unsafe during learning. On
the other hand, if transitions can be unsafe, i.e., the action itself is undesirable,
then we consider a table F' : S x A — {TRUE, FALSE} where, for each explored
state s € S and action a € A, we log whether the specific action a is found to
be unsafe when started from state s.

3.1 Encoding behaviors and safety

We combine tables T' and F' with the @Q-table returned by LEARN to obtain
a DTMC M = (W,w,P,L). The set AP of atomic propositions has just one

® Table T can handle (¢) deterministic actions, i.e., a is such that Vs € S.|T'(s,a)| = 1;
(74) nondeterministic actions, i.e.,a is such that for all s € S, both |T'(s,a)| = k and
n; = 1/k for all 1 <14 < k; and (i42) probabilistic actions, i.e., arbitrary values of n;.



element bad which denotes unwanted states. The construction of M is the fol-
lowing:

1. The set of states W is initialized to explored states logged in T, i.e., all
the states s € S such that for all actions a € A we have T(s,a) # L, plus
three additional states wg, Wok, Wpeg & S. The initial state W is wq. For all
v,w € W, we initialize P(v,w) =0, and L(w) = {}.

2. Let I C S be the set of source states in T, ie., s € I exactly when
(s,n) € T(s',a) for all &' € S, n € N and a € A. We make wy the unique
initial state by requiring P(wg, w) = ﬁ for all w € I,. meaning that wy has
nondeterministic transition to every source state.

3. Given two states v,w € W such that v, w & {wg, Wek, Wpaa}, the probability
of transition is defined as

P(v,w) = Z mo(v,a) - pr(v,a,w) (4)
acA

where mg is the stochastic policy extracted from @, and pr(v,a,w) is the
probability of observing w as a successor of v given that action a was taken.
Assuming T'(v,a) = {(wy;n1), ..., wr;ng)} we have

fe— if (w;ny) = (w;;n;) for some 1 < j <k

pT(’U,d,w) = { =1 (5>

0 otherwise

We define K C S to be the set of sink states in T, i.e., s € K exactly when
T(s,a) = 0 for all a € A. If the notion of unsafety is attached to transitions,
then the construction of M is completed as follows:

4. The state w,; is an abstraction of all sink states that can be reached by at
least one safe transition, and P(wok, wer) = 1. For each state v, let safe(v) C
K be the set of sink states that can be reached from v via a safe transition,
i.e., all states w € K such that there exist a € A with (w;n,,) € T(v,a) and
F(v,a) = FALSE; for all states v such that safe(v) # (), we set P(v, wor) =
Zwesafe(v) P(v,w) and then P(v,w) = 0 for all w € safe(v).

5. The state wpqq is an abstraction for all states — including non-sink ones
— that can be reached by at least one unsafe transition. Therefore we set
P (wpad, Wpad) = 1 and L(wpeq) = {bad}. For each state v, unsafe(v) C K is
the set of sink states that can be reached from v via an unsafe transition,
i.e., all states w € K such that there exist a € A with (w;n,,) € T(v,a) and
F(v,a) = TRUE; for all states v such that unsafe(v) # (), we set P(v, wpeq) =
Zweunsafe(v) P(v,w) and then P(v,w) = 0 for all w € unsafe(v).

On the other hand, if the notion of unsafety is attached to states, M is completed

following alternative steps:

4. The state w, is an abstraction of all sink states s € K such that F(s) =
FALSE. We make w,; absorbing by setting P (wox, wor) = 1. For each state



v, let safe(v) C K be the set of all safe sink states that can be reached from
v, i.e., all states w € K such that there exist a € A with (w;n,) € T(v,a)
and F(w) = FALSE; for all states v such that safe(v) # 0, we set P(v, wox) =
Zwesafe(v) P(v,w) and then P(v,w) = 0 for all w € safe(v).

5. Symmetrically to wyg, the state wpeq is an abstraction for all unsafe sink
states. Therefore we set P(wpad, Wpad) = 1 and L(wpqq) = {bad}. For each
state v, unsafe(v) C K is the set of all unsafe sink states that can be reached
from v, i.e., all states w € K such that there exist a € A with (w;n,,) €
T(v,a) and F(w) = TRUE; for all states v such that unsafe(v) # 0, we
set P(v, wWpad) = Zweunsafe(v) P(v,w) and then P(v,w) = 0 for all w €
unsafe(v).

In both cases, we end up removing orphan states, i.e,, states w € W with w # wy
such that P(v,w) = 0 for all v € W with v # w. For all such states w, we also
remove outgoing connections by setting P(w,v) = 0 for every v € W. The
process is repeated until no orphan state and related transitions are left.

Given the construction above, while the concrete meaning of safety will de-
pend on the way F' is computed, from an abstract point of view we must ensure
that the probability of reaching wyqq is low, i.e., check

M, wy = Peo|F bad] (6)

where o € [0, 1] is a safety assurance probability. Typical assertions that can be
checked in this context include, e.g., the probability of a bad state is less than
1%, i.e., checking that M, wy = P<g.01[F bad] holds. A control policy such that
property (6) cannot be verified for small values of o is clearly undesirable, also in
the cases where low-level protection mechanism prevent actual failures to occur.

3.2 Fixing policies

We define policy repair as a verification-based procedure that modifies the Q-
table to fix the corresponding policy. We assume that the DTMC M is obtained
as described previously, and it is loop-free with the only exception of absorbing
states wy and wyeq. Postulating the absence of loops may limit the applicability
of repair in the general case. However, out of our three case studies, only learning
in grid world has a non-negligible chance to yield optimal policies which induce
cycles in the DTMC. In the other two cases, loop-free DTMCs are either the nat-
ural outcome, or they can be obtained without loss of generality or optimality.
As for grid world, we observe that cycles in the DTMC are possible only because
the straightforward encoding of grid world does not penalize useless energy dis-
sipation, e.g., when “bouncing back” from the grid borders. Since this is quite
unrealistic, we modify the learned model so that inefficient looping behavior is
removed, and our method becomes applicable also in this case.

Repair is driven by counterexamples that witness the violation of property (6)
for some threshold o. Since there are no infinite paths in M, property (6) is vio-
lated only if o is less than the probability of choosing a path 7 = wq, w1, ..., wg



such that wg = wpeq. The probability mass of a path 7 is defined as

Prob(t) = II*_ P (w;_1,w;) (7)
and extended to a set of paths C = {m,...,7} C Pathy, as Prob(C) =
Yo Prob(r;). If, for all 1 < i < n, we have 7, = w; 0, Wi1,..., Wik, With
W0 = Wo, Wik, = Wpaq and Prob(C) > o, then C is a counterexample of

property (6). Notice that a counterexample C is unique only if it contains all
paths starting with wg and ending with wp.q, and for all ' C C we have that
Prob(C') < o. Given our assumptions, the counterexample C = {71,...,7,} is
a DAG such that |C| < |Path,y,|. However, unless learning is highly ineffective,
we expect that |C| < |Pathy,], i.e., focusing on the counterexample is an effec-
tive way to limit the repair procedure to a handful of “critical” paths. However,
focusing on the counterexample is just the first step in verification-based repair,
and we also need to find an effective way to alter the policy, i.e., the @)-values, so
that probability masses are shifted in the DTMC and property (6) is satisfied.
Our implementation leverages two key ideas to accomplish this. The first one
is that transitions between states which are “far” from wp,q should be discour-
aged less than those that are “near” wpq. The second idea is that probabilities
should “flow away” from paths ending with wp,q towards paths ending with w,y.
Altering transitions which are close to wpeq helps to keep changes to the policy
as local as possible, and to avoid wasting useful learning results. Shifting proba-
bilities towards paths ending with w,; avoids moving probability mass from one
unsafe path to another, yielding no global improvement.

We formalize the intuitions above with the following definitions. Given a path
T =wy,...,w such that 7 € C, let 7= (w) : W — {0,...,k} be the index of w
in 7, ie., 771 (w) =i if w = w; in 7; The successor of w along 7, denoted by
suce, (w), is the state v such that 771 (v) = 771 (w) + 1. Given a counterexample
C and path 7 = wy,...,wy such that 7 € C, we know that L(w) = {bad} only
if w = wy. Therefore, we can define the distance to the bad state along T as
by (w) = k—771(w). Given a counterexample C and a path 7 € C, for every state
w € T we consider a penalty function

br (w)

zr(w) =1 —Prob(r))-(1—e "7 ) (8)

where § € RT is a real constant modulating the decay of the exponential for
growing values of b, (w): all other aspects being equal, the higher is §, the slower
is the convergence of of z, (w) to 1— Prob(r) for increasing values of b, (w). Notice
that, given two states w,w’ along the same path 7 such that b, (w) < b, (w’), we
have z,(w) > z;(w’); given two paths 7,7’ € C such that Prob(r) > Prob(1’),
for all states w along 7 and all states w’ along 7/, if b, (w) = b (w’) we have
that z,(w) > z,(w').

Given a model M built out of tables @, T, F' as described in Section 3, a
counterexample C = {7y, ..., 7,} of the safety property (6) for a given threshold
o, and an iteration parameter 6§ € N, repair is implemented by the following
algorithm:



1. Make a copy @’ of the (current) Q-table Q.

2. Choose 7 € C such that Prob(t) > Prob(7’) for all 7/ € C, i.e., 7 is the path
in C with the largest probability mass.

3. For each w; € 7 (0 < i < k), compute b, (w;) and let v = suce, (w); find the
action a € A such that (v;n,) € T'(w, a) and modify Q' (w,a) as follows

/ Q' (w,a) -z (w) if Q' (w,a) >0
Q('LU,G)— {Q’(w,a)~ 1 ifQ’(w,a) <0

2z (w)

4. Let C = C\ {7}; go to step (2), unless C = ) or more than 6 paths were
considered.

5. Let M’ be the DTMC obtained by T', F' and @’ in the usual way; check if M’
fulfills (6); if so, then stop, otherwise a new counterexample C’ is available:
let C=C', M=M,Q=Q and go to step (1).

Two parameters control the repair algorithm, namely §, which controls how
strongly state-action values are affected depending on their proximity to bad
states, and 0, i.e., the number of paths considered before checking again for
safety. We expect that large values of & may result in sharp improvements on
safety (high effectiveness), whereas small values may result in less disruptive
policy repairs (low invasiveness). As for §, examining a small number of paths
at a time, may require several repair cycles to “fix” the policy (low efficiency),
whereas examining a large batch of paths, may alter more than what is necessary
and possibly disrupt useful learning (high invasiveness). In all cases, a fixed value
of 6 guarantees the termination of the repair algorithm. Clearly, when it comes
to effectiveness and invasiveness outcomes, both parameters must be tuned to
trade-off between competing but desirable conditions. We consider this problem
mainly from an empirical point of view, but the results presented in the next
section suggest that such trade-offs can be achieved for a variety of cases.

4 Experimental analysis

Verification of policies is carried out with state-of-the-art probabilistic model
checkers, namely coMmics [1] (version 1.0), MRMC [7] (version 1.4.1), and PRISM [§]
(version 4.0.3). Concerning the automated repair procedure, we report the re-
sults related to coMICs only, because MRMC does not implement counterexample
generation, and in PRISM this is still a beta-stage feature. All tools are run in
their default configuration with the exception of comics, for which the option
--concrete is selected instead of the default -—abstract. Finally, verification
and repair are performed on a Intel Core i3-2330M quad core at 2.20 GHz with
with 4GB RAM, equipped with Ubuntu 12.04 LTS 64 bit.

4.1 Air hockey

Air hockey is played by two players. They use round paddles (mallets) to hit
a flat round puck across a low-friction table. At each end of the table there is
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a goal area. The objective of the game is to hit the puck so that it goes into
the opponent’s goal (offense play), and to prevent the opponent to score into
your own goal (defense play). At the beginning of each episode, the puck is fired
from a random point in vicinity of the opponent’s goal area, with speed and
inclination chosen uniformly at random within some practically feasible range.
An episode ends in one of the following ways: (7) the puck hits the border on
the opponent’s side of the table, (i7) a time-out occurs, or (iii) a goal is scored.

With reference to a Cartesian system centered in the robot’s goal area, the
position of the puck is represented by the couple (p, «), where p is the perpen-
dicular dropped from the origin on the trajectory line of the puck, and « is
the angle made by this perpendicular with respect to the abscissa. A state is
a vector (p, «,0), where 0 is the current robot’s mallet angle with respect to a
polar system also centered in the robot’s goal area.® The parameters p and « are
quantized over 58 and 37 values, respectively, and € is quantized over 31 values,
yielding 66526 possible states. The flag vector f contains the reset signal plus
three additional elements: f(mallet) is raised when the robot’s mallet hits the
puck; f(goal) signals a goal scored by the opponent; and f(speed) is raised when
robot’s velocity exceeds a critical threshold. Simulator receives from Learner the
action as (A6, At) where Af is the angular displacement suggested for the robot
mallet, ad At is the time to achieve it. We keep At fixed to 0.02 seconds for the
sake of simplicity, and Af is quantized over 31 different values. To complete the
specification of LEARN in this case, we define the auxiliary function CoMPUT-
EREWARD so that it awards a baseline value R € R to the agent when it saves
a goal. A smaller reward of % is given when the puck is hit, even if the current
trajectory is not leading to a goal. A negative reward (penalty) —R is assigned
when the puck hits the robot’s goal area. Furthermore, a penalty _TR is assigned
when f(speed)=TRUE. Finally, to speed up learning, a small positive reward %
is assigned to each non-terminal state.

The learning stage is composed of 10000 episodes, and we report that learning
converges to a reasonable performance after about 5000 episodes. The percentage
of saved goals vs. potential goals is always greater than 0.8 after 2000 episodes,
and this lower bound raises to 0.95 after 5000 episodes. As for safety, after 5000
episodes, the percentage of unsafe transitions is always less than 0.02, and this
upper bound does not decrease in a substantial way even after 10000 learning
episodes.

The obtained DTMC encoding has 4313 states and 8850 transitions. All the
model checkers that we consider are able to compute the safety threshold o,
agreeing on a value ¢ = 0.0243. In terms of CPU time, their performance is
quite different, in that coMics and MRMC complete in less than 0.01s, whereas
PRISM requires 3.18s to check the property — with additional 164.14s to build
the model. In this regard, it is important to notice that comics and MRMC
require an explicitly built DTMC as input, whereas PRISM allows for an implicit

5 The radius p is not needed because we keep it fixed throughout learning and sim-

ulation. In a pure defense play, this choice does not hamper the robot’s ability to
defend the goal area.
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o 0 1 5 10
T | Eff. | Time T | Eff. | Time T | Eff. | Time
[ 0.01 [ 17 [ 0967 [ 12.93 [[ 7 [ 0968 | 526 [ 7 | 0968 | 557 ]
[0.001 [ 48 [ 0967 [ 37.22 ][ 25 | 0.070 | 18.95 [[ 25 [ 0.961 | 19.09 |
[0.0001 [ 75 [ 0.968 [ 59.84 ][ 39 | 0.966 | 29.89 [[ 39 [ 0.964 | 29.35 |

Table 1: Automated repair. Columns and rows are labeled with values of § — the
decay coefficient in Eq. 8 — and o — the target safety threshold. Each group is
composed of three columns. In the first one (“77), we report the total amount of
counterexamples involved in the repair. In the second column (“Eff.”), we report
the effectiveness of the learning agent, i.e., the mean value over 10 random tests
of the ratio of saved goals versus potential goals after repairing. Finally, in the
last column (“Time”) we report the CPU time (in seconds) spent by the repair
procedure.

declaration which is more user friendly and compact, but requires extra time to
be compiled into a DTMC.

In Table 1, we report the empirical results related to the automated repair
procedure. We checked three different safety thresholds, namely o = {0.01, 0.001,
0.0001} against three different values of ¢, namely 1, 5, and 10. In this exper-
iment, § = 1, i.e., we re-check safety after taking into account every path of
C. As mentioned before, our starting point is ¢ = 0.0243, so every value of o
in Table 1 requires fixing the agent. The initial performance score of the agent
is 0.967, i.e., nearly 97% of the potential goals are saved. Looking at Table 1,
we can see that robot’s performance does not change in a noticeable way, and
thus the repair procedure is not invasive in these configurations. Furthermore,
repair guarantees a safety level which is two orders of magnitude smaller than
the starting one and, in this sense, it is also highly effective.

4.2 iCub reaching

Our second case study is about the humanoid iCub [12] learning to reach for
an object (target) placed on a table, without damaging other objects (obstacles)
in the process. At the beginning of each episode, iCub starts moving towards
the target trying to execute high-level discrete actions. A low-level controller
ensures that the resulting trajectory of the robot is smooth and efficient. An
episode ends either because () the target is reached, or (i¢) an obstacle is hit.
In all these cases, the flag f(reset) becomes TRUE. In the simulator, the current
state is a vector (x,y,z,0) € S, where the component (x,y, z) represents the
Cartesian coordinates of iCub’s hand in a system having origin in its torso,
and o represents the orientation of the hand. In the current implementation,
the coordinates have the following ranges (in meters): z € [—0.35,—0.1], y €
[-0.15,0.25], z € [—0.05,0.15] with discretization step of 0.0lm, 0.02m and
0.04m, respectively. The orientation o € {—1,0, 1} considers only three positions:
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“face down”, “face up”, and “face left”, respectively. This yields a total of 9828
possible states. The flag vector contains also two additional elements: the signal
f(collision) which reveals a collision with the obstacle, and the signal f(posture)
which signals whenever reaching did not happen with o = 1. Simulator receives
the action a € A as (Ax, Ay, Az, Ao,t) where the first four components are
the change in current Cartesian coordinates and orientation, respectively. The
fiftth component is the time to execute the action. Given the quantization of the
values, there are a total of 405 possible actions. Contrast this with air hockey —
where the number of states is about 7 times larger, and the number of actions
is about 10 times smaller — to see that air hockey is somewhat complementary
to it in its abstract formulation. To describe COMPUTEREWARD, we first define
the minimum distance d(s,t) between any two states s,¢ € S recursively as

d— 0 ifs=t )
| 1+ mingea, d(succ(s, a),t) otherwise.

where A; is the set of actions which is enabled from state s, and succ(s,a) is
the state which succeeds s after executing action a. The value R returned by
COMPUTEREWARD is defined as follows
Ry + f(T) if only f(reset)=TRUE
R=1( R, if f(collision)=TRUE (10)
R, + g(d) if all flags are FALSE

where T is the number of time-steps required to reach the goal, f : N — R is a
monotonic bounded-downwards function defined as f(T) = maxz(—Cy,1—e“2T),
d is the distance of the current state from the goal, and ¢ : N — R is a monotonic
bounded-downwards function defined as g(d) = min(Kl,%) with K; >
K5 > 0. The constants C7; > 0 and Cs that can be seen as negative utility
for longer actions, and the constant K5 represents how preferable is a closer
location with respect to a farther one considering the goal. R,, is a small penalty
imposed on each action in order to quicken convergence of learning, R; is the
target-reaching reward, and R, is the negative reward for hitting the obstacle
— in our current implementation R, = 25 (C; = 1 and Cy = 2), R, = -2,
R, =-0.1 (K; =1 and Ky =0.05).

After a learning stage composed of about 4500 episodes, the robot can reach
the ball while simultaneously avoiding contact with the obstacle in most cases.
The related DTMC has 590 states and 2148 transitions. Also in this case, the
model checkers are able to compute a safety threshold o, agreeing on a value o =
0.0081. comics and MRMC complete the check in less than 0.01 CPU seconds,
whereas PRISM takes about 27 CPU seconds to complete. The motivation of this
difference are the same as in the air hockey case study. Concerning repair, we
report that coMICS spends a mean value of 0.16 CPU seconds considering 10
random starting positions of the iCub arm.

4.3 Grid world

Our third case study is the “classical” simplified navigation problem for a mobile
robot, where the environment is represented by a grid of n x n cells, and the
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n=>5n=10ln=25|n=50|n =75|n = 100

# states 22 89 559 2439| 5550 9898
# transitions 51 413| 2701} 11787 27126 48768
o 0.796| 0.144| 0.005| 0.013] 0.008 0.011

comMics|0.001| 0.001] 0.020] 0.250 1.36 6.260
TTViMrMC |0.001| 0.001] 0.002| 0.011| 0.042 0.097
PRISM |0.025| 0.214] 5.934(161.971|985.291|3243.835

[TTR[comics[0.683] 0.563] 1.032] 4.921] 14.492] 49.004]

Table 2: Verification and repair in the grid world. For each size n, we report the
number of states and transitions in the DTMC and the initial safety threshold
o. “TTV” is the time to compute ¢ and “TTR” is the time to repair the policy
in order to have o < 107 for all values of n.

robot can move one cell at a time, taking care to avoid pits, i.e., forbidden cells.
We assume that start and target positions are fixed in the upper-left corner and
bottom-right corner, respectively, and they never contain a pit. Also, we postu-
late that there exist at least one path from the start to the target cell. Learning
in the grid world is conceptually simpler than the other two case studies, but the
domain is easily scalable which enables us to control the complexity of learning,
verification and repair tasks. The episode begins with the robot in the start po-
sition and it ends either because (i) the target is reached, or (i7) a pit is found.
In both cases f(reset)=TRUE, and in case of failure then also f(pit)=TRUE. Fi-
nally, the robot bounces back when hits against a wall, i.e., the cells related to
the grid borders. In the simulator, the current state s € S is represented by a
couple (z,y) of cell coordinates, which means that there are always n? states.
An action a is simply one of eight possible moves in adjacent cells. The function
COMPUTEREWARD returns -40 if the robot falls in a pit, 100 if the robot reaches
the target, -20 in the case of reset, and -0.1 at each step. To assess scalability of
our approach, we consider the above problem for n € {5, 10,25, 50, 75,100}, and
with n randomly distributed pits.

The result of the experiments for various sizes of the grid world are reported
in Table 2. In particular, out of several samples considering various obstacle
placements, we always choose the one yielding the highest o, i.e., the most unsafe
control policy. The time to learn a control policy ranges from minutes of CPU
time for n = 10 to hours for n = 100. As it reasonable to expect, the time to verify
the DTMC grows with n for all the tools we consider. However, performance is
not homogeneous: TTV of COMICS increases of one order of magnitude from n =
25 to n = 50, while TTV of PRISM increases of two orders of magnitude, and it is
also consistently higher. Concerning MRMC, we can see that TTV increases much
slower than both PRISM and coMIcS. Our current conjecture is that MRMC data
structures are more efficient than COMICS and PRISM ones on problems of this
kind. If we consider repair, then we see that TTR is reasonable even on the largest
domain — less than one minute of CPU time, including both counterexample

14



generation by COMICS, and the execution of the repair algorithms itself. Similarly
to air hockey and icub reaching, the effectiveness of control policies is not hurt by
repair. From these results, we can conclude that repair confirms a non invasive
behaviour coupled with reasonable performance scalability.
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