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Abstract—Attribute-based encryption (ABE) has attracted
considerable attention in the research community in recent
years. It has a number of applications such as broadcast
encryption and the cryptographic enforcement of access control
policies. Existing instantiations of ABE make use of access
structures encoded either as trees of Shamir threshold secret-
sharing schemes or monotone span programs. In both cases,
the appropriate computations for these schemes are interleaved
with the standard operations for cryptographic pairings. More-
over, the resulting schemes are not particularly appropriate
for access control policies. In this paper, therefore, we start
by examining the representation of access control policies and
investigate alternative secret-sharing schemes that could be
used to enforce them. We develop new ABE schemes based on
the Benaloh-Leichter scheme, which employs only elementary
arithmetic operations, and then extend this to arbitrary linear
secret-sharing schemes. We then compare the complexity of
existing schemes with our scheme based on Benaloh-Leichter.
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I. INTRODUCTION

A fundamental requirement in multi-user computer sys-
tems is the ability to provide different levels of access
to different users. Access control is a service designed to
satisfy this requirement. Typically, an access control service
is policy-based. The data owner defines an authorization
policy which specifies the resources for which each user
has authorized access. An attempt by a user to interact with
a resource is interpreted as a “request” which is evaluated
by a trusted software component, often known as a “policy
decision point” (PDP). The PDP takes the request and the
policy as inputs and returns a decision indicating whether the
request is authorized or not. The policy enforcement point
is responsible for ensuring that all requests are evaluated by
the PDP and for enacting the decision returned by the PDP.

It is increasingly common for data owners to outsource
the storage of their data. However, the data owner may
not trust the storage provider to enforce the desired policy;
moreover, the data owner may be concerned that the storage
provider is “honest-but-curious” and may read data that it
stores. These factors have led to a resurgence of interest in
the cryptographic enforcement of access control [20]-[22],
although its origins go back 30 years to the work of Akl and
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Taylor [1]. In this model, the storage provider will release
(encrypted) data on request and the requesting entity will
only be able to decrypt the data if it possesses the relevant
decryption key. Thus, the enforcement of the access control
policy is based on the distribution of keys to the relevant
parties.

Most research on cryptographic enforcement of access
control focuses on schemes that facilitate encryption and
decryption of data (rather than the key management as-
pects of enforcement). Attribute-based encryption (ABE)
is a prominent example of this type of research [8], [15].
Ciphertexts and decryption keys are associated with attribute
sets and a user associated with a particular set of attributes is
provided with the appropriate key. Ciphertexts are computed
using a public key and the encrypter determines under what
conditions the ciphertext may be decrypted.

In this setting, an access control policy is specified in-
directly by identifying authorized sets of attributes. Thus
a policy may be considered to be a collection of subsets
of the attribute universe, which defines the authorized sets.
Hence, there is a natural correspondence between attribute-
based access control policies and secret-sharing schemes.
The set of authorized sets may be represented as an “access
tree” and the first ABE schemes encoded these parse trees
using threshold gates based on the Shamir secret-sharing
scheme [19]. Extensions to those schemes use monotone
span programs, which are alternative (but equivalent) repre-
sentations of linear secret-sharing schemes [4].

The resulting ABE schemes use cryptographic pairings,
because of their nice mathematical properties, and the op-
erations of the associated secret-sharing schemes, which in
turn determine the types of access control policies that may
be enforced. It is widely assumed that these schemes can
be used to enforce access control policies on behalf of data
owners who wish to outsource the storage of their data. We
believe it is worth examining this assumption by considering
how access control policies are usually specified by data
owners. This leads us to the conclusion that the secret-
sharing mechanisms underpinning existing schemes may not
be the most appropriate, and that there may be better ways of
instantiating ABE for a large class of access control policies.

The main contributions of this paper are to (i) develop a



canonical representation for access control policies specified
in terms of user attributes (ii) demonstrate how such policies
can be enforced cryptographically using simpler primitives
than are used in existing ABE schemes (iii) provide a
comparison of the costs of using our schemes and existing
ABE schemes. Our basic scheme, and one that will suffice
for any canonical representation, is based on the Benaloh-
Leichter secret-sharing scheme [7], which uses simple arith-
metic operations. We extend our construction to arbitrary
linear secret-sharing schemes. We do not claim that our
methods will always produce a more efficient enforcement
mechanism; indeed, certain kinds of policies are ideally
suited to ABE schemes based on the Shamir secret-sharing
scheme. However, we do claim many access control policies
do not have this form and that it is important to understand
the trade-offs that exist when considering ABE as a crypto-
graphic enforcement mechanism for a given policy.

In the next section, we describe relevant background
material and related work. In Section III, we explain how the
Benaloh-Leichter secret-sharing scheme can be used as the
basis for an ABE scheme and extend our approach to include
arbitrary linear secret-sharing schemes. In the following
sections, we analyze the security of our scheme and compare
the overheads associated with our scheme and those in the
literature. We conclude the paper with a summary of our
results and discuss opportunities for further research.

II. BACKGROUND
A. Access Control

Given a set of users U, a set of objects O and a set of
actions A, an authorization policy specifies which triples
of the form (u,o0,a), where w € U, o € O and a € A,
are authorized. An access control mechanism will evaluate
a “request” of the form (u,o0,a)—representing an attempt
by user u to perform action a on object o—by determing
whether it is authorized by the policy. If we restrict the set
of actions to read, as is customary when considering crypto-
graphic access control, then a request may be modelled as a
pair (u,0) and a policy specifies which pairs are authorized.

There are many different ways to represent an access
control policy. Access control lists, for example, define, on
a per-object basis, which users are authorized. In our setting
(with a single action), an access control list for a given object
is, therefore, just a list of users. Informally we might express
this symbolically in the form o < u; V -+ V u,,, to be
interpreted as: any one of the users w1, . . ., u,, is authorized
to read object o. Given a request (u,0), the access control
mechanism would locate the rule 0 < uq V --- V u,, and
check whether u = w; for some i. (Of course, we could
regard this as m separate rules of the form o < u; and the
access control mechanism would return the same decision.)

Alternatively, we may take a user-centric view of access
control, when we enumerate the objects for which a user is
authorized; such a list is sometimes known as a capability

list. Then we have rules of the form u < 01,...,u < 0O,
and request (u,0) is granted if there exists a rule u «+ o;
with 0; = o.

It is increasingly common, given the more distributed and
open nature of computing systems, to specify policies in
terms of users’ attributes (as in XACML 3.0,' for example).
A user may be authorized for object o if, for example, she
has an email address associated with a particular domain
name and is over the age of 18. In other words, the set
of authorized users is defined intensionally (on the basis of
user attributes), rather than extensionally (as used in access
control lists), reflecting the fact that the user population
for many computer systems can no longer be explicitly
identified.

Information flow policies provide the earliest examples of
policies defined in this way [6]. Each user and each object
is associated with an attribute, a security label taken from an
ordered set of labels. The set of authorized users for object
o is thus implicitly defined by a rule of the form o «+ /,
where ¢ € L is a security label: every user with security
label £ is authorized to read o. (In fact, we also have o < ¢’
for all ¢/ > 1))

To conclude this section, we define an attribute-based,
object-centric access control policy to be a set of rules of
the form o <+ By V---V B,,, where B; is some subset of the
set of attributes Att. Every user w is associated with a set
of attributes C' C Att. Then the request (u,0) is authorized
if there exists ¢ such that C' O B;. We may, dually, define
an attribute-based, subject-centric access control policy.”

B. Secret-sharing Schemes

A secret-sharing scheme is used to distribute sensitive
information between a set of participants / in such a way
that only particular authorized subsets of U can reconstruct
the secret. Such schemes are useful if a coalition of users
is required to perform some particular action. A secret-
sharing scheme defines methods for computing the shares
to be allocated to individual users and for reconstructing
the secret from a collection of shares. The threshold secret-
sharing scheme due to Shamir, for example, uses polynomial
interpolation to compute the shares and reconstruct the
secret [19]. In this work, we only need to consider schemes
in which the secret value and the shares that are used to
reconstitute the secret are taken from the same set, which we
denote by S. A collection of authorized sets .A C 24 is often
called an access structure. A may be defined by enumerating
all authorized sets or it may be defined intensionally. The
Shamir scheme is an example of the latter approach and

Thttp://docs.oasis-open.org/xacml/3.0/

21t should be noted that our policies are more coarse-grained than those
that may be specified in a language such as XACML. In particular, we
are making an assumption that the attributes of users and objects are taken
from the same universe, an assumption that is unlikely to hold in general,
but one that is accepted in the context of cryptographic enforcement of
attribute-based policies.



defines all subsets of size ¢, for some threshold ¢, to be the
authorized sets.

We define a distribution scheme for A to be a triple
(D4, R, p), where D 4 is a function that takes a secret s € S
and some vector of random values 7~ chosen at random from
R according to the probability distribution p, and returns a
vector of shares ((v;,s;) : v; € U,s, € S§,1 < i < N),
where N depends on .A. Note that we may have v; = v;
for some i # j. In other words, one participant may receive
multiple shares. Abusing notation somewhat, we will write:
D.(s, 7, u) to denote {(v;, s;) : v; = u), the shares given to
user u; and D4(s, 7, V) to denote ((v;,s;) : v; € V), the
shares given to users in V' C U. Given an access structure
A and a set of secrets S, a distribution scheme (D 4, ) is
a secret-sharing scheme realizing A if there exists a recon-
struction function R4 such that R4(V,D4(s, 7, V)) = s, if
V € A and returns L otherwise. > We omit the subscript .4
when it is clear from the context.

Henceforth, we may, in the interests of brevity, write
D(s) and D(s,u), rather than D(s,7) and D(s,u,7). (In
other words, it is tacitly assumed that D is a randomized
algorithm.)

C. Access Structures

The earliest secret-sharing schemes [9], [19] only worked
for particular classes of authorized sets. A (t,n)-threshold
scheme, for example, allows any set of ¢ (or more) users,
of a total of n, to reconstruct the secret. More generally, we
may wish to explicitly specify the sets of users authorized
to reconstruct the secret, rather than have those sets pre-
determined by the scheme (as is the case in the Shamir
threshold scheme).

A collection of authorized sets is often called an access
structure and is said to be monotonic if V' is an authorized
set whenever V' C U is an authorized set and V' D V. In
other words, a monotonic access structure is an order filter
in (2¥,C).* Since U is a finite set, an access structure is
uniquely defined by its minimal elements. Conversely, any
antichain {V4,..., Vi } in (2“4, C) uniquely defines a mono-
tonic policy (in which the set of authorized sets contains
every set that is a superset of at least one V;).> We call this
the canonical representation of an access structure. Thus,
the policy enforced by the Shamir secret-sharing scheme is
monotonic, and is defined by the canonical access structure
comprising all subsets of U of size ¢, which we will denote

by ()

3Strictly speaking, a secret-sharing scheme must satisfy the correctness
and perfect privacy criteria [4], which are properly defined in information-
theoretic terms. However, for our purposes, it is sufficient to capture
the intuition behind correctness and perfect privacy, which requires the
existence of a reconstruction function with the properties described.

4Given a partially ordered set (X, <), an order filter is any subset Y of
X with the property thatif t € X,y € Y andx >y thenx €Y.

5Given a partially ordered set (X,<), Y C X is an antichain if for all
v,y €Y,y <y ifand only if y = /.

Determining whether a collection of users forms an au-
thorized set is analogous to determining whether a logical
formula holds. In particular, the propositional variables
correspond to users and a valuation for a user set V C U
on these variables is defined by the characteristic function
of V. In this interpretation, each set B; is represented as a
conjunction of the attributes it contains, and the access is
the disjunction of the clauses representing B, ..., B,,. In
other words, we may regard an access structure as a formula
in DNF (with no negated propositional variables). We will
also make use of the parse tree of such a formula, where
convenient.

It will also be convenient to consider (monotone) formulas
that are not in DNF and formulas that use threshold oper-
ators. Accordingly, we introduce the n-ary operator X; (a
superposition of the A and V symbols) to denote the logical
operator that returns true if any ¢ of its n inputs are true.
Thus X7 is equivalent to V (the n-ary logical OR operator)
and X, is equivalent to the n-ary A operator (logical AND).
We will omit ¢ from X; when it may be deduced from the
context or is irrelevant.

D. Secret-sharing and Attribute-based Access Control

Suppose that we have an attribute-based object-centric
policy. Then, for a given object o, there may be several rules
of the form o < By,...,0 + B,,. A user u is associated
with a set of attributes C' and is authorized to access o if
there exists B; C C'. In other words, the authorization policy
is defined using a monotonic access structure defined by the
collection of all sets that are supersets of some B;, which
corresponds to the canonical access structure {By, ..., By}
(or ViZy Apep, b)- In this setting, the access structure is
defined over user attributes, rather than users (as would be
the case in a conventional secret-sharing scheme).® We can
deal with user-centric policies in a similar way; in this case,
it is the user that is associated with an access structure, which
implicitly defines those objects (defined by their respective
attributes) that are accessible to the user.

Alternatively, we may represent an access control policy
for o as an arbitrary logical formula. Thus, the policy a; A
(a2 Vas), for example, means that any user with attribute a,
and (at least) one of the attributes as and a3 is authorized
for o. However, bearing in mind the way in which access
control policies are usually represented as a list of alternative
“routes to authorization”, we will generally consider policies
in canonical form. Hence, the policy a1 A (as V as) will be
written as (a1 A az) V (a1 A as).

E. Cryptographic Access Control

Cryptographic access control can be implemented using
symmetric cryptographic primitives, and is particularly ef-

®In the simplest case, these attributes might be identifiers: each user is
assigned to exactly one attribute and each attribute is assigned to at most
one user. Then a policy is just an access control list containing the identifiers
of authorized users and, in this case, each authorized set is a singleton.



fective for information-flow policies [1], [2], [11]. Informa-
tion flow policies are “symmetric” in the following sense:
both users and objects are associated with a security label.
Informally, therefore, the “attribute” ¢ authorizes both users
and objects and we have o <— ¢ — s. Thus it makes sense to
have a key x(¢) associated with the security label ¢: object
o is encrypted using x(¢) and decrypted using the same
key. This has one important consequence that distinguishes
enforcement mechanisms that use symmetric primitives: it
enforces some degree of control over the encryption of
messages, unlike the asymmetric case where any party may
encrypt. A second interesting aspect of information flow
policies is that the set of security labels is ordered and u
is authorized to read o if A(u), the security label of w, is
greater than or equal to A\(0), the security label of o. Thus,
schemes that enforce information flow policies either require
each user to have multiple decryption keys (one for every
label less than or equal to A(w)) or a single key that can be
used to derive the other keys [11].

We can also use asymmetric cryptographic algorithms and
a secret-sharing scheme to enforce attribute-based access
control policies. In this setting, we assume the existence of
four algorithms: SetUp, Encrypt, KeyGen, and Decrypt.
SetUp and KeyGen are run by a trusted party: SetUp
establishes a master public key and corresponding master
private key. The latter is used by KeyGen to generate
decryption keys for the appropriate users. Encrypt uses the
master public key and may be performed by any party.
Decrypt is only successful if performed using an appropriate
decryption key.

When asymmetric primitives are used we may consider
two basic possibilities, which have come to be known as
ciphertext-policy and key-policy. The first takes an object-
centric view and enforces policies specified in the form
o < \/,B; by “embedding” the policy (defined by an
access structure) in the ciphertext. In this setting, an object is
encrypted with respect to an access structure \/, B;, while a
decryption key is associated with an attribute set. Key-policy
enforcement takes a user-centric view, enforcing policies
of the form w < \/, B; and embedding the policy in the
key. In this setting, objects are encrypted with respect to
an attribute set and decryption keys are associated with an
access structure.

F. Attribute-based Encryption

Goyal et al. developed a method of enforcing user-centric
attribute-based access control policies known as key-policy
attribute-based encryption (KP-ABE) [15]. The basic idea
is to associate each decryption key to an access structure
that is represented as a tree of threshold gates.” A protected
object (the plaintext) is encrypted together with a set of

"Note that a simple threshold secret-sharing scheme is rarely likely to be
appropriate. We are not aware of any attribute-based access control policies
that authorize any user that has ¢ out of n attributes.

attributes using a pairing-based (asymmetric) cryptographic
algorithm, which blinds the plaintext with a random secret
value r, and this value is shared according to the policy of
each key. The attributes are further encoded with part of the
random secret. Each leaf node corresponds to an attribute
and is associated with a share of the secret; an attribute may
appear in more than one leaf node. The blinding factor r can
only be removed by reconstruction of the secret, and this
can only be achieved if the ciphertext’s attributes satisfy the
policy of the decryption key. Bethencourt et al. developed
an analogous method of enforcing object-centric attribute-
based access control policies, known as ciphertext-policy
ABE (CP-ABE) [8].

The original instantiations of CP-ABE and KP-ABE,
which use threshold gates to represent access structures,
require the technique of polynomial interpolation associated
with Shamir’s secret-sharing scheme. Subsequent instanti-
ations have used monotone span programs [16, Appendix
A], which can represent any linear secret-sharing scheme,
of which Shamir’s scheme is a special case [4].

The first construction for an ABE scheme [18] addressed
a problem in biometric authentication, where identities are
represented by collections of attributes (biometric features).
Due to the “noise” that is always present in biometric
readings, it is customary to assume that a reading matches
a biometric template if some threshold number of attributes
match. Clearly, in this setting, it makes good sense to use
threshold schemes and the literature mainly uses threshold
gates as the basic building blocks of ABE schemes ever
since [8], [15].

In Section III, we argue that techniques based on the
Benaloh-Leichter secret-sharing scheme, or arbitrary linear
secret-sharing schemes, may be used to enforce attribute-
based access control policies. This leads to simpler rep-
resentations of the access structures and correspondingly
simpler cryptographic operations. The basic idea is to encode
the policy in canonical form, which corresponds to a tree
comprising three levels: the root node is a V-node; each
leaf node represents an attribute; and each of the remaining
nodes is a A-node.

Attribute-based encryption makes use of pairings, which
are functions defined over elliptic curves that possess certain
“nice” properties. Paterson et al. introduced the notions of
Type 1, Type 2 and Type 3 pairings [14]. The original
ABE schemes used Type 1 pairings, but recent work on the
discrete log problem has rendered Type 1 pairings effectively
obsolete [3]. It is generally accepted that Type 3 pairings
should be used, which we now define.

Definition 1. Given three multiplicative cyclic groups of
prime order p, G1, Go and Gp, where g1,g2 are re-
spectively generators for the first two groups, a function
e : Gy x Ga — Grp is a Type 3 bilinear map if it has
the following properties [17]:



e for all u € Gy,v € Gy and a,b € Zp, e(u®,v°) =
e(u,v)? (bilinearity);

o €(g91,92) = lg, forall g1 € Gy ifand onlyif g2 = 1g,;

o ¢(91,92) = lg, for all g2 € Gy if and only if g1 =
1g, (non-degeneracy), and

o there is no efficiently computable homomorphism be-
tween G1 and Gb.

We discuss relevant security notions for pairings in Sec-
tion IV-B.

Throughout the paper, we write [n] to denote {1,...,n}
and [0,n] to denote {0,...,n} (where n is a positive
integer).

III. KP-ABE USING ELEMENTARY OPERATIONS

Existing schemes for ABE make use of secret-sharing
schemes. In particular, they use access structures defined
using X-gates or represented by monotone span programs.
We believe that (a) neither representation is particularly use-
ful for practical access control policies; (b) these approaches
to secret-sharing require the use of algorithms that are more
complex than required. In this section we demonstrate how
KP-ABE schemes can be built using simpler algorithms and
access structures that are of direct relevance to access control
policies.

A. The Benaloh-Leichter Secret-sharing Scheme

Benaloh and Leichter developed a secret-sharing scheme
that can be used to assign shares for any monotonic access
structure [7]. In this setting, it is convenient to view an access
structure as a monotone formula. Informally, given a secret
s, the policy u; V uz can be enforced by giving s to each
user, while the policy u; Aug can be enforced by selecting a
value s’ at random and giving the values s’ and s — s’ to u;
and ug, respectively. Thus we can compute the shares for any
access structure, represented as a monotone logical formula,
by defining the parse tree of the formula and recursively
splitting a secret, working from the root node to the leaf
nodes.

Benaloh and Leichter observed that VV and A can also be
encoded using Shamir’s threshold scheme [7, §1], because
X1 and X2 are logically equivalent to V and A, respectively.
Benaloh and Leichter also noted that it is often simpler to
apply the direct methods described above and that these
methods are computationally simpler for A operators (and
equivalent for V operators). It is this observation, in the
context of cryptographically enforced access control, that
we will explore in the remainder of this paper.

In Section III-C, we demonstrate how the Benaloh-
Leichter secret-sharing scheme may be used to implement
KP-ABE. Henceforth, we will write KP-ABEg, to denote
this scheme and KP-ABEg;, to denote a KP-ABE scheme
based on Shamir’s threshold scheme, adapted for Type 3
pairings instead of Type 1. We then show how our con-
struction can be extended to arbitrary linear secret-sharing

schemes (of which Benaloh-Leichter and Shamir are special
cases), which we will denote by KP-ABEjggs, without
the need to make the conceptual jump to Monotone Span
Programs.

B. Linear Secret-sharing Schemes

Let S be a finite field. Then a secret-sharing scheme
is linear if for each (v;,s;) € D(s,7), s = aios +
Z§:1 i ;j7j, where the random vector 7 belongs to S*
for some ¢ determined by A and @; € S‘*! is fixed
(and thus independent of 7 and s). In other words, each
share is some fixed linear combination of the secret and
the elements of the random string. For brevity, we will
write &;.(s, ) to denote oy os + Z§:1 a; ;7;. Equivalently,
a secret-sharing scheme is linear if the secret can be re-
constructed as a linear combination of the user shares [4].
Given A, D(s,7) = ((v1,51),...,(vn,sn)) and V € A,
let Iy denote the set {i: (v;,s;) € D(s,7),v; € V'}. Then
a secret-sharing scheme is linear if for every V € A, there
exists a vector EV e SN, independent of s and 7, such that
Bvi=0ifi¢ Iy and

N
R(V,D(s,7)) = Bv.D(s,7) = > _ Bvisi.
i=1

All secret-sharing schemes considered in this paper are
linear. If a secret-sharing scheme realizing A is linear then
we may construct an N x (¢4 1) matrix M 4 in which the
ith row is &@; and D(s,7) = M 4- (s, 7). In Section III-D, we
show how to construct a KP-ABE scheme from an arbitrary
Linear Secret Sharing Scheme (LSSS).

Example 1. Suppose, for example, that A is defined by the
Sformula (ay A a2) V (a1 A a3). This defines a linear secret-
sharing scheme. Using Benaloh-Leichter to share a secret
s, we may select t1 and to at random and allocate t, and
to to a1, S — 11 to ag and s — to to as. Alternatively, if we
consider the (logically equivalent) access structure A’ given
by a1 A (az V ag), we select t at random and allocate it to
a1, and then assign s —t to both as and as. Whence we
have

0 0 1 0 1
My = 1 ~1 o and My =11 -1
1 0 -1 L

For A, a; receives two shares (determined by the first two
rows of M 4), whereas for A', ay receives a single share.
The set {a1,as} is an authorized set:

Blarasy = (1L,0.1,0) and Bf, = (1,1,0).

Note that for any Benaloh-Leichter scheme realizing
access structure A, M 4 will only contain elements from
{0,1,—1} and By,; = 1 if and only if ¢ € Iy. Informally,



then, the linear reconstruction of a secret in the Benaloh-
Leichter scheme for authorized set V' simply requires the
addition of all shares associated with V. This is something
we exploit in the next section.

C. KP-ABEg;,

We assume our access trees are in canonical form. The
equivalent logical formula is, therefore, in DNF and its
parse tree comprises a single root V-node, m additional non-
leaf A-nodes, and the ith A-node has |B;| children, which
are leaf nodes corresponding to the attributes in B;. As in
standard KP-ABE, we share the master secret ¢ between the
authorized sets. Applying the Benaloh-Leichter scheme, this
means each of the A-nodes receives ¢ and the leaf nodes of
the ith node each receive a share of ¢ such that the sum of
the shares is ¢.

Our scheme defines four algorithms: Setup, Encrypt,
KeyGen and Decrypt and assumes the existence of a
(public) Type 3 pairing e : Gy X Go — Gp and public
parameters g1 € Gy and g € Go, which are generators of
the respective groups. Setup and KeyGen are run by the
scheme administrator, while Encrypt and Decrypt may be
run by anyone. Encryption is performed using the master
public key and B, a subset of Att; decryption is performed
using a key associated with an access structure 4. Decryp-
tion is successful only if B € A.

o The Setup algorithm outputs public and private key
material. The private key material comprises secret
values ¢ and {t, : a € Att}. The public key material
comprises T' = e(g1,92)" and {T, : a € Att}, where
T, = gé“.

o Given the public key material, a message M and a set
of attributes B C Att, the Encrypt algorithm outputs
the ciphertext

(B, MT*{T; v e BY)

where s is a secret chosen uniformly at random.

o A private (decryption) key x(A) associated with an
access structure A is generated using the KeyGen
algorithm, which takes the private master key and
A as input. We share ¢ according to A using the
Benaloh-Leichter secret-sharing scheme. That is, for
each B € A, we select |B| values (0, p)ven, such
that ), 0, p = t. Then

def

H(A) = {Kb,B = g;’-b’B/tb :be B,B S A}

o The Decrypt algorithm takes a ciphertext (B, C, D)
and decryption key x(A), where A = {B1,...,Bn},
as inputs.

If B; C B for some i, then 7] € D for all b € B;.

Jt
Thus, we can use gfb’Bl/ " e k(A) and g5 € D to

compute
A
[T e(kom. ) = [T elor"™ ", 05")
beB; beB,;
= 1T (g1, g2)°>:
beB,;
= e(gr, g2)° e s

= e(g1,92)"

Now C = Me(g1,92)*", assuming the ciphertext is
well-formed, and hence we can remove the blinding
factor e(g1, g2)%! to recover M.

In summary, the simplicity of the algorithm for recon-
structing shares in the Benaloh-Leichter scheme means that
the procedure for reconstructing the term used to the blind
the plaintext (as part of the Decrypt algorithm) is signifi-
cantly simplified. (In schemes based on the Shamir threshold
scheme or monotone span programs, more complex compu-
tations, such as linear interpolation, are required.) In the next
section we show how the insights acquired from KP-ABEgy,
can be applied to arbitrary linear secret-sharing schemes.

D. KP-ABEjsss

KP-ABEg;, uses the fact that the Benaloh-Leichter
scheme has a particularly simple algorithm for reconstruct-
ing shares when the access structure is in DNF. We stress
this is unlikely to be a significant drawback in practical
situations: object-centric policies are generally expressed as
a set of rules, which leads naturally to a representation
in canonical form, as we have seen. However, existing
schemes are able to enforce policies based on arbitrary
linear secret-sharing schemes [16, Appendix A], using the
equivalence of monotone span programs and linear secret-
sharing schemes [4]. We believe the use of a monotone
span program (MSP) to represent a linear secret-sharing
scheme (LSSS) obscures the role of secret-sharing in the
construction of KP-ABE. Moreover, it is hard to conceive
of an access control policy that would be expressed directly
as an MSP, so it will be necessary to convert the policy
(represented as an LSSS) into an MSP in order to use
existing ABE schemes of this form. In this section, we
demonstrate how any LSSS can be used directly as the basis
for an ABE scheme, without the need to represent it as a
MSP.

As we have seen, a linear secret-sharing scheme for
A={By,...,B,,} essentially uses a matrix M 4 p for the
distribution algorithm and a matrix M 4 r for reconstruction,
where the ith row of M4 Rr is the vector 3; used to
reconstruct the secret for authorized set B;. Some linear
secret-sharing schemes, like Shamir’s and Benaloh-Leichter,
do not require the explicit construction of these matrices. In
fact, for policies with an exponential number of authorized
sets (as can easily be the case with threshold policies) this



would be infeasible. However, in our generalized construc-
tion, the decrypter must be able to compute the entries of
M 4 r for the row corresponding to the ciphertext’s attribute
set.® Informally, key fragments will have shares encoded
in their respective exponents: raising each key fragment
to some appropriate exponent (determined by (3;) and then
multiplying the key fragments results in a linear combination
of shares in the exponent, which is then used to reconstruct
the share (and subsequently unblind the message in the
ciphertext).

We now describe an algorithm RY(A, V) that, given
access to the D, R algorithms of a secret sharing scheme for
A, constructs the entries of M 4 r in the row corresponding
to set V: ﬁ = (Bvi1,...,Bv,n). We also state a result
asserting that this algorithm is efficient if R is, the proof
of which may be found in the appendix.

Briefly, R" picks a random secret s and distributes it
among V. It then applies the reconstruction algorithm to
the shares received, after decreasing the value of the first
share by 1. The result is used to deduce the value of the
first coefficient, and then the process is repeated until all
coefficients have been found.

RL(A, V)

s <i S s
D(s,V) — ((v1,09),-..,(vn,0n))
For1 <i<N:
o0, —1
s+ RV, {((v1,01),..,(vn,0N)))
By (s—¢)
o;+o0;+1
End for

Figure 1. The algorithm R“(A, V)

Claim 1. For every linear secret-sharing scheme
(8,D, R, Auth,U) for some A € Auth with polynomial-time
(in N) reconstruction and distribution algorithms, the time
complexity of algorithms RY-(A,V) and D-(A) is also
polynomial in N.

A similar idea can be used to construct a corresponding al-
gorithm for the distribution phase, D"(.A4), that can construct
the full matrix M 4 p. This algorithm is described in the
appendix and is used in the security analysis of Section I'V-C.

We now show how to modify the KP-ABEgp;, scheme
presented in the previous section to work with a given linear
secret-sharing scheme (S, D, R, Auth,i/) with S = Z,, and
U = Att.

Table I provides an overview of the four algorithms used
in KP-ABELsss.

8In our proof of security, it will also be necessary to be able to compute
the matrix M 4 p.

o The SetUp and Encrypt algorithms are unchanged.

o In KeyGen, we run the distribution algorithm for the
LSSS on input ¢, which results in a vector of shares of
the form ((b;,0;) : 1 <@ < N), where b; € Att. Then

K(A) = {Ki = g7/ <i<N}

o The Decrypt algorithm takes the ciphertext in the form
(B,C, D) and decryption key x(A) as inputs.
If B ¢ A then output L. Otherwise, construct 5 B using
RL. Then compute

N

N

, i/to;  stu, s

[T e, 1) = [T ea7 ™ g5 )7
=1 =1

N
= H6(91792)Sgiﬁ3‘i
=1

)S SN oiBB

= e(gh g2
6(91,92)St

Finally compute M = C/e(g1,g2)*.

Briefly, the idea of this construction is that a ciphertext is
multiplied by a blinding factor (g1, g2)*t. While e(g1, g2)
is public, the two random exponents, s and ¢, are not.
The exponent s is different with every encryption, so that
different ciphertexts are independent and can not be used to
decrypt other messages. This independence makes it possible
to use the same ¢ for every ciphertext. Each time a decryption
key is generated, ¢ is shared between the attributes in the
form of key fragments. Each key fragment is encoded as
an element of G; and is blinded by the (inverse of the)
secret value of the corresponding attribute. Conversely, the
ciphertext fragments encode the ciphertext exponent s also
blinded by the secret value of the corresponding attribute.
Ciphertext and key fragments for the same attribute are then
paired, so the attribute’s secret value cancels on both sides,
leaving the element e(g;, g2) raised to s multiplied by some
share of ¢. Notice that this is possible because, although
the decrypter usually can not execute the pairings for all NV
fragments in the key, the only fragments that are required are
those with Sp; > 0, which are precisely those for i ¢ B,
all of them known to the decrypter.

The products of key fragments (raised to powers deter-
mined by 5 ) allow us to form the scalar product EB.D(t)
in the exponent of e¢(gy, g2). Thus, we are able to recover the
ciphertext. We use the term “lift” (and related terms) to refer
to the computation of a linear combination in the exponents
of a fixed base, which is usually clear from the context and
so is omitted. For example, if a secret is s, the lifted secret
is g7 in base g;. Notice how it’s impossible to use fragments
from different ciphertexts because these would have different
values for s and would be incompatible.



Table T
ALGORITHMS USED IN KP-ABEj,sss

Algorithm Inputs Outputs

Setup Attribute set Att Private master key ({tq : a € Att},t)
Public parameters (G1, G2, Gr,g1,92,p,e)  Public master key ({70 : a € Att},T), where Tu = g5*, T = e(g1,92)"
Public master key

Encrypt Message M Ciphertext (B, MT?, {TbS :be B})
Attribute set B C Att

K Access structure A . { oty gy $ }

eyGen i Decryption key { K; = g, :{(biy0:), ..., (bn,on)) «— Da(t)

Private master key

Decrypt  Ciphertext (B, C, D) Plaintext M if B € A (and L otherwise)

Decryption key r(.A)

IV. SECURITY ANALYSIS

In this section we prove that our constructions are secure.
The proof is a generalization of the proof of security for
KP-ABEg;, by Goyal et al. [16], but does not require the
use of monotone span programs.

A. Secret-sharing Schemes

An information-theoretically secure secret-sharing scheme
(S,D, R, Auth,Uf) satisfies two properties [4], [5]:

e The scheme is said to be correct if for all A € Auth,
any authorized set of users V' € A can recover the
secret by executing the reconstruction algorithm on
their subset of shares.

PrRa(V.Da(s,V)) =s] =1

o The scheme is said to have perfect privacy if for every
two secrets s1,52 € S, for every unauthorized set T’
and for every possible vector of shares w = {((v;, 0;) :
Vi € T>,

Pr[Da(s1,7,T) = w] = Pr[Da(sz2, 7, T) = .

Informally, every unauthorized set of users T ¢ A is
unable to compute anything about the secret from their
shares.

B. Security Definitions and Assumptions

We adopt the “selective-set” security definition used by
Goyal et al. [15], which is reproduced in the appendix. The
original ABE schemes [8], [15] used Type 1 pairings and the
proof of security relied on the assumption that the standard
decision bilinear Diffie-Hellman (DBDH) is hard. However,
Type 1 pairings are now regarded as either insecure or very
slow (depending on the size of the security parameter),
and Type 3 pairings are preferred [3]. For that reason, our
constructions make use of Type 3 pairings.

The standard DBDH assumption only applies to Type 1
pairings. Generalizations of this assumption—distinguished
by parameters (i, 7, k) specifying the groups from which the
elements in the challenge are chosen—are now used [10].

Informally, the assumption states that it is hard to distinguish
the element of a target group corresponding to zyw when
only given access to x, y, w as elements of two source groups
encoding these values. The indices i, j,k € {1,2} define
what group is used to encode each of x,y, w. However, we
were not able to prove the security of our scheme on the
basis of any of these assumptions.’

We believe a natural extension of the DBDH assumption
to the asymmetric setting is one that provides the adversary
with all the possible information about x, y, w in the spirit of
DBDH, that is, encoding each value in both source groups.
Nevertheless, in some cases we do not need all that informa-
tion, and so we formalize a generalized hardness assumption
DBDH; ;i for DBDH;M, the adversary receives group
elements, g7, g;’ and gy, where i,j,k € {1,2,+} and the
value * indicates the adversary receives a group element
from Gy and Ggo for the corresponding exponent (so the
adversary may receive as many as six group elements).

More formally, we fix a generator G that returns three
groups of prime order p, a Type 3 pairing between them
and generators for the first two groups, and define the
distinguishability experiment shown in Figure 2, where B
is an adversary, 6 € {0,1} and X is the security parameter.

. Exptg’BBDHi’j’k’é(lk):

$
I= (GI7G27GT7917927P’ 6) — g(1A>
az:,y,w<i Ly,
TYyw $
Zy < e(91,92)""; Z1 <+— Gr

L+ {}

If i = x, then v < 1 U {g7, g5} else v < U {g7}

If j ==, then v < cU {g}{, g%} else v + LU{g;-/}
If k = x, then L%Lu{g}”,gé"} else L%LU{glz‘)}
Return & +>— B(1,¢,Zs)

Figure 2. The experiment used to define the DBDH ik assumption

9Like the scheme of Goyal et al., our scheme can be proved to be
“secure” for Type 1 pairings under the standard DBDH assumption.



Definition 2. Define the advantage of B in
Exptg?BDHi’j’k’é(lA), denoted AdvgngDHi’j’k(/\), to be
! DBDH? ., 6
‘Z(fl)‘sPr[ExptgyB k(12 — .

6=0

Then the DBDH;,, assumption holds if for any PPT

adversary B, AdvgBBDHi’j"“()\) is negligible in the security

parameter )\, where the probabilities are taken over all coins
used in the experiment.

C. Security of KP-ABE1sss

We prove security under the DBDH*{m2 assumption. That
is, the adversary receives g7, g¥, gy, g% in the challenge.

Theorem 1. If there is an adversary A = (Ao, A1, A2)
that can break KP-ABE1sss in the selective-set model with
advantage e, then there is another adversary B that can win
the DBDHT’*Q game with advantage € = 2e.

Proof: We construct an adversary B that tries to win the
. DBDH; ; .0 . . .
experiment Exptg g~ 7" (17). It does this by simulating

the experiment Expti‘ffg]’éf 444 (1) for an adversary A =
(Ao, A1, Az). Adversary B is defined in Figure 3.

The values X, Y7, Ys, W received by B implicitly define
variables z,y, w such that X = g7, Y1 = g, Y2 = g3 and
W = ¢¥. In B’s simulation, the public key is composed of
n independent random elements in G5, plus one value equal
to e(g1,g92)*Y. This is exactly the same distribution of the
public key in the original scheme, if we let xy take the role
of t in the scheme’s definition.

When B crafts the challenge for A, the fragments W
can be rewritten as 7;". Thus, B uses w in the role of s in
the scheme’s definition. When § is 0, Q = (e(g1, g2)*¥)"
plays the role of T°. In this case, the challenge ciphertext
is correctly produced according to the rules of the real
game. If () is a random element, the encryption produced
in the challenge phase is just a random value that holds no
information about M,,. We denote by t; the value log,, T;.
Notice that this is implicitly defined in the Setup phase as
either ¢; or yt;.

In order to correctly simulate the experiment for A, B
has to answer its oracle queries adequately. By the rules
of Expt3eoa . (11), A can only submit key generation
queries for pdlicies that do not authorize the set B. We
describe the way B answers these queries and at the same
time justify why this is a good simulation of the original
game.

When B receives a key generation query for a policy A4,
it must produce key fragments that embed the shares of zy
for that policy. One way to do this is by computing shares
to z first. Using D" to obtain the coefficients @; for A, and
knowing X = ¢gf and 7= (r1,...,7y), it would be possible

B(1,:,Q):
Init:
(G1,G2,Gr,p, 91,92, €) < I
(Xa Y17}67W) L
B+ Ay
Setup:
R e(X,Ys)
For i € Att:
-7,
- If i € B then T «+ g4 else T; + Yy
PK =(T1,...,T,,R)
Phase 1:
(]\407 M1, St) — A?(PK)
Challenge:
{01}
E<* (B,M,-Q,{W" :ic B)})
Phase 2:
w < A9 (st, E)
If 4/ = pu Return 1 else Return 0

Figure 3. Adversary B

to compute each lifted share by:

4

o, P Qi T ai,O'fE+E€:1 QT

91 :Xa’o'Hgl'JJ:% ’ , (D
Jj=1

<(U,‘,O’i) 1€ [N]) «— D(l‘,F) (2)

However, to produce a well-formed challenge ciphertext,
B must produce the fragments K; = Yfi/ % But (1) reveals
the lifted share, not the share itself, and so B can not use that
strategy to compute the answers to oracle queries. Therefore,
the shares for 7 € B have to be directly picked by B in the
simulation and the others have to be implicitly computed in
a consistent way such that the shares of the attributes in B
can not recover gi.

B runs D'(A) to obtain M 4 p and write the shares as a
product & = M 4 p - (z, 7). Since 7 is chosen at random and
independently of x, this matrix has rank ¢ + 1. The shares
are individually random and any set of linearly independent
shares has at most £+ 1 elements.

Since B is an unauthorized set for .4, it must have
at most m < { linearly independent shares. Otherwise,
the unauthorized users in B could write the linear system
M p-(z,7) = &, with (x, 7) as unknowns. This would have
a unique solution and the shares would determine the secret
x. B can thus choose the values of these m shares uniformly
at random, knowing that they will be insufficient to recover
x. However, B must now produce the values of all the
remaining shares. At this point, the system M 4 p-(x,7) = &
has one unknown fixed (the secret z, implicitly fixed by X)
and m values in the results vector ¢. This turns it into a



smaller system with m equations and ¢ unknowns, which
therefore has only m independent columns.

To solve this system, B needs to determine the full vector
7. It picks a set of m independent columns and randomly
chooses the values for the elements in 7 corresponding to the
remaining columns. This creates a system with m unknowns
and m independent equations. The solution of the system,
i.e. m elements of 7, can then be uniquely determined, taking
care to treat x symbolically, since it is not a free variable
but its value is not known. In general, the solutions for r;
will be of the form ~;x +4; for some constants y;, ;. Now,
all the shares can be produced by computing

o= MA,D . <£E,77>
= M.AA,D : (<55a’Yl$>~ .
= 26" + &,

,’}/gl'> + <O7615"-a6€>)

where we have rewritten & as x5 + &°.

This construction guarantees that for i € B, o, = 0,
since this value was either directly chosen or was linearly
dependent on a set of m values directly chosen. Therefore,

B can compute the fragments K; = Yfi/ t by:

8y

Y/t i€B
Sy

Xol/t g7l g B

B executes in polynomial time: D' is a polynomial
algorithm and the matrix manipulations all can be done in
polynomial time, which means B is a legitimate adversary.

Finally, we compute the success probability of B. When B
receives a correct e(gy, g2)*¥" tuple, it perfectly simulates
the experiment for A. Let G, represent A’s output in this
game, where p stands for the random challenge bit chosen
by B. Then, A’s advantage is € = | Pr[G; = 1] — Pr[Gy =
1]] = |1/2Pr[G, = p] — 1/2|. On the other hand, let H,,
represent A’s output when B receives a random tuple. In this
case, the challenge it gives A has no information about either
of the plaintexts chosen by A and so Pr[H, = u| = 1/2.

B’s advantage is linked to whether A wins its game or
not, and can be written as ¢ = |Pr[G, = pu] — Pr[H, =
p]|- Rewriting Pr[G,, = p] = 1/2- (Pr[G1 = 1jp = 1] —
Pr[G; = 1|b = 0]) + 1/2 we have ¢ = 1/2 - |(Pr[G; =
Hp=1-Pr[G1 =1jp=0))|=1/2 e

Since DBDH] , , is assumed to be hard, B can only have
negligible advantage, and so any adversary A trying to break
ABE will also have negligible advantage. This shows that
ABE is secure in the set-selective model. ]

V. CANONICAL ACCESS STRUCTURES

We now have four methods for constructing shares to
be used in an ABE scheme: (i) Shamir threshold scheme,
(i) Benaloh-Leichter scheme, (iii) linear secret-sharing
scheme, and (iv) monotone span programs.

These schemes can enforce exactly the same policies,
although with with differing costs. Beimel established the
equivalence between (iii) and (iv) [4]. Any monotone access
policy over a set of attributes At¢, which includes those
specified by linear secret-sharing schemes, can be specified
by a DNF and thus be realized by the Benaloh-Leichter
scheme and a tree comprising only V- and A-gates. But
the Benaloh-Leichter scheme itself is a linear secret-sharing
scheme, which proves the equivalence between (ii) and (iii).
Any structure represented by a DNF can also be represented
by a threshold scheme, since threshold gates can simulate V
and A gates. Thus, (ii) and (i) are equivalent.

We have argued above that it is more natural to specify
an access control policy as a canonical access structure
rather than an arbitrary monotonic access structure or MSP.
But to implement a real scheme, we have to choose a
specific kind of secret-sharing scheme to instantiate the
general construction. In the rest of the paper, we compare
the most commonly used scheme (Shamir) with our proposal
to use Benaloh-Leichter schemes, and explore which of
these schemes is most suitable, in terms of key storage
requirements and encryption/decryption time, for different
classes of access structures. One class of access structures,
for example, is the set of all threshold policies, where the
authorized sets are all the t-subsets of n users, 1 <t < n.
A second class of access structures is the set of all DNF
formulas.

The original ABE schemes can encode arbitrary X;-gates.
This means that some access structures are very easy to
represent as a tree, not least those in which the set of (min-
imal) authorized sets is all subsets of size ¢ (which would
require n leaf nodes and a single root node). Moreover, the
corresponding canonical representation using only A- and
V-gates would require ¢('}) leaf nodes and (/) + 1 non-leaf
nodes.

Why, then, would we use an ABE scheme based on the
Benaloh-Leichter scheme that can only encode A- and V-
gates? The answer is twofold: first, it is simpler to compute
the shares and reconstruct the secrets, because no polynomial
interpolation is required; second, policies that are easy to
encode using arbitrary threshold gates are not common in
the context of access control. Attribute-based access control
is usually performed in the context of a set of attribute types,
each of which having an associated domain of values. A rule
or policy component is usually specified in terms of one
attribute value for each of the attribute types (as in XACML
targets, for example). Thus, we might specify a rule that says
a user with an attribute of type role equal to doctor and an
attribute of type location equal to internal is authorized for a
particular object. It is less likely that we will need a rule that
says a user having any three role attribute values out of five
is authorized for some object. And it is even more unlikely
that we would define an authorization policy using a MSP. In
short, reasons of computational efficiency and relevance to



practical authorization policies may make it more attractive
to use an ABE scheme derived from the Benaloh-Leichter
secret-sharing scheme.

To simplify the analysis and because of their practical
relevance, we first consider canonical access structures.
(We consider arbitrary monotonic access structures in Sec-
tion VI.) The canonical access structure {Bj, ..., B,,} may
be represented as a tree of depth 3 in which the degree of
the root is m and the degree of the ith node in the next level
is the cardinality of B;.

We may assess the suitability of an ABE scheme by
considering the size of ciphertexts, the size of decryption
keys, the time taken to encrypt a plaintext, and the time
taken to decrypt a ciphertext. The constructions for KP-
ABE [15] and CP-ABE [8] generate ciphertexts and keys
whose lengths are linear in the size of number of attributes
and the size of the access structure. If N = Y7 |B;|
represents the number of leaf nodes in the access tree
(equivalently, the total number of shares distributed by the
secret-sharing scheme) and n the total number of attributes
in the system, then the size of the ciphertext in a KP-ABE
scheme is O(n) while the size of the decryption key is
O(N). For CP-ABE, these relations are reversed. Encryption
time is at most linear in the size of the ciphertext.

We now perform a more fine-grained analysis of the
complexity of decryption and key generation for KP-ABEp,
and a Type 3 version of the KP-ABEg;, scheme of Goyal et
al. ( [15]).

A. Decryption Key Size

The size of a decryption key is determined by the number
of leaf nodes in the access tree and the pairing, and is
independent of the nature of the secret-sharing scheme.
The number of leaf nodes in a canonical access tree is
N = """, |B;| and the total number of nodes is at most
1+m+ N (with equality if the access structure contains no
singleton sets).

o In KP-ABERp;, key generation requires the computation
of the key fragments, which first requires the compu-
tation of appropriate shares. The computation of the
shares for the elements of B; requires | B;|—1 additions.
Each key fragment requires a single exponentiation.
Thus, in total, key generation requires N —m additions
in Z, and N exponentiations in G;.

o In KP-ABEg;, key generation again requires the com-
putation of the appropriate shares before the computa-
tion of the key fragments. In this case, we evaluate the
polynomial defined for A-nodes to compute the shares
for the associated leaf nodes. Specifically, to compute
the share for the jth element of B; we must evaluate
q(%,7), where

is the polynomial associated with B;. Since for each
polynomial we have to evaluate z2, ..., z!5:=1 where
x=1{2,...,|B;| — 1}, we can reuse the computations
made for the largest B; in the computations of the other
polynomials. Letting b = max {|Bi],...,|Bn|} < n,
this requires at most (b — 2)? multiplications in Z,.
For each B;, we compute the terms ai’gxe for ¢ =
2,...,|B;|, with at most ;" (|B;| — 1)> more mul-
tiplications in Z,; and then Y ., (| B;| — 1)? additions
to finally compute the several ¢(i,z). The number of
multiplications required is at most n* + >, (|B;| —
1)2 < n?+N?%—2N +m. Key fragments are computed
as in KP-ABEg;,.

In other words, key generation in KP-ABEg; requires
O(n? + N?) multiplication operations in Z, that are not
required in KP-ABEg;,. Thus, the difference in the cost of
key generation in KP-ABEg;, and KP-ABEgy, is determined
by the cost of the multiplication operation.

B. Cost of Decryption

We now consider the cost of decryption. In KP-ABEgy,
(and KP-ABEgy,), decryption first requires the identification
of a set B € A such that B C B, where B is the attribute
set associated with the ciphertext. The differences arise when
we come to reconstruct the secret from the shares.

o In KP-ABEg;,, we must first recover the lifted shares
by computing the pairings between the key and the ci-
phertext fragments associated to B. Then, we compute
their product, requiring |B| — 1 multiplications in G
and |B| pairings,

o In KP-ABEgy, for each share we have to compute the
respective Lagrange coefficient, its pairing and combine
the two. Then, we compute the product of all resulting
terms.

For each share, the Lagrange coefficient is the product
of |B|—1 ratios of the form j/(j —i). For each j € B,
we require | B|—1 divisions and | B| —2 multiplications.
The difference in cost between KP-ABEg;, and KP-
ABEgy, is then |B| exponentiations in Gr, and 2| B|* —
3| B| multiplications in Z,.!°
In other words, for canonical policies, the calculation of
Shamir gates causes an increase in cost due to the com-
putation of O(N?) multiplications in Z, and O(N) expo-
nentiations in Gr. The latter is likely to be the dominating
cost.

C. Using Symmetric Primitives

Before proceeding further, we note that we can represent
any attribute-based policy implemented by KP- or CP-ABE
as an information flow policy and then use symmetric
primitives to enforce it. A basic assumption of ABE is

10For simplicity, we ignore the cost of computing the inverses and assume
the cost of division is equal to that of multiplication.



that an access control policy may be defined as a secret-
sharing scheme, with attributes replacing users in such a
scheme. Thus, in KP-ABE, a user is associated with an
access structure {B1, ..., B}, and an object is associated
with a set of attributes C.

Accordingly, we may encrypt the object M with a sym-
metric key x(C) and encrypt x(C) with x(D) for all
D C Att such that D O C. The ciphertext is defined to
be

(Enc(n(C),M), {Enc((D),x(C)): D2 C} )

where FEnc(k, M) denotes the symmetric encryption of
message M with key k. Finally, the user associated with
access structure {B’...7Bm} is given the set of keys
{k(B1),...,k(Bm)}. To decrypt, the user (if authorized)
decrypts (C') and uses this to decrypt M.

Thus, the size of the ciphertext is O(2™) in the worst case,
the size of the decryption “key” is O(m), and decryption
is O(1). Note that the size of the decryption “key” is
smaller, both in relative terms (since m key components,
rather than N, are required) and in absolute terms (because
symmetric keys will be an order of magnitude smaller
than their asymmetric counterparts). The use of symmetric
primitives also means that the ciphertext expansion may
not be too problematic in practice. Using KP-ABE, we
must include O(n) group elements in the ciphertext to
assist in the reconstruction of shares by the decryption
algorithm. Given the order of magnitude by which the size
of symmetric and asymmetric components are likely to
differ, for relatively small values of n the ciphertext expan-
sion may be acceptable. Moreover, in standard approaches
to cryptographic enforcement using symmetric primitives,
the encrypted keys { Enc(x(D),x(C)) : D 2 C'} are made
available through some central point, not included with the
ciphertext. Hence there is no ciphertext expansion, although
storage for the public information will be required. We can
also reduce the amount of public information, at the expense
of increasing the amount of work required to decrypt [2],
[11]. In summary, it is always worth considering symmetric
primitives for cryptographic enforcement of access control
policies.

VI. MONOTONE ACCESS STRUCTURES

In this section, we consider monotone access structures
that are represented by logical formulas using only the
V- and A-operators. Such an access structure may be rep-
resented as a rooted tree whose leaves are labelled with
elements of A (which may be repeated). We compare the
costs of key generation and decryption in KP-ABEg;, and
KP-ABEg;..

A. Key Generation

We have seen that the size of the decryption key is
directly related to the number of leaves in a canonical

access tree. We also saw that any differences that exist
between KP-ABEg1, and KP-ABEgy, arise when considering
A-nodes. In particular, generating the shares in KP-ABEgy,
for a A-node requires d — 1 additions, where d is the
degree (number of children) of the node; in KP-ABEg), the
same node requires approximately 2d? multiplications as
well as (d — 1)? additions. As in Section V, we can pre-
compute and re-use some of the values required to evaluate
the polynomials associated with A-nodes in KP-ABEgy,
requiring no more than dfnax multiplications, where dpax 1S
the maximum degree of any A-node. Summing over all the
A-nodes in the tree, the total cost of generating the shares in
KP-ABEg;, requires an additional O(n?+7?) multiplication
operations, where T' denotes the total number of nodes in
the tree.

B. Decryption

A secret needs to be reconstructed at every intermediate
A-node (but not at intermediate V-nodes). As we saw
in Section V, the reconstruction for a single A-node in
KP-ABEg;, requires an additional d exponentiations and
2d?> — 3d multiplications, where d is the degree of the
node. For an arbitrary access structure, we may have to
evaluate more than one such node (unlike the case for
canonical access structures). We can reuse the ratios for
the Lagrange coefficient, meaning we require no more than
O(n?) multiplications for these computations, and O(N)
exponentiations over the entire structure.

C. Optimal Access Structures

Clearly, it is advantageous (whether we wish to use KP-
ABEg;,, or KP-ABEg,) to reduce the number of leaf nodes
because this will reduce the size of the decryption key.
However, one significant advantage of the canonical access
structure is the ease with which decryption itself can be
performed (because we simply need to identify whether the
attribute set under which the ciphertext was encrypted is
a superset of one of the authorized sets encoded in the
decryption key). Moreover, decryption for canonical access
structures only requires the evaluation of one A-node, unlike
the case for arbitrary monotone access structures. Thus there
is a trade-off between the size of the decryption key and the
cost of decryption (as one might expect).

We define the size of an access structure to be the number
of leaf nodes in the tree representation of the formula.
Thus the size of a structure in canonical form is simply the
sum of the cardinalities of its authorized sets. A monotonic
access structure may be equivalent to two or more monotone
formulas, with disjunctive normal form and conjunctive
normal form being two obvious alternatives (and decryption
requires the evaluation of a single A-node in both cases,
albeit for different reasons). We define the complexity of a
monotone access structure to be the minimum size of an
equivalent logical formula. Note that the size of an access



structure’s canonical representation is not equal, in general,
to its complexity (as the example (a1 A a2) V (a1 A as),
which is the canonical representation of a; A (a2 V as),
demonstrates).

When considering cryptographic enforcement of access
control, it is likely, as we have already argued, that we will
start with a canonical access structure. Thus an interesting
area for future work is to investigate the computation of
an optimal access structure from a canonical one. The
definition of “optimal” may well depend on the desired
trade-off between the number of key fragments (which
will be determined by the amount of storage available
for decryption keys) and the time required for decryption.
In particular, the optimal access structure may not have
minimal size. A natural starting point would be to consider
the conversion of DNF monotone formulas into equivalent
CNF monotone formulas (and vice versa), for which some
results are known [12], [13]. However, there will clearly be
a role for experimental work because the relative cost of
multiplication and exponentiation will have a bearing on the
total cost of decryption. These are all issues that we hope
to address in the near future.

VII. CONCLUSION

In this paper we have argued that if we wish to use
cryptographic methods to implement access control then
we should properly understand the access control policies
that are likely to require enforcement. We further argued
that most attribute-based access control policies will be
represented as a collection of authorized sets of attributes.
Most importantly, this collection is likely to require explicit
enumeration.

On the other hand, existing ABE schemes are based either
on trees of threshold gates or monotone span programs
(MSPs), neither of which have much relevance to the ac-
cess control policies that are likely to require enforcement
mechanisms. We can, of course, enforce an access control
policy in canonical form using KP-ABEgy, but, as we
have seen, this will incur additional costs, both in terms
of generating decryption keys and in decryption itself. We
may also be able to translate a canonical access structure
into an equivalent structure with a more efficient KP-ABEgy,
enforcement scheme, although we believe it is unlikely that
such a structure with this property exists for every canonical
structure.

Another issue with existing approaches is the requirement
to perform the computations needed in threshold secret-
sharing schemes or MSPs as part of the cryptographic
processing, thereby increasing the computational overheads.
In particular, we can see no good reason to use ABE schemes
that make use of monotone span programs. First, it would be
necessary to transform an access control policy into a form
that was suitable for enforcement using MSPs (which im-
plies an equivalent representation as a linear secret-sharing

scheme). Second, we have shown there exists an equivalent
scheme that only requires us to use the linear secret-sharing
scheme that enforces the policy.

We have proposed a more direct encoding of access
control policies using the Benaloh-Leichter secret-sharing
scheme. The distribution and reconstruction algorithms for
this scheme are particularly simple to compute, making the
related ABE schemes more efficient. This may be an impor-
tant consideration for end-users with limited computational
resources. We also extend our methods to use arbitrary linear
secret-sharing schemes. While this may not have the same
practical impact, it is of independent interest that we do
not require the “machinery” of MSPs to enforce policies
based on linear secret-sharing schemes. A further technical
contribution is to modify existing schemes to work with Type
3 pairings, rather than Type 1 pairings, although our proof
of security does require a modification to existing DBDH
assumptions.

There are a number of opportunities for further research
in this area. Our analysis in this paper has concentrated
on key-policy ABE. We would like to derive an analogous
ciphertext-policy ABE scheme and perform a comparative
analysis with existing schemes. We would also like to
consider the representation of access control policies in more
detail, as we discussed in Section VI. We are currently
implementing our schemes and hope to report some exper-
imental results soon.
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APPENDIX

A. The D" Algorithm and Proof of Claim 1

In this section, we describe DU, the distribution algorithm
analogous to the reconstruction algorithm RL. The difference
is that D- has to produce a matrix with £ + 1 coefficients
for each share. The computation of the corresponding coef-
ficients proceeds in exactly the same way as for RL, but we
successively decrease the random values r; instead of the
shares.

Proof of Claim 1: We first consider R“(A, V). By
assumption, the complexity of R is O(N*) for some integer
k. The complexity of Rt is O(INV) times that of R and so its
complexity is O(N*+1),

Considering D%, the algorithm requires the execution
of D a total of 1 + N - (¢ + 1) times. Without loss of
generality, we can assume that N > ¢. As above, we take
the complexity of D to be O(N*) for some k, and following
the same reasoning we conclude that the complexity of D"
is O(N*+2). [



DY(A) :
5 8 St
g < S
D(ro, #) — ((vi,0,) 1 i € [N])
For i € [N]:
For j € [0, £]:
T — Tj— 1
D(ro,7) — ((vi, 0}) i € [N])
Qi <— 0; — 0'2
T «— Tj +1
End for
End for

Figure 4. The D' algorithm

B. Generic Security Definition for KP-ABE

The selective-set security definition for KP-ABE is de-
fined by the experiment in Figure 5. We define an ex-
periment (see Figure 5) ExptAffg’E‘f a1:(1) for a given
adversary A = (Ao, A1,Az), a KP-ABE scheme ABE =
(Setup, Enc, KeyGen, Dec) and a fixed set of attributes Att.

EXptiftAsg"E/fAtt (1%):

Init

(B, st) & Ay, where B C Att

Setup

(PK, MK) « Setup(1*)

Phase 1

(Mo, My, st) <~ AP (PK, st)

Challenge

E <& Enc(PK, B, M,,)

Phase 2

WS AQ (B, st)

Guess

Return

O(A):
If B € A Then Reject
Return KeyGen(A, PK, MK)

Figure 5.
schemes [15]

The experiment used to define the security of KP-ABE

The advantage of A when playing the SetSel game is

defined to be
1
SetSel,u
Advi?tAS]%IE,Att()‘) = Z(_l)# ’ PT[EXPtA;BEl,Att(l)\) = 0]
pn=0

Definition 3. An Attribute-Based Encrytpion scheme
ABE = (Setup, Enc,KeyGen,Dec) is secure in the
selective-set model of security if all polynomial adversaries
A = (Ao, A1,Aq) have negligible advantage in the SetSel
game.

C. About MSPs and LSSS

We proposed a scheme for KP-ABE based on a generic
linear secret-sharing scheme. However, Goyal er al. give
a construction based on MSPs representing any such
scheme [15]. Why then our proposal?

There is not a big difference of performance in both
constructions: the only part where they differ is in the
handling of the shares of the ciphertext’s blinding factor.
This includes both the creation of the shares, used in Key
Generation, and the reconstruction of the secret exponent,
used in decryption. All other steps are exactly the same,
including the whole setup and encryption process.

It is useful to observe that both versions subsume the
tree representation policies seen before in this paper. This
is because each node in the tree represents a linear secret-
sharing scheme, then the tree as a whole represents a
linear scheme itself, and can be summarized only by the
coefficients of the corresponding M 4 p matrix.

The creation of shares in our construction can obviously
be done by invoking once the share distribution algorithm
as a black box. In [16], the same is done by starting from
a matrix of N/ entries, where ¢ is the number of random
“pieces” (values in Z,) that are necessary for the creation of
the shares, and N is the number of shares, and multiplying
the matrix by the randomness vector to obtain the list of
shares.

From the point of view of an implementer of an ABE
scheme, these two versions may differ in two things: the
amount of information that has to be stored and manipulated,
and the time it takes to do that manipulation. The MSP
matrix will take N/[Z,] bits, where [Z,] stands for the
size of the representation of one element in Z, and is at
least log p. In comparison, a share distribution algorithm will
usually compute these coefficients as needed, which leads to
much smaller storage requirements.

For an example, consider Shamir’s LSSS. Its distribution
algorithm first picks a random polynomial of degree ¢ — 1,
P(x) = s+ Zf;é a;x'. Then, it computes P(j) for
j €{1,..., N}. The values in a possible MSP’s matrix'! are
the powers ;' fori € {0, ..., — 1}. In the share distribution
algorithm, these values may be implicitly computed. All
that the program needs to have is the parameters: ¢, N, p.
These can be represented simply in O(log N +1log ¢+ log p)
bits. For large enough values of these parameters, the whole
program will be smaller than the corresponding matrix.

Regarding the computation time, the matrix method re-
quires time at most O(N (£ + 1)). As for the black-box al-
gorithm’s complexity, we can only assume that it is efficient
in practice which means it must be upper bounded by some
low-degree polynomial in the number of shares.

1Note that in this case it is not necessary that s = Zf:l ri, as is
required in [16]. That is an unnecessary condition, since we can express
the secret s as any linear combination of the r; values by a target vector
with £ coefficients, that replaces the T vector of [16].



In decryption, both methods have to start by computing
the reconstruction coefficients E After finding these, com-
putation proceeds in the same way, by pairing the relevant
ciphertext and key fragments, raising them to the corre-
sponding coefficient and multiplying everything to obtain
the element of the target group that was used to blind the
message. The only possible difference is in the computation
of 5 Goyal et al. do not address this issue, beyond saying
that such coefficients exist. In our approach, we execute
the share reconstruction algorithm at most N times to
recover the relevant coefficients. Once this step finishes, both
versions decrypt in exactly the same way.

In summary, since MSPs and LSSSs are equivalent, the
two constructions are also equivalent and similar in compu-
tation costs. The only difference is between the evaluation
of one matrix multiplication against the execution of a dedi-
cated share distribution algorithm. However, we would argue
our scheme is the more natural for application developers
(as well as policy authors), who would be able to use the
LSSS of their choice directly, without worrying with how to
represent it in the language of monotone span programs.
This has the advantage of not requiring specific code to
perform matrix calculations and eliminates the need to store
a (potentially large) matrix of coefficients.
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